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Telecommunications and informatics technologies applied to the health sector are critical for
attaining the goal of improving access to equitable healthcare and the practice of evidence-
based quality health interventions, for the cost-efficient operation and management of health
services and health programs, and for the provision of individualized healthcare. Healthcare
organization and delivery are undergoing a shift from an institution-centered to a citizen-
centered model. The prime feature of the model is a new emphasis on continuity of services
supporting health promotion and maintenance. It encompasses informed citizens caring for
their health and an assortment of stakeholders responsible for the delivery of a continuum of
health services within a region. The variety of environments, priorities, organization, and op-
erational demands of the healthcare sector require Telemedicine applications and technolo-
gies capable of providing support for the challenging and complex interdependent clinical,
public health, and managerial decisions and interventions that characterize health practice.

1. Introduction

Telemedicine applications comprise a broad and
expanding domain that use the resources of inter-
active communication technologies. Telemedicine
combines the use of telecommunications, computer
technologies, and informatics — the applied science
of collecting, storing, and retrieving data to support
informed decision making — to improve the effec-
tiveness and efficiency of healthcare. It liberates
caregivers from the traditional constraints of place
and time, empowers individuals to make informed
choices, and changes the way health practice is
conducted in a competitive marketplace. Although
the use of telecommunications in healthcare dates
back to the early ‘50s experiences in the United
States and Canada, especially with the Arizona Pa-
pago Indian Reservation Project (NASA/Lockheed)
and the Dartmouth Medical School link of a New
Hampshire teaching hospital with outlying rural
clinics, the term only became of common usage in
the early ‘90s.

Cybermedicine and Telehealth are other terms fre-
quently used for this application domain. They are
not necessarily synonymous with Telemedicine —
although the technologies involved are basically the
same, the ends are somewhat different. Telemedi-
cine is most frequently used to describe care-

related applications while Telehealth encompasses
other functions such as education and training,
health promotion, public health, health services
management, technical information retrieval, etc.
Cybermedicine, more properly refers to the inter-
section of health and bioengineering, implantable
intelligent hardware, automation of processes, ro-
botics, biosensors, nanotechnology, etc. In the
context of this paper we will used the term Tele-
medicine in its broadest possible scope including
functions and applications of both Telehealth and
Cybermedicine.

Interactive communication technologies are shaping
the future of healthcare and Telemedicine solutions.
They reinforce, complement, and enhance existing
health programs and healthcare delivery systems,
offer new solutions for health interventions, and
create the opportunity for the establishment and
operation of innovative practice models. Telemedi-
cine is not happening in isolation but is closely
linked — although lagging behind — to similar devel-
opments in commercial, education, entertainment,
and industrial areas. Areas of application include:
consultation services and remote care; clinical, epi-
demiological, and administrative data management
and communication; provision of diagnostic and



therapeutic services; image-based systems; inte-
gration of distributed providers; access to knowl-
edge databases and decision support tools; educa-
tion and training through interactive communication
media; health promotion; and the management of
physical and financial resources.

2. Telemedicine in the Context of
Health Systems

The health sector of every country is facing the
need to provide expanded and equitable access to
quality healthcare services and to reduce, or at
least control, the rising costs of healthcare services.
There is a growing demand for additional high-cost
services due to the aging of the population; chang-
ing epidemiological landscape; improvements in
medical technology leading to more possibilities of
diagnostic and therapeutic action; supply pressures
from new and costly medical technologies; in-
creasing expectations and demands of citizens for
more and better services in terms of quality and
accessibility; and a growing willingness to pay for
health privately. At the same time, traditional reve-
nue streams that have supported indigent care,

public health interventions, medical research, and
professional education are insufficient or being re-
duced, forcing healthcare organizations to seek
new methods to support those basic activities. New
partnerships among healthcare providers and pay-
ers also require more and better clinical practice
guidelines and outcomes information.

As response, healthcare organization and delivery
is undergoing a shift from an institution-centered to
a citizen-centered model. Most health sector reform
initiatives have been grounded in the universaliza-
tion of a high cost-benefit basic package of health
services, a set of standardized public health inter-
ventions, cost containment and recovery, adminis-
trative decentralization and operation of healthcare
services, and the recognition of the role of the pri-
vate subsector and intersectorality of health inter-
ventions. The manner healthcare is provided in-
volves the separation between organizations that
provide, regulate, and finance health interventions.
New roles are expected from users and providers
with the incorporation of new professional catego-
ries, and increased local government responsibility
in management and financing.
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Figure 1. Quantitative, Qualitative, and Distributional Goals of Healthcare Systems



The new health models being discussed, designed,
and implemented are oriented towards primary
care; are centered on people; focused on quality,
sound financing, and accountability; and stress ex-
plicitly defined targets for improved health status,
better responsiveness, and fairness in financing,
with the goal of achieving greater efficiency, quality,
and equity in health interventions (Figure 1).

Its prime feature is a new emphasis on continuity of
services supporting health promotion and mainte-
nance. The new paradigm includes informed citi-
zens caring for their health and stakeholders re-
sponsible for the provision and continuity of health
services within a region.

This vision implies a decentralized health care
where services with evidence-based effectiveness
are accessible to all and provided in a way in which
organizational boundaries are invisible to the citi-
zen. In this environment, information and communi-
cation technologies role is to support information
distribution and sharing between health promotion,
primary health care, hospital services, rehabilitation,
home care and other relevant service modalities.

This development has led to a global need for re-
structuring of the healthcare systems, with the ob-
jective of providing better value for the resources
spent through better management. Reforms are
also concerned with benefits in terms of “health
gain”. This involves a critical appraisal of medical
knowledge for evaluating the effectiveness of medi-
cal interventions, supported by a growing effort in
outcomes research.

Health organizations are already moving away from
the reactive delivery of care to a more proactive
management approach of the health status of indi-
viduals and population groups and their mission
consider the perspective of the client and other so-
cial actors involved in the health intervention proc-
esses. In market economies, increasing competi-
tion, the merger of provider organizations, aggres-
sive contracting by payers, and greater involvement
of employer and government purchasers have
characterized the changing process of health man-
agement.

In this new environment, information systems are
essential and must be designed and implemented
in an appropriate manner to be able to support the
diversity of perspectives of regulators, managers,
payers, providers, and clients. The information re-
quirements of the health sector to support the new
care model will require innovative approaches to

systems specifications; the integration of internal
and external data and information; fast communica-
tion of clinical data of individual patients; access to
clinical and administrative multi-institutional and
integrated data; distributed provision of healthcare
with concurrent usage; focus on the local opera-
tional level and point of service support; support of
preventive care and health promotion; emphasis on
managerial and professional decision-making and
accountability; better clinical and administrative
documentation; cost reduction and recovery; flexi-
ble and integrative design that integrates techno-
logically different platforms; and tools for analysis,
interpretation, and dissemination of data and infor-
mation.

3. Telemedicine as the Agent of Transformation
of Health Practice

Telemedicine potentialities are widely misunder-
stood - its long-term impact on healthcare is often
confused by focus on limited applications, short-
term policy and regulatory problems, implementa-
tion issues, and utopian expectations. The general
perception and most accounts of Telemedicine ap-
plications have been highly tinted by its use in a
physician-centric context or in a patient-doctor rela-
tionship without considering the broader context of
providers and the multiplicity of other possible uses.

Another misperception is related to the idea that
Telemedicine main functionality and value is to
bridge barriers of distance — although it is clear that
Telemedicine applications overcome the barrier of
distance, it is generally not implicit that another sig-
nificant contribution of Telemedicine is to bridge the
barrier of time — there is a mistaken general as-
sumption that the encounter provider-client is al-
ways held in real-time. In reality, Telemedicine cre-
ates a whole new range of possibilities by allowing
providers and clients to interact using store and
forward techniques, and thus liberating providers
and clients from the need and constraint of syn-
chronous encounters.

Telemedicine revolutionizes healthcare restructur-
ing virtually every professional relationship and
technical activity. Medical care in this new environ-
ment is evolving from the physician-centered
model, as the sole responsible party in defining a
medical problem and its care, to a new model of
shared responsibilities where consumers, isolated
or in groups make health-related decisions assisted
by a variety of practitioners, sources of information,
and decision-support tools. This empowerment of



consumers is perhaps the most dramatic change regulatory barriers erected to shelter national, re-

brought forth by interactive health communications gional, and economic entities, the Telemedicine
revolution is determining dramatic changes without
By nature, Telemedicine is an international experi- respect to international borders.
ence. Notwithstanding protectionist trade and
(Figure 2).
NEW MODEL
OLD MODEL
e ENTREPRENEURIAL
e PHYSICIAN-CENTERED *  PROVIDER TEAMS
«  LOCAL MONOPOLY FOR CARE o DISAPPEARANCE OF CAPTIVE MARKETS
e BUSINESS SECURITY *  COMPETITION
e INSURANCE CONTROL LN« INTERNATIONALIZATION
o ORDERLY TRANSITIONS |: >‘ CUSTOMIZATION
o STANDARDIZATION ¢/ *© SPEED OF CHANGE
e CENTRAL MANAGEMENT «  DISTRIBUTED NETWORKED MANAGEMENT
e  INVESTMENT
*  PUBLICREGULATED PROCESSES e  PUBLIC/PRIVATE PARTNERSHIPS
e OUTCOMES RESEARCH
e EVIDENCE-BASED APPROACH TO PRACTICE

Figure 2. Paradigm Change of Healthcare Systems Resulting from the
Introduction of Interactive Communication Technologies
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Figure 3. Progressive Capabilities and Interactivity of Telecommunication Applications in Health



The growing number of ways by which interactive
communications can bring health information to the
non-professional allows informed decisions by con-
sumers and generates competition and new forms
of organization and delivery of care characterized
by increasing consumer capabilities and added
value on interactive transactions (Figure 3). The
economic impact of Telemedicine is enormous and
is realized through better health care at lower cost
at the microeconomic level, and increased competi-
tion at the macro level. The latter is determining a
radical change in the traditional structure of the
health professions and organizations — healthcare
has been typically outside the market competition
forces related to the purchasers’ informed decision
making, due to the constraints imposed by the mo-

nopolistic control of knowledge by the health pro-
fessionals.

4. Components of Telemedicine

Components necessary to ensure that health infor-
mation and services are properly integrated with the
telecommunications and information technologies
are represented in Figure 4. The stepwise model
emphasizes the critical requirements for the de-
ployment of Telemedicine applications, progressing
from health and informatics infrastructure to the
establishment of a sustainable national and interna-
tional market environment.

NATIONAL / INTERNATIONAL MARKETS

POLICY / REGULATORY / LEGAL
FINANCIAL

PRACTITIONER / ORGANIZATIONS / PAYER /
PATIENT/ EMPLOYER / RESEARCHER/ CITIZEN

INTERFACE EQUIPMENT
TELECOMMUNICATION INFRASTRUCTURE

HEALTH INFORMATION INFRASTRUCTURE

Figure 4. Systems Components of Telemedicine

The national health information infrastructure and
the telecommunications and informatics infrastruc-
ture, including health applications interface equip-
ment, represent a complex set of definitions, stan-
dards, technologies, and applications that support
communication, information, and knowledge. Most
of the information technologies that can be applied
to the health sector are common across sectors or
share common elements and, as the linkages be-
tween the national information infrastructure and
the health information infrastructure are strength-
ened, solutions developed in sectors other than
health will emerge and will be adapted to solve

specific problems of the health sector. The user
layer, represented by practitioners, organizations,
clients, and other stakeholders, interact in a variety
of intricate ways and determine the functionalities
required, availability, and cost of systems. Important
policy, regulatory, legal, and financial issues include
standards for practice, licensing, liability, privacy,
confidentiality, and reimbursement. Finally, market
aspects include technology providers and regula-
tors; services and solutions providers; business
strategies; and market development cycle and
product transfer issues.



5. Facilitating and Constraining Factors

A national health information infrastructure is an
essential mechanism in promoting health and pro-
viding healthcare. However, in most cases it contin-
ues to be a largely incipient resource. The health
sector has not applied the available information and
telecommunication technologies as effectively as

have other sectors and, when one considers the
social importance of health, the sector has been
conspicuously underrepresented in national tech-
nology development policies and plans of develop-
ing countries. Industrialized and developing coun-
tries have different facilitating and constraining fac-
tors although there is a significant set of constrain-
ing factors that are common to both (Figure 5).
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—
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o DIFFICULTIES IN PHYSICAL ACCESS TO FACILITIES

o GREAT NEED FOR MASS EDUCATION AND TRAINING
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—
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o NEED NOT ALWAYS CLEARLY EXPRESSED
e LACK OF TRUST IN AUTOMATED DIAGNOSTIC SUPPORT
o OVERUTILIZATION OF SPECIALISTS

o POOR TELECOMMUNICATIONS AND HEALTH “INFOSTRUCTURE”
o ACCESS TO COMPUTER TECHNOLOGY / “SOLUTIONS”

LACK OF DIAGNOSTIC / THERAPEUTIC INFRASTRUCTURE

o POOR ORGANIZATION AND OVERLAPPING OF CARE MODEL

o REQUIRE MAJOR ORGANIZATIONAL CHANGES

o CONCERN THAT COSTS OF HEALTH CARE MAY INCREASE

o REIMBURSEMENT FOR SERVICES

o CONCENTRATION OF CARE IN FEW SPECIALIZED CENTERS

o ALLOWS UNCONTROLLED “ALTERNATIVE” HEALTH PRACTICES

o ETHICAL AND LEGAL ASPECTS REGARDING KNOWLEDGE CONTENT
o LICENSING AND TRANSFRONTIER PRACTICE

o DIFFERENT NATIONAL TELECOM REGULATIONS AND STANDARDS

Figure 5. Facilitating and Constraining Factors in the Deployment of Telemedicine Applications



6. Opportunities and Challenges

The Global Information Infrastructure (Gll) is ex-
panding at an exponential rate. Besides the well
established areas of distant consultation, message
switching, access to knowledge databases, integra-
tion of providers, service management, and the
transmission of biological signals and still and
moving medical images, telecommunication and
informatics have opened a whole new range of
possibilities. The health component of the Gll cre-
ates opportunities that can dramatically improve the
practice of knowledge-enhanced Telemedicine and
the reengineering of national and international
health systems; the creation of local, national, and
global markets for the exchange of health products
and services; decentralization of healthcare; im-
provement of health status; and the protection of
the biodiversity of ecosystems. Because of early
implementation stage, there is no firm data by
which to estimate market potential, early prediction
suggest a market opportunity as large as 100-200
billion for the U.S. alone. To developing countries or
communities, the GIl offers the potential for a
quantum leap in health, quality of life, and functional
life capacity.

One prime area where global linkage has the great-
est potential is in distance learning. Continuing
medical education transcends geographic or geo-
political isolation. Courseware is now being devel-
oped in hundreds of subject areas, in several lan-
guages, and directly applicable to international
medicine and global education. It permits access to
basic, intermediate, and advanced course work by
physicians, technicians, nurses, and allied health
workers who may substantially enhance their skills
by utilizing that teaching modality.

Internet-based and other interactive communication
technologies present opportunities to improve both
personal and public health. A range of interactive
media applications are being used to assess and
reduce health risks, promote healthy behaviors, and
provide information and decision support about
health and medical choices. These technologies
hold considerable promise in improving community
and individual health status and in reducing
healthcare costs. Another rapidly growing area
within the field of clinical medicine is the increasing
utilization of centralized telephone triage and health
orientation systems (Consumer Call Centers) to
assist in the after-hours coverage, to provide link-
age to the primary care physician, and to provide
emergency medical help. The service can be en-
hanced by the concomitant use of automated medi-

cal records system (Electronic Health Record or
Computer-based Patient Medical Record).

Interactive health communication technologies ap-
plications include those that focus on promoting
individual and community health, improving self-
care, educating patients, and promoting healthy
behaviors through provision and sharing of informa-
tion and structured decision-making processes. The
use of computers to facilitate the sharing of ideas
and experiences with others in similar health-
related situations not only results in better-informed
consumers, but also may provide social benefits
that have a great potential impact in health promo-
tion and illness prevention. Individuals are increas-
ingly turning to the Web and other electronic
sources for health information, and thus becoming
more knowledgeable consumers of healthcare.
Searching for health information is one of the most
common reasons for public use of the World Wide
Web — a March 1999 survey by Schwarz Pharma
showed that in the U.S. 33% of adult women and
24% of adult men use the Internet to get medical
information. Another survey (Harris opinion poll,
February 1999) revealed that 68% of online adults
seek health information.

Interactive community information resources have
been established to help community members be-
come more effective consumers of healthcare
services and, by providing timely expert answers to
anonymously asked medical questions at no
charge, that type of service has proved to decrease
unnecessary physician-patient encounters, encour-
age effective preventive-health measures, and im-
prove the overall results of healthcare in the com-
munity.

Telemedicine is a growing market with great poten-
tial but the identification of opportunities and market
development proved to be a difficult process even
in industrialized societies. Issues related to the
building and maintenance of the technological infra-
structure and the development of specific applica-
tions directed to clinical and health systems present
a series of obstacles. Problems with systems speci-
fication in the health sector pose serious limitations
to project design and development — they include:
low definition level of contents (deliverables) of
health interventions; indetermination of objectives
and desired functionalities; lack of consensus re-
garding priorities; difficulties in having a coordinated
approach to problem solving; conflicts in the defini-
tion of minimum data sets required for operational
management and clinical decision making. Human
and organizational constraints, common in nature



and import in every environment — developed and
developing societies — are the most critical and dif-
ficult issues to address, when compared to techno-
logical obstacles. There are many challenges to
deployment and the obstacles that must be faced
and they are especially serious in developing na-
tions:

[a] Related Primarily to the Health Sector

e Complexity and variety of objectives, functions
and technical contents of health applications
and the difficulties of health professionals to
systematically define requirements.

e Alignment of applications to institutional goals
and expectations of users.

e Socioeconomic and cultural aspects, such as
the role of caregivers, literacy of population,
computer access and level of computer literacy
of users.

e Lack of national policies, regulations, and legal
framework, including barriers such as profes-
sional practice regulations and licensing. The
time warp between the developers and users
and regulators is the underlying cause for many
discontinuities.

e Poor health Information infrastructure and ex-
perience with information project development.

¢ Non-standard medical data structures.

e Quality of health data including integrity and
pertinence.

[b] Related Primarily to Techno-
logical Issues

e Technological infrastructure including telecom-
munications and connectivity issues, especially
when combined with deployment capability and
investment sustainability.

e Limited agreement and diffusion of technical
standards.

¢ Availability of telecommunications and country-
specific policies and regulations.

e Security including issues related to data pro-
tection, authentication, access control, privacy,
and confidentiality.

e Reliability of implemented systems, i.e., avail-
ability on demand.

e Cost of telecommunications, in special high
international rates.

e Evaluation of experiences still incipient — large
number of projects have been highly subsi-
dized, making evaluation of impact and cost-
benefit difficult.

7. A Model for Telemedicine Project
Development

Telemedicine project and program development
integrates technology, geography, culture, language
and health systems and each specific application
environment and project requires a tailored needs
assessment study. Key to success is to be informed
and open to new developments; clear specification
of objectives and needs and only then proceed to
select the technology; user-friendliness; open ar-
chitecture; and basing investments on a “money
saved” business plan. Early and continuous user
involvement — aim is to empower people — is critical
for fit and acceptance of final product and services.
Most users prefer a carefully crafted partnership to
a downright simple vendor-client relationship.

Although there is no single “cookbook” solution,
develop or buy decisions should carefully consider
advantages of off-the-shelf products, as opposed to
development or customization and leasing versus
capital outlay options. One can not emphasize
enough the importance of well documented, cost-
justified decisions when implementing Telemedicine
systems and the benefits of user-defined and priori-
tized applications; critical analysis of costs; open
communication between users and systems profes-
sionals and vendors; systematic procurement pro-
cedures; and rational contracting.

7.1. Goals

Correct, i.e., technically appropriate and feasible
deployment of Telemedicine initiatives and applica-
tions signify that they must be inserted within the
healthcare structure and based on objective as-
sessment of need, clear purpose, cost-
effectiveness, and integration with the overall na-
tional health policies and structures.

Selection and implementation of technologies and
applications must contribute to social and economic
development and the improvement of access to



health services, equity, and quality of care. Best-of-
breed technologies are those that support evi-
dence-based health practice; the technical effec-

tiveness of collective and individual health interven-
tions; professional education; health promotion; and
managerial efficiency (Figure 6).

o COST-EFFECTIVE

o TECHNICALLY APPROPRIATE AND FEASIBLE

o CAN BE MAINTAINED WITH LOCAL SKILLS AND RESOURCES
o ACCEPTABLE BY CLIENTS AND PROVIDERS
e RESULT IN FAVORABLE EFFECTS ON HEALTH

Figure 6. Goals of Telemedicine Applications

7.2. Strategic and Tactical Approaches to Tele-
medicine Project Development

National priorities and capabilities will determine
how, where, and when applications should be de-
ployed and appropriateness of project design, de-
velopment, and management are critical for ensur-
ing success. The process of installing new systems
is often difficult and requires tremendous discipline.
Daily demands on personnel, changes in the mar-
ket, and conflicts about running the healthcare
services are all potential barriers to realization.

The installation of a new care model and technol-
ogy is a tremendous undertaking for any orga-
nization, affecting every area of the operation. Of-
ten, because of time and budget constraints as well
as the perception that change is not immediately
necessary, many organizations wait until there is no
other option but to carry out changes within short
time frames and thus increasing the risks of failure.
For a large, multisite organization the issues are the
same, but the complexity increases tremendously.

While there is no "magic bullet" to make the tran-
sition easy, attention to a few basic guidelines
will allow the organization the best chance of
success:

¢ Right people, right training.
e Managed care is highly integrated and con-

figuring or changing one module may affect
the system in several other areas.

e Unified leadership throughout project design,
development, and implementation.

e Stress on business goals, not systems goals.

e Strong and detailed project plan before em-
barking in service contracting and technol-
ogy acquisition.

e The organization needed to maintain an in-
tegrated application environment is often ig-
nored in light of more pressing installation
decisions.

The Figure 7 summarizes the strategic and tactical
approaches recommended for the development and
deployment of Telemedicine applications.

7.3. Building Inter-Organizational Systems

Information systems have traditionally been de-
veloped for one organization. The objectives of
the system have been stated by the organiza-
tion, and the costs and incomes generated by
the system have been addressable to that par-
ticular organization. Telemedicine involves new
inter-organizational requirements for data and
information processing and communication that
causes many deviations from this relatively sim-
ple situation. Inter-organizational information
systems are systems by which independent or-
ganizational units communicate by the means of
data transfer from one computer to another.



STRATEGICAL APPROACH
o CLEAR AND RAPID BENEFIT DEMONSTRATION
o EMPHASIS IN NATIONAL AND MULTILATERAL PARTICIPATION
e SEARCH FOR INNOVATIVE SOLUTIONS
e PRIORITY IN THE SOLUTION OF SERVICE ACCESS AND QUALITY
o FACILITATION OF ACCESS, USE AND DISSEMINATION OF KNOWLEDGE
o HEALTH SERVICE MANAGEMENT

o  EXPAND CONNECTIVITY

TACTICAL APPROACH
e PROMOTION OF NATIONAL PLANNING CAPACITY

e  ALIGNMENT OF INFRASTRUCTURE WITH HEALTHCARE ORGANIZATIONAL
GOALS AND PRIORITY NEEDS

e  SYSTEMS INTEGRATION TO ENHANCE EFFECTIVENESS AND REDUCE COSTS
e  HUMAN RESOURCE DEVELOPMENT

e  INFORMATICS INFRASTRUCTURE TO IMPROVE EFFECTIVENESS EFFICIENCY,
EQUITY AND QUALITY OF HEALTHCARE

e UPDATE OBSOLETE INFORMATICS INFRASTRUCTURE
e IMPROVE INFORMATION SYSTEMS DEVELOPMENT PROCESSES

Figure 7. Strategic and Tactical Approaches for the Deployment of Telemedicine

Inter-organizational systems demand different
management, systems development, and use
practices from ordinary intra-organizational sys-
tems. The main points of difference are: they
can not always be legitimated in the short run
(the time period present in most conventional
cost/benefit analyses) by the operational or
strategic benefits they bring — these take time to
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occur; must be based on current systems, espe-
cially databases, telecommunication equipment,
and standards; require great cooperative and
communication skills of systems professionals;
often need priority arrangements in initiation
phases; and require heavy dedication in both the
quality and intensity of use.
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