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Note from the Authors 
 

 

The study of legal issues in the field of medical informatics must not only 

limit itself to existing legislation which are relevant in this matter such as 

data protection and privacy, but must be forward looking and anticipate 

legal issues that, although not yet addressed in legislation or litigation, may 

become legal obstacles in the near future as applications of information 

technology become more widely used. Furthermore, legal research must 

take into account the totality and diversities of healthcare systems from and 

international perspective and the way in which these are organized, 

financed, and run.  

 
-  Laske C (1996). Legal issues in medical informatics: a bird’s eye 

view. In: Barber B, Treacher A, Louwerse K (eds). Towards 
Security in Medical Informatics: Legal and Ethical Aspects. ISO 
Press, Oxford 

 

 

The challenges faced in the preparation of this publication were twofold; first, 

how to deal with the massive amount of extant regulatory and legal documents, 

many only available in national languages and second, chasing the moving 

target represented by the fast changes occurring in the areas of regulation and 

law. Because our chief intention was to provide a wide-ranging view of the 

issues related to individually identifiable health databases, many aspects may 

have not received the in-depth coverage that they deserve. We hope that the 

substantial list of references will be advantageously used by those who want to 

pursue more complete studies. 

 

A very large number of online sources were consulted and they are listed in 

Chapter 13. We would like, however, to individually recognize the exceptional 

collection of information available at the Privacy International website. The site 

is maintained by a very active human rights group with broad interest in all 

aspects of privacy – we made extensive use of their resources and analytical 

summaries in the preparation of the country reports included in this publication.  

 

We want also to acknowledge the contribution to the section on the European 

Community, by our colleagues José Luís Monteagudo Peña and Marcelo Sosa-

Iudicissa from the Instituto de Salud Carlos III, Ministerio de Sanidad y 

Consumo, Madrid. 



 



 

 

Foreword 
 

 

With the rapid dissemination of information and communication technologies, 

there has been a growing concern about the collection, processing, storage, 

access, and exchange of data related to individuals. The ethical and legal 

issues of data protection and privacy have been the focus of attention of 

lawmakers in many countries and there is a manifest feeling of urgency in 

ensuring that privacy rules apply to personal data. Privacy regulation and 

legislation are being set off by fears that information technology resources being 

used by online commerce, government agencies, insurance companies, and 

health providers and payers are increasingly making it easy for companies and 

organizations to compile sophisticated data repositories of person identifiable 

data. Content, access, and use of those data repositories are at the core of the 

many questions being raised by the civil society, health professionals, and 

privacy advocates. 

 

The authors review the fundamental concepts related to the technical and legal 

aspects of data protection and summarize the scope and degree of 

implementation of pertinent regulation in fifty-one countries. Even though the 

emphasis of the book is on data protection and privacy issues as they relate to 

person identifiable electronic databases, data privacy regulation and legislation 

being implemented in many countries will likely apply to all data, regardless 

whether they are collected offline or online. 

 

Health professionals, legislators, and other interested parties will find in this 

publication of the Essential Drugs and Technology Program, Division of Health 

Systems and Services Development, a valuable, carefully researched, and 

extensively referenced source of information on the present status of health 

data protection regulation. 

 

George A.O. Alleyne 

Director 

Pan American Health Organization 
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1. Information and Communication  
         Technologies in Healthcare 
 

 

The development of computers, electronic databases, and 

interactive communications brought about significant changes in health 

practice and management. Health applications of information 

technologies and telecommunications encompass a broad and 

expanding domain that use the resources of many disciplines to improve 

the effectiveness and efficiency of healthcare processes. Thanks to the 

development of information and telecommunication systems and special 

software to support the daily administrative work of medical 

practitioners, computers have become an integral feature of the 

interactions between practitioners and their patients. They provide 

support for the challenging and complex interdependent clinical, public 

health, and administrative decisions and interventions required for 

individual and community healthcare practice; liberate caregivers from 

the traditional constraints of place and time; empower individuals to 

make informed choices; and change the way health practice is managed 

in a competitive marketplace [1, 2, 3, 4, 5, 6, 7]. 

 

During the last six years, the Global Information Infrastructure 

(GII) has expanded at an exponential rate. Besides the well established 

areas of distant consultation, message switching, access to knowledge 

databases, integration of providers, service management, and the 

transmission of still and moving medical images and biological signals, 

telecommunication and informatics have opened a whole new range of 

possibilities for better health practice [8]. 

 

The health component of the GII creates opportunities that can 

dramatically improve the practice of knowledge-enhanced national and 

international health systems; evidence-based clinical and administrative 

decision making; the creation of local, national, and global markets for 

the exchange of health products and services; decentralization of 

healthcare; and the improvement of individual and collective health 

status [9, 10, 11, 12, 13]. 
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While formerly most information was collected in personal 

conversations between direct healthcare professionals and the patient, 

today medical practice and decision making is a spatially distributed 

process, involving numerous professionals and specialists. Many of 

these actors never meet face-to-face to discuss a case but each adds 

her or his own report, which is read, interpreted, and integrated by the 

primary practitioner responsible for the care event. In order to allow the 

shared use of collected data, so that different and spatially distributed 

healthcare units can retrieve and process such data, it is necessary that 

the various systems in use can communicate with each other (technical 

interoperability).  

 

The increasing sophistication of information technology with its 

capacity to collect, analyze, and disseminate data on individuals has 

introduced a sense of urgency to the demand for legislation. 

Furthermore, new developments in medical research and care, 

telecommunications, advanced transportation systems, and financial 

transfers have dramatically increased the level of information generated 

by each individual. Those are facilitated by the following characteristics 

of technological deployment and use: 

 

 Globalization - removes geographical limitations to the 

flow of data. The development of the Internet is perhaps 

the best known example of a global technology.  

 

 Technological Convergence - leads to the elimination 

of technological barriers between systems. Modern 

information systems are increasingly interoperable with 

other systems, and can mutually exchange and process 

different forms of data.  

 

 Multi-media - fuses many modes of transmission and 

expression of data and images so that information 

gathered in a certain form can be easily translated into 

other forms.  
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1.1.  Technologies, Products, and Applications 
 

Information and telecommunications technologies have proven 

to be especially useful in the generation, storage, and retrieval of clinical 

and administrative patient-related documentation, particularly in the area 

of health records; in the operation of highly efficient integrated national 

health insurance and service delivery schemes; in the logistical support 

of provider organizations and patient services; in the provision of fast 

access to medical attention without travel or delays in waiting rooms; 

and in the seamless integration of support services such as gate-

keeping, patient clinical information, scheduling, diagnostic result 

communication, and prescription management. Other applications that 

have been gaining acceptance in the last few years are those oriented 

toward electronic-mediated commerce, including the marketing, 

relationship creation, advice, prescribing, and selling of pharmaceuticals 

and medical devices [6, 7, 14]. 

 

Although there are many institutions that store in electronic 

format different components of a patient's medical or administrative 

record, there are many more situations in which individualized health 

information is being transmitted between providers and other 

stakeholders. Exchange of individualized patient data is common in 

consultations between health providers; in communications between 

patients and physicians; in the electronic interpretation of x-rays and 

medical tests and in the billing to third-party payers; in the transmission 

and receipt of prescriptions; in home monitoring of patients via audio, 

video, and data technologies; and in the evaluation of patients in clinical 

pharmaceutical trials. Those are but a few of the examples in which 

electronic health information is being used. 

 

The fast-changing globally networked, multicultural, and 

multilingual interactive communications of the World Wide Web (WWW) 

environment has vast possibilities. The World Wide Web (WWW) offers 

unprecedented power to providers and end-users of healthcare 

information – patients, professionals, families, caregivers, educators, 

researchers, insurers, regulators, and policymakers – with data of 

unprecedented timeliness, accuracy, depth, and diversity. With 

increasing frequency, all types of medical information and patient-

specific data are transmitted and stored in electronic format, and, as 
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with all things in cyberspace, with levels of interactivity as yet unknown 

[4, 6, 7, 14, 15, 16, 17, 18, 19, 20]. 

 

 

1.2. The Legal and Regulatory Challenge 
 

Electronic databases, interactive communications, and the use 

of public communications via the WWW call into question national and 

international borders, cultural and ethical standards, regulations, and 

laws, which they may bypass [21, 22, 23, 24]. The very qualities that 

make the Internet such a rich tool for information exchange and 

marketplace of ideas – its decentralized structure, global reach, leveling 

of access to the tools of publication, immediacy of response, and ability 

to facilitate free-ranging interchange – also make it an exceptional 

channel for potential misinformation, unethical use, concealed bias, 

covert self-dealing, fraudulent practices, and evasion of legitimate 

regulation. 

 

Less obvious are some of the serious legal issues that arise. As 

providers shift into cyberspace, the health law system faces challenges 

to its traditional approaches to regulation, quality assurance, and 

confidentiality. While communications between doctor and patient must 

be secure, legal implications go far beyond data integrity. Fully 

integrated electronic systems bring great efficiencies, but pose a threat 

to patient privacy. Issues in the area involve ethical, regulatory, and legal 

aspects related to machine quality of data used in clinical decision 

making, the protection of the privacy and confidentiality of individual 

data, and the exploitation and potential misuse of individual data for 

purposes other than personal healthcare. Authentication is another 

issue of major importance – the parties to electronic exchanges must be 

assured of the identity of the other parties – a concept at odds with the 

vaunted anonymity of cyberspace communications [20]. 

 

Despite the extensive use of electronic healthcare information, 

comprehensive regulation for this electronic medium is yet to be 

adopted both at country level and internationally. There are many 

inadequacies concerning national and international controls and 

legislation, especially regarding the issue of jurisdiction, and there is an 

urgent need for an internationally accepted policy framework that 
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addresses basic rights and responsibilities of users, providers, and data 

subjects. 

 

Freedom of access to information and expression and the 

protection of users’ data security and privacy are especially critical 

topics. Decisions and initiatives related to cyberspace law and ethics 

issues in health and healthcare must necessarily involve experts from a 

variety of knowledge domains involving civil and criminal law, medical 

ethics (bioethics), computing ethics, medical computing, and legal 

medicine [19, 21, 25]. 

 

Traditionally, local standards are considered the yardstick 

against which health practice is evaluated, and they determine the 

parameters for eventual litigation. Remote conduction of health 

interventions and off-site databases brings forth a whole new range of 

questions and ethical aspects in the patient-provider relationship. Those 

issues have been reviewed and recommendations regarding a code of 

practice have been proposed [22, 24, 26]. Guidelines regarding the 

ethical and legal aspects of remote healthcare (telemedicine) are in the 

process of being developed by national and international trade, 

professional, and technical organizations and by national regulatory 

agencies. This is an area of fast changes, and an extensive review of 

legal aspects of telemedicine practice in the U.S. can be found in a 

publication by one of the authors [27]. 
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2. Conceptual Framework 
 

 

2.1. Data-related Definitions 
 

Database - A database is a collection of records that can be 

created, updated, sorted, removed, searched, and subject to a 

number of logical operations. A database allows the storage of 

multiple pieces of information (data items) in one file, instead of 

using several files for each data item. Normally a database 

contains many fields of data. One can think of a field as a place 

in which you can hold a specific data item. The advantages of 

databases are that they are easy to search and conduct 

operations for specific items. 

 

Identifiable Data - Any data which either directly or indirectly 

identify an individual by reference to his/her name, public 

identification numbers, or one or more factors specific to his/her 

physical, physiological, mental, economic, cultural, or social 

identity. 

 

Personal Data - Defined as any information that relates to an 

identified or identifiable natural person. Personal health data 

encompass a wide range of information about an individual 

private life and include not only medical data but also sensitive 

data on behavioral patterns, sexual life, social and economic 

factors, as well as administrative data related to contacts with 

the healthcare system. 

 

Data Management - Means any operation or set of operations 

that are performed upon personal data, whether or not by 

automatic means. Range of possible uses of personal health 

data covers all aspects of data management: collection, 

recording, processing, storage, access, and communication. It 

also includes related tasks or issues such as responsibilities, 

auditing, etc. 
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Data Controller - The natural or legal person, public authority, 

agency, or other body that determines, either alone or jointly 

with others, the purposes and means for which personal data 

will be processed. In healthcare the controller may be an 

individual practitioner or a health authority, agency, or 

organization. In the latter case, they have a duty to ensure that 

their employees comply with the existing regulatory and legal 

framework. 

 

 

2.2. What Are Person-identifiable Data? 
 

The British Caldicott Report [28] identified a number of data 

items by which a person's identity may be established. These include: 

  

 Surname  

 Forename  

 Initials  

 Address  

 Postal Code  

 Date of Birth  

 Other Dates (i.e., death, diagnosis)  

 Sex  

 National Health Service Number  

 National Identification Number  

 Local Identifier (i.e., hospital or provider identifier)  

 Ethnic Group  

 Soundex Code (a computer routine that permits search 

of individuals with similar name) 

 Occupation  

 

Any item from this list, which may not lead to the identification of 

an individual but, when taken with another item from a particular data 

set, may in certain circumstances enable identification to be inferred, for 

example: age linked to a diagnosis; postal code and the medicine 

prescribed; address and the item of service provided. While it may be 

helpful to consider items of information as falling within a spectrum of 

“identifiability” based on the nature of the item and the context, 

nevertheless all personal information is confidential and deserves the 

same respect for privacy. 
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Except for national identifiers (in the case of the United 

Kingdom, the National Health Service Number), no single item can be 

relied upon uniquely to identify an individual and the degree to which 

other items might identify an individual will depend on the context – for 

example an unusual surname may be a stronger pointer to an individual 

than a more common surname. 

 

 

2.3. Person-identifiable Health Databases 

 

The emergence of health databanks to support electronic health 

records, networked and decision support application, and health e-

commerce has raised serious data security and privacy concerns. There 

is growing consensus that the creation, maintenance, and operation of 

databases containing individual patient data must be subject to 

regulations [29, 30, 31, 32]. 

 

In many countries, proposals and actual reform of the laws have 

been introduced according to which individuals are entitled to know what 

information is stored, who accessed a particular database containing 

person-identifiable information, what use was made of the particular set 

of data accessed, and what mechanisms are available to correct 

erroneous information. The purpose of these regulations is to guarantee 

that medical data are used in a secure and ethical manner ensuring 

optimum medical care and services that fully respects the data subject's 

dignity and rights [33, 34, 35]. 

 

Health database regulations and standards being proposed or 

implemented contain provisions on: 

 

 Specific purpose(s); 

 

 Finality of purpose; 

 

 Categories of information recorded; 

 

 Body or person for and by whom the database is 

established and operated; 
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 Who is competent to decide which categories of 

data should be processed; 

 

 Person(s) in charge of the day-to-day operation; 

 

 Person(s) in charge of privacy maintenance and 

ethical utilization; 

 

 Categories of persons who are entitled to cause 

data to be placed in storage, modified, and erased 

("originators of the data"); 

 

 Person(s) or body to whom certain decisions must 

be submitted for approval, supervision of use, and 

to whom appeal may be made in the event of 

dispute; 

 

 Categories of persons who have access to the data 

bank in the course of their work and the categories 

of data to which they are entitled to have access; 

 

 Disclosure of information to third parties; 

 

 Disclosure of information to the individuals 

concerned ("data subjects"); 

 

 Rights of data subjects to have errors corrected or 

data segments removed from their record; 

 

 Long-term conservation of data;  procedure 

concerning requests for use of data for purpose 

other than those for which they have been 

collected; 

 

 Mechanisms for physical security of data and 

installations; and 

 

 Whether and on which conditions the linkage with 

other data banks is permitted. 
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It is also recognized, however, that the strict application of rules 

based on some of the above provisions may cause difficulties to clinical 

practice, lead to poor individual patient care, and paradoxically even be 

responsible for unethical situations, e.g., creating barriers for a 

professional to assess data related to a patient under his/her care. 

 

 

2.4. Standardization and Personal Data 
 

The design of information and telecommunication systems and 

network technology influences which personal health data are collected, 

stored, and maintained and who should or could have access to them. 

One main effect of the development of such technologies is the 

globalization of standards and procedures, which may be used, for 

example, in the determination of protocols for diagnosis and treatment. 

Standards and protocols can serve as tools for good practice [13] and 

constitute an important component of quality assurance. 

 

The collection of standardized data and the use of such 

protocols require, however, that the practitioner/patient interaction must 

be structured according to a pre-set format.  Standards are not neutral – 

they embody the ethical, social, economic, political, and epistemological 

choices of their creators and will necessarily favor or reject particular 

views of patients or diseases [30]. 

 

 

2.5. What Is an Electronic Health Record? 
 

What initially may sound like a simplistic question regarding 

what constitutes an Electronic Health Record (EHR) quickly becomes a 

complex issue. Though there is often general agreement that an EHR 

contains patient-specific information about an individual's medical or 

health status and related administrative and financial data, the particular 

structure and contents of such records are seldom agreed upon. This is 

due to the differing uses to which a medical record can be put, as well 

as the wide variety of entities and health professionals using it. 

 

Consider a short recitation of the various healthcare entities for 

which an electronic medical record could be useful: physician offices, 

hospital inpatient and outpatient services, community clinics, managed 
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care organizations, health maintenance organizations, ambulance 

services, home health agencies, nursing homes, government agencies, 

health insurance companies, assisted living facilities, pharmacies, and 

durable medical equipment suppliers. Depending upon the intended use 

of the EHR, it may contain patient’s detailed clinical data in textual and 

non-textual (image, voice, recordings of biomedical signals) formats 

such as diagnosis, family history, past and present health problems, 

allergies, genetic markers, description of physical examination findings, 

x-rays, and a multitude of historical diagnostic test results and extensive 

administrative data such as insurance company information, employer 

status, health plan coverage numbers and levels of benefits, dependent 

information, billing codes, address, contact information, and past profile 

of health service utilization including economic data related to 

procedures and treatment. 

 

Compounding the difficulties of reaching a consensus on a set 

of common data elements are the numerous medical specialties and the 

variances in information that each specialty or sub-specialty requires or 

prefers. There is, therefore, a broad spectrum of desired information 

and how it is presented and used among healthcare providers and 

organizations. The medical information required by a hospital 

emergency department may differ from that sought in a pediatric group 

practice environment, or the needs of a psychiatric practice are likely to 

be quite different from information needed by an obstetrician, or the data 

gathered by one of the service branches of the armed forces will 

certainly be different from the medical information sought by a 

healthcare insurer. Though not impossible, reaching a consensus on the 

core information to be obtained for a "common medical record" is 

difficult, at best. 

 

Differences in software and hardware platforms and 

communication technologies can present barriers to connectivity 

between institutions and providers, as there are currently no rules 

obligating all health institutions to use identical, or even compatible, 

technology. In fact, rapidly developing technological advancements 

appear to make the standardization of equipment, and interoperability, 

more difficult in many instances. Just as there are a vast number of 

healthcare professionals and entities using electronic health information, 

there are also a plethora of different platforms or templates being used 

to gather, transmit, store, and retrieve electronic health information. 
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Electronic cards containing integrated circuit non-volatile 

memory can hold all or a subset of an individual’s record and can be 

seen as a “portable” component of the computer-based record. Such 

cards may exist either as a practitioner-held card or, more commonly, 

as a patient-held card. Some European countries are currently testing or 

deploying publicly accessible card-reading facilities (kiosks) through 

which citizens may have direct or indirect access to stored data [36]. 

 

Many countries and health organizations are already routinely 

utilizing some form of computerized or electronic health record in 

various ways and for different purposes. Physicians, clinics, hospitals, 

insurers, managed care organizations, pharmacies, government 

agencies, and other entities have been using patient-specific electronic 

health information in connection with the delivery of healthcare services, 

healthcare financing, or health services research. Group providers and 

healthcare organizations in the United States (Kaiser-Permanente, 

Mayo Clinic, Veterans Administration, Department of Defense, 

Louisiana State University Medical Center, Indiana University School of 

Medicine, Columbia Presbyterian Medical Center) have implemented 

partial or "complete" EHR applications. Electronic health records have 

also been extensively investigated and deployed in the European 

Community; a review of EU projects was published in 1995 [37], 

including the broad deployment of "smart-cards" as a portable 

component of the computer-based record. 

 

Regarding health records alone, there are scores of commercial 

products and service providers offering a great variety of functionalities, 

capabilities, and hardware and software platform options. In the 1999 

Resource Guide published by Healthcare Informatics, a leading U.S. 

publication, 192 companies were listed as providing electronic health 

record products or services [38]. Vendors list their products and services 

under a variety of names: Automated Medical Record, Computerized 

Medical Record, Computerized Patient Record, Computer-based Patient 

Record, Electronic Patient Record, Electronic Health Record, Virtual 

Health Record, etc. Also, over the past five years there has been a 

growing number of companies marketing the ASP (Web-based 

Application Service Provider) model of information services offering 

partial or full Internet hosting for medical records, including the 

possibility of off-site storage. The ASP model makes possible cost 
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sharing, economy of scale, and minimal in-house informatics and 

manpower infrastructure but at the same time, raises a number of 

security and confidentiality issues. 

 

Project development and characteristics of applications have 

been directly related to local needs and desired functions and results. 

Software products have a great variety of features and there is much 

discussion regarding the structure, contents, and standards adopted by 

electronic patient record applications. Specification options adopted by 

different developers have not been standardized, and the most complex 

problem has been the design of a truly comprehensive longitudinal 

record that can be reliably accessed online at any point of care. 

Unfortunately, in most cases, there has been no benchmarking for 

quality and appropriateness of implemented solutions. 

 

Critical issues in implementing electronic health record 

applications are related to the need to satisfy the form of work and 

habits of physicians and nurses in a great variety of environments and 

guaranteeing systems availability, the support of transactions among 

different users located in diverse geographical locations, response time 

in data search and retrieval, and the customizability of the EHR for 

different specialties and tasks. Functioning and accessible workstations 

in every point of care or wireless mobile handheld devices are required 

in most cases with the concurrent costs of deploying and maintaining 

such configurations. Extant projects around the world have been 

evaluated and experts have been unanimously of the opinion that the 

implementation of the EHR must be done in the context of a global 

reorganization of the healthcare processes, including the change to a 

patient-centric rather than facility-centric model of service provision. 

 

 

2.6. Decision Support Applications 
 

Clinical decision software applications are designed to support 

the analysis of patient data and to automate aspects of clinical decision 

making that can be expressed as rules. Such rules can be built and 

maintained by a database of guidelines and the legal implications of the 

mainstream introduction and use of clinical decision-support software 

are many and far-reaching. Concerns raised involve questions such as: 
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 When does the amount of automated “clinical thinking” 

done by the software application constitute “practice of 

medicine” with all its associated ethical and legal 

aspects? 

 

 Is a decision-support software to be considered a 

medical device passive of regulation? 

 

 To what extent does the application software allow 

clinicians to examine the underlying logic and to 

independently evaluate how the software arrived at 

particular conclusions? 

 

 What is the role of such products in critical clinical 

decisions? 

 

 How are the consequences of eventual errors to be 

dealt with? 

 

Many of those issues have not yet been addressed. They are 

important in light of the fact that the health information technology 

industry is investing millions of dollars in developing such applications. 

Developments on a number of policy, legislation, and regulation issues 

are badly needed in this area. Medical software is increasingly 

considered as another form of medical device. 

 

 

2.7. Networked Healthcare Applications 
 

Networked systems, in the form of intranets, extranets, and the 

public space of the Internet, facilitate communication among health 

stakeholders. Networked interactive communication technologies are 

shaping the future of healthcare. They reinforce, complement, and 

enhance existing health programs and healthcare delivery systems, 

offer new solutions for health interventions, and create the opportunity 

for the establishment and operation of innovative practice models. 

Telemedicine or Telehealth is a prime example of such applications that 

include: consultation services and remote care; clinical, epidemiological, 

and administrative data management and communication; provision of 

diagnostic and therapeutic services; image-based systems; integration 
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of distributed providers; access to knowledge databases and decision 

support tools; education and training through interactive communication 

media; health promotion; and the management of physical and financial 

resources [14, 39, 40, 41, 42]. 

 

For health lawyers, the most immediate concerns are related to 

licensure and how data are maintained and used. Healthcare 

professionals are regulated by state- or region-based licensing systems. 

Yet cyberspace is oblivious to such "real world" jurisdictional 

demarcations or limitations. Systems intrinsic complexity and the use of 

public telecommunication networks and commercial software frequently 

plagued by security flaws make it difficult to implement and maintain 

unfailing and consistent data integrity, reliability, and confidentiality in 

such systems. 

 

 

2.8. Electronic Commerce 
 

Electronic commerce involves business-to-business 

communication, business-to-consumer communication, and business-

to-government communication. With regard to legal implications of 

electronic commerce there are a vast array of issues and laws 

applicable to the Internet stressing the importance of a contractual 

agreement and the validity of forming contractual relationships 

electronically, raising the question of digital signatures as a valid way of 

authenticating a document. There are many administrative requirements 

imposed upon organizations in terms of form and record keeping. In the 

United Kingdom, for instance, Companies House advises that it is good 

practice to supply every e-mail message sent out with the company 

registered name, address, and company registration number. New 

regulations make it a criminal offense not to do so when sending e-mail 

to shareholders. 

 

On a European level, recent legislation in the framework of the 

Directive 2000/31/EC on Electronic Commerce [43] provides for certain 

basic standards to improve the legal situation of both the consumer and 

provider of electronic commerce services. It established basic rules on 

transparency, requiring Member States to obligate Information Society 

service providers to make available to customers and competent 

authorities basic information concerning their activities (name, address, 
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e-mail address, trade registration number, professional authorization 

and membership of professional bodies where applicable, and VAT 

number) in an easily accessible and permanent form.  

 

Of great importance to providers of Internet services and in order to 

eliminate existing legal uncertainties and to avoid divergent approaches 

between Member States, the Directive establishes an exemption from 

liability for intermediaries where they play a passive role as a "mere 

conduit" of information from third parties and limits service providers' 

liability for other "intermediary" activities such as the storage of 

information. The Directive strikes a careful balance between the 

different interests involved in order to stimulate cooperation between 

different parties and so reduce the risk of illegal activity online. 

 

The use of electronic networks for commerce creates 

information trails that allow customers' transaction information to be 

easily tracked, collected, and compiled, providing others with the 

personal details of people's lives. Supermarkets and other retail 

establishments use scanners that allow purchases to be tracked. Bank 

and credit card companies have information about payment histories, 

where people shop, and what transactions are conducted and what 

goods and services are acquired. Insurance companies, doctors, and 

hospitals have vast amounts of personal information about their clients 

and patients. The ease with which personal information can be 

collected, compiled, and transmitted can, if not managed carefully, 

interfere with personal privacy. Thus, information privacy – an 

individual's control over the manner in which personal information is 

obtained, disclosed, and used – is critical to the development and use of 

electronic commerce. 

 

Global electronic commerce invokes cross-border issues and 

the need for harmonization. This is all the more important in view of the 

emergence of market partitioning due to a legal insecurity that 

companies are facing in electronic commerce. The question is how to 

balance the flexibility given to companies to make a contractual choice 

of law and an obligation to apply the overriding rules of law. 

 

There are many issues of protection and notification of 

government and third parties, topics related to business processes such 

as self-billing and self-invoicing, the question of liability of the growing 
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number of intermediaries that appear in an open electronic environment, 

i.e., trusted third parties, certification authorities, Internet payment 

service providers, anonymous remailers, Internet service providers, etc.  
 

There are two distinct sides of the data protection aspect in 

electronic commerce: personal data collected in traditional mechanisms 

and made available over the Internet, and data protection issues arising 

from monitoring of online activities. In the health sector e-commerce 

applications electronically process claims, patient data, and prescription 

information and exchange such data among managed care 

organizations, hospitals, physicians, pharmaceutical companies, and 

other suppliers. More visible are so-called vertical portals, web sites 

structured to appeal to particular subsets of web users. Vertical portals, 

aimed at physicians, feature clinical information and specialty 

interaction, while selling advertising, books, and continuing medical 

education services. Vertical portals aimed at patients marry consumer-

oriented health information to online consultations, prescription drug 

fulfillment, and related services and products. Current generation sites 

deliver "advice" in one of three ways: generalized textual content or 

"frequently asked questions" (FAQs), open forums for discussions, and 

personalized interactive sessions (by chat or e-mail) with site experts 

[44, 45, 46]. 

 

In most states, the question will arise as to which, if any, of 

these activities entail the practice of medicine and so implicate licensure 

and, ultimately, unlicensed practice. The answer may be relatively 

simple in the case of a one-to-one interaction between physician and 

patient that leads to prescribing a drug. However, more generalized 

interactions are far harder to characterize. A related issue has arisen 

regarding the practice of pharmacy across state lines and, specifically, 

web-based pharmacies. As an example, the states of Illinois and 

Kansas in the U.S. specifically regulate electronic transactions and are 

attempting to prosecute out-of-state pharmacies and associated medical 

professionals and bring into effect federal regulation and enforcement 

by the Food and Drug Administration (FDA) and the Drug Enforcement 

Agency (DEA).  

 

Internet service providers and those who web-publish content 

provided by others generally are immune from liability. As a result, sites 

that merely aggregate or link to the content of others are unlikely to be 
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liable for negligent medical advice. However, sites that create their own 

content will have liability exposure. No doubt these sites will rely on 

various tort and constitutional law decisions that traditionally have 

protected authors and publishers. However, those decisions may not 

apply in cases where direct relationships between health professionals 

and patients have been established or where a site delivers highly 

targeted or personalized content. Overall, sites confront extremely 

complex risk management issues. For example, in the U.S. malpractice 

insurance typically is written on a state-by-state basis suggesting 

considerable difficulties for physicians practicing in cyberspace. 

 

Health lawyers may also be forced to change their concept of 

the medical malpractice defendant. In the real world, health law 

frequently differentiates physicians, institutions, and manufacturers, 

often applying discrete legal rules to them. However, cyberspace 

frequently obscures the nature of the underlying business. For example, 

is the advice coming from a doctor or a drug company? Furthermore, 

the transition to cyberspace may radically change the traditionally 

regulated health business models. Business models that were once 

independent, for example the doctor and pharmacy, may be integrated 

online. Equally, services like the sale and delivery of a prescription drug 

that traditionally have been integrated may become independent. 
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3. Legal and Regulatory Issues 
 

 

3.1. Areas of Legal and Regulatory Concern in 
           the Use of Computer-Based Health Records 
           and Databases 

             

Electronic health records applications raise a number of legal 

and regulatory questions that are frequently intertwined: 

 

Access. How does the electronic transmission and storage 

system limit the access to computer-based medical records and 

identifiable personal data in health databases to only those with 

a legitimate reason for use? Is access to health information 

restricted according to classes of personnel (e.g., clinical versus 

billing), types of information (e.g., mental health and substance 

abuse), or differing locations (e.g., central hub versus remote 

location, or home health agency versus hospital)? 

 

Tracking. Is the system capable of tracking those with access 

to, and use of, the system and is an audit trail available if 

needed for future verification, discipline, or enforcement? Can 

misdirected communications be identified and tracked? Can the 

tracking system cope with the occasional need to correct data 

or remove incorrect data in such a way that invalid data is no 

longer visible on the face of the record, but that its correction or 

erasure is properly tracked? 

 

Interoperability. Are the various systems used by connected 

institutions, entities, and providers capable of interacting and 

“speaking with” each other? If an electronic medical record 

stored at one institution or locale is to be transmitted to a 

second institution, will the two systems be compatible and able 

to exchange the information without corrupting or deleting the 

content data? 

 

Common Data Sets. Is the information gathered by each 

institution or provider sufficient for, and usable by, other 
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institutions to which the information is transmitted? Health 

insurers, hospitals, clinics, researchers and various medical 

providers each use specific information in unique ways and, in 

some instances, information obtained by one may be insufficient 

or inadequate for use by the other. 

 

Information Integrity. Are the electronic transmission, storage 

and retrieval system adequate to protect against data 

corruption, alteration, and deletion? Once accurate information 

has been inserted, can it be safely transmitted, received, stored 

and retrieved without unintended alteration, corruption, and 

deletion?  

 

Privacy. Will the information be used and stored in such a way 

that the sensitive and private nature of its contents will be 

protected, disclosed only upon proper authorization? 

 

Confidentiality. Will the information be accessible only by 

authorized users with a legitimate need? The system needs to 

safeguard the confidential nature of the health information to 

ensure that the confidential nature of the information itself, and 

the communication between patient and provider, is not eroded 

by improper disclosure. 

 

Security. Does the electronic medical record system protect 

against unauthorized intruders, both in intranet systems (within 

a single institution or group of entities) as well as internet 

systems (between various unrelated entities)? 

 

Storage and Retrieval. Can the system safely store the 

information in a form capable of timely retrieval without 

impairing the integrity of information? 

 

Sender Verification and Encryption. Can the receiver of 

transmitted electronic information verify the authenticity of the 

sender as a guard against fraudulent information? Is encryption 

used and, if so, are necessary recipients able to access such 

information? 
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Data Replication. In instances where patients carry electronic 

health information with them between providers, who bears the 

responsibility for updating the electronic record if subsequent 

examinations, treatments, and procedures are undertaken? Will 

transported electronic records be readable by destination 

entities? 

 

Dispute Resolution. For parties wishing to pursue legal 

redress, what forum is vested with jurisdiction? What 

alternatives are available for parties involved in electronic 

transmission of health information to resolve disputes arising 

from the transmission, corruption, deletion, improper disclosure, 

alteration, and retention of electronic health records? 

Additionally, what country’s laws govern and, if state or other 

local laws apply, what local laws are applicable? What agencies 

of various countries have responsibility and authority for 

enforcement of relevant laws? 

 

Scalability. Can the existing technology be expanded into a 

greater scope of capability without totally replacing the existing 

system? Is it possible to add additional features to the system 

without reconstructing it as a whole? 

 

Sanction and Penalty Enforcement. If jurisdiction for dispute 

resolution is vested with a specific agency, tribunal, commission 

or other body, does the same body possess sufficient authority 

and power to enforce penalties or sanctions that are imposed? 

Does the authority for enforcement arise from treaties or 

agreements agreed upon by the parties, or by operation of law?  

 

 

3.2. Data Reliability, Security, and Privacy 
 

There is a growing concern regarding the protection of 

identifiable personal health records against intrusion, unauthorized use, 

data corruption, intentional or unintentional damage, theft, and fraud. 

Given the sensitive nature of healthcare information, and the high 

degree of dependence of health professionals on reliable records, the 

issues of reliability, security, and privacy are of particular significance 
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and must be clearly and effectively addressed by health and health-

related organizations and professionals. 

 

 Reliability - Data residing in the electronic health 

record is accurate and remains accurate. 

 

 Security - Owner and users of the electronic health 

record can control data transmission and storage. 

 

 Privacy - The subject of data can control its use and 

dissemination. 

 

Reliability, security, and privacy are accomplished by the 

implementation of a number of preventive and protective policies, tools, 

and actions that address the following areas: 

 

 Physical Protection - Protection against intentional or 

accidental damage. 

 

 Integrity - Prevention of unauthorized modification of 

information. 

 

 Access - Prevention of unauthorized entry into 

information resources. 

 

 Confidentiality - Protection against unauthorized 

disclosure of information. 

 

 

3.3. Privacy and Confidentiality 
 

Unquestionably, legal concerns about privacy are the most 

pressing and immediate source of disquiet in the use of health electronic 

records and personal databases. Privacy can be defined as a 

fundamental though not an absolute human right. Privacy can be 

defined as the ability of people to choose freely under what 

circumstances and to what extent they will expose themselves, their 

attitude, and their behavior to others. 
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Privacy is an interest of the human personality and it protects 

the inviolate personality, the individual's independence, dignity, and 

integrity. Privacy underpins human dignity and other key values such as 

freedom of association and freedom of speech. It has become one of 

the most important human rights issues of the modern age. 

 

The law of privacy can be traced as far back as 1361, during the 

reign of Edward III, when the Justices of the Peace Act was introduced 

in England and provided for the arrest of peeping toms and 

eavesdroppers [47]. Privacy is a right recognized in all major 

international treaties and agreements. It is recognized in the United 

Nations Declaration of Human Rights and the International Covenant on 

Civil and Political Rights (ICCPR), the United Nations Convention on 

Migrant Workers, the United Nations Convention on Protection of the 

Child, and in many other international and regional treaties. 

 

The modern privacy benchmark at an international level can be 

found in the 1948 Universal Declaration of Human Rights, which 

specifically protected territorial and communications privacy. Article 12 

states: “No-one should be subjected to arbitrary interference with his 

privacy, family, home or correspondence, nor to attacks on his honor or 

reputation. Everyone has the right to the protection of the law against 

such interference or attacks” [48]. 

 

In 1965, the Organization of the American States (OAS) 

proclaimed the American Declaration of the Rights and Duties of Man, 

which called for the protection of numerous human rights including 

privacy [49]. The Inter-American Court of Human Rights has also begun 

to addresses privacy issues in its cases. 

 

Nearly every country in the world recognizes privacy as a 

fundamental human right in its constitution, either explicitly or implicitly. 

New technologies are increasingly posing threats to privacy rights. 

There is a growing trend towards the enactment of comprehensive 

privacy and data protection acts around the world. Currently over forty 

countries and jurisdictions have or are in the process of enacting such 

laws. Countries are adopting these laws to promote electronic 

exchanges and to ensure compatibility with international standards, the 

most comprehensive being the ones developed by the European Union, 
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the Council of Europe, and the Organization for Economic Cooperation 

and Development (OECD). 

 

Most recently enacted constitutions such as South Africa's and 

Hungary's include specific rights to access and control one's personal 

information. In many of the countries where privacy is not explicitly 

recognized in the constitution, such as the United States, Ireland and 

India, the courts have found that right in other provisions. In many 

countries, international agreements that recognize privacy rights such as 

the International Covenant on Civil and Political Rights or the European 

Convention on Human Rights have been adopted into law [50]. 

 

Privacy involves many aspects, and the issue has been 

consistently one of the top concern of users and has given rise to fears 

related to confidentiality, right of access, and intended use of personal 

data. In many countries, proposals and actual reform of the laws have 

been enacted, according to which individuals are entitled to know what 

information is stored about them, who accessed it, and what 

mechanisms are available to correct erroneous information  [30, 31, 32, 

42, 43, 44, 45, 46, 50, 51]. 

 

Trust – the firm reliance on the integrity, ability, or character of a 

person or service and the condition and resulting obligation of having 

confidence placed in a healthcare provider – is a core aspect of the 

provider-patient relationship. Patients explicitly or implicitly grant their 

providers permission to use their personal data in an appropriate and 

ethical manner to support care delivery. Ethical medical practice dictates 

that a patient’s privacy rights and preferences must be protected by all 

users of person-identifiable health information. Most experts concur that 

fundamentally all decisions about the use and disclosure of personal 

health information must be made and mutually agreed upon by the 

patient and the care provider [39]. 

 

The core principle of confidentiality has been the focal point of 

medical ethics since the time of Hippocrates. In more recent times, it 

has been developed by various codes, including the International Code 

of Medical Ethics. The United Kingdom General Medical Council, which 

oversees the registration of medical practitioners and supervises the 

practice of medicine in the U.K., has issued guidance on the protection 

of medical information in its booklet [52], published as part of a series 
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on good medical practice. It restates the Hippocratic principle by stating 

that: "Patients have a right to expect that you will not disclose any 

personal information which you learn during the course of your 

professional duties, unless they give permission. Without assurances 

about confidentiality patients may be reluctant to give doctors the 

information they need in order to provide good care. For these reasons, 

when you are responsible for confidential information you must make 

sure that the information is effectively protected against improper 

disclosure when it is disposed of, stored, transmitted or received." 

 

Similar statements have been made elsewhere in Europe, 

including: Belgium by the National Council of the Order of Physicians, 

the Netherlands by the Royal Dutch Society for the Advancement of 

Medicine, Ireland by the Irish Medical Council, Italy by the National 

Federation of Medical Doctors, Surgeons and Obstetricians, and in 

Germany by the German Medical Association. 

 

 

3.4. Implementing  Reliable, Secure, and Private 
           Computer Systems 

 

Implementation of reliable, secure, and private computer-based 

records is not an easy task. By their very nature there is an inherent high 

security and privacy risk in healthcare organizations due to the nature of 

distributed environments and large number of professionals and clerical 

staff with a variety of need to know privileges and authority. 

Interdisciplinary activities, multiprofessional care, remote storage and 

access to clinical and administrative health record data, and right to use 

by clerical staff (payers, controllers, insurers) require unencumbered 

access to identifiable individual patient data. 

 

Health data transmitted over national and international networks 

offer unprecedented opportunities for better patient care and community 

health interventions by facilitating data exchange among professionals 

but pose difficult new challenges to confidentiality. An illegitimate user 

could attempt to gain access to a computer system connected to a 

network or illegally intercept a transmission. Although systems can be 

made more secure by restricting access to sites and encrypting 

information, any security solution will have to be a compromise between 

the need to protect information and the need to allow access to it. 
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 Health practice, by itself, has specific needs that may create 

conflicts in the implementation of reliability, security, and privacy 

measures: 

 

 Reliability and privacy require security, but the 

implementation of many data security solutions may 

impair privacy. 

 

 Patients may be unable to consent to information 

disclosure due to their health condition. This may be 

especially critical in acute situations. 

 

 In some cases, such as diseases of compulsory 

notification, it may be in the interests of public health to 

record disease incidence notwithstanding the refusal of 

consent by the patient. 

 

 Clinically anonymous information is useless to direct 

healthcare professionals dealing with a specific patient. 

 

 Differently than in other areas (e.g., national security 

and defense) where it is more acceptable to lose 

information than to risk exposure, in the health sector it 

is preferable to expose information, even running the 

risk of violating privacy, rather than miss information 

that is critical for appropriate healthcare. 

 

 In the healthcare sector the responsibility is widely 

distributed among different stakeholders. 

 

 While it is important to establish a complete audit trial of 

medical records, it may also be desirable in some 

cases to be able to correct a record leaving no visible 

trace of the previous data or related data entry event. 

 

 Security is a multidimensional problem that must be 

solved for each specific situation, not as a generic 

technical add-on. 
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 Although it is acceptable that data in transit should be 

encrypted, data in use must be decrypted and may 

reside as such in systems with minimal access control 

and security. 

 

The implementation of high-level security procedures and 

technological solutions in the healthcare environment must be 

unobtrusive and should be balanced to the operational requirements of 

health professionals – for example, in many clinical circumstances 

timely access is essential; whereas cumbersome security and privacy 

routines may impair patient care. Most security violations are 

unintentional and most damaging violations are internal to the 

organization, operator’s error being the most frequent reason. Finally, 

health professionals, healthcare organizations, and the society in 

general must address the issue of how to balance the need for access, 

integrity, and privacy issues of individual rights versus the collective 

needs of public and community health. 

 

 

3.5. Electronic Documents and Digital Signatures 
 

Electronic networks to which the general public have direct 

access, such as the Internet, are becoming increasingly popular as a 

means of worldwide communication between healthcare professionals 

and as a method by which patients can become better informed about 

their health and treatment options. It is impossible to deny that the many 

possible uses of electronic documents in healthcare raise new and 

important questions regarding their legal validity, including the 

verification of document authenticity and contents. In paper-based 

systems, when a physician writes a prescription and the patient takes it 

to the pharmacist, the pharmacist will know if it has been authorized by 

a genuine medical practitioner because it will contain that practitioner's 

signature and stamp. The issue is, how can we create the same kind of 

certainty and security if we send the prescription to the pharmacist 

electronically, by e-mail for instance? 

 

In order to use computer networks for communication we need 

to be able to digitally “sign” documents in a way that not only guarantees 

the sender that it can be read only by its intended recipient 

(confidentiality), but also informs the recipient who the document is from 
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(identity), ensures that the document has not been altered in any way 

(integrity), and provides evidence of the signer's intent (non-repudiation). 

This can be done by advanced encryption methods such as public key 

cryptography (PKC), wherein mathematically related keys are 

generated. 

 

Another option is to use a commonly trusted third party to 

validate user identities. This solution is convenient for users that are not 

known to each other or communicate infrequently through an open 

network – a situation where there will not be an adequate level of trust 

between them or in the security of their method of communication. A 

trusted third party is a person or institution not directly involved in the 

communication, but trusted by the recipient of a message to check and 

confirm the identity of the sender. For example, a trusted third party, 

known as a ”certification authority”, can make public keys available to 

anyone that needs to verify the digital signature of another person. 

 

The usefulness of digital signatures, carried, for instance, on a 

smartcard, as a means of making “untrusted” networks sufficiently 

secure to transmit electronic healthcare documents is obvious – but 

their utility greatly depends upon the legal acceptability of electronic 

documents and digital signatures. Legal approaches to electronic 

documents and digital signatures vary enormously between countries. In 

countries where digital signatures are not recognized as being legally 

valid, i.e., of equivalence to a hand-written signature, electronic 

healthcare records may not be acceptable. Some countries already 

have a national legal framework that defines “documents” and 

“signatures” generically enough for digital signatures and electronic 

documents to be accepted without the need for new legislation, while 

others view electronic documents and digital signatures as completely 

new concepts, for which new laws must be enacted. In this latter 

category France, Germany and Italy have comprehensive legislation 

governing the use of electronic documents and digital signatures [21]. 

 

 

3.6.      Malpractice and Standards of Care Related 
            to Data Utilization 

 

The duty of the medical practitioner is to provide care that is 

responsible, correct, and appropriate to the circumstances. If the 
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means, technical or intellectual, normally used by a competent and 

diligent professional have not been used, this represents negligence.  

 

Although the legal systems in different countries vary in the laws 

that they apply to the question of whether or not a healthcare 

professional has been negligent, the same basic principle underpins 

these approaches – in general, a health professional will not be guilty of 

malpractice where he or she has acted in accordance with a practice 

accepted as proper by a responsible body of professionals, skilled in 

that particular art, provided reasonable skill and care have been used. 

Malpractice – as applied to all of the actions a healthcare professional 

may undertake including the warning of risks, obtaining of valid consent, 

making a diagnosis, and selecting appropriate treatment – is, therefore, 

judged by reference to the existence of a legal duty and the acceptable 

standards of practice that must be met [27].  

 

Hence a consultant using data transmitted by an electronic 

network will not have been negligent if he acted in accordance with a 

standard of practice accepted by a group of consultants that use the 

same technology, notwithstanding that the group may be numerically 

small and that a contrary body of opinion may exist, provided that the 

standard can withstand logical analysis [21]. Given that there are still 

few instances of fully integrated telecommunications-based patient care 

(telemedicine) services being used, the problem faced by malpractice 

litigation is related to what standards are acceptable. 

 

The issue of standards needs to be dealt with by two separate 

lines of enquiry. Firstly we must ask whether or not it is standard 

practice to use telemedicine at all in the field in question – while 

radiology, dermatology and pathology already employ such tools on a 

regular basis, its acceptance by other branches of medicine has been 

much slower. Secondly, to complicate matters, there are many conflicts 

between existing regulations of medical practice and potential 

malpractice situations and the interest of patients. 

 

The “four-principles” approach of Beauchamp and Childress 

[53] to bioethics includes respect for justice in the allocation of medical 

resources as one of the fundamental ethical principles of medical 

practice. But converting a perceived moral obligation to achieve equity in 

health resource allocation into a legally imposed determination that 
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health professionals are obligated to provide access to the highest 

standard of medical care simply by virtue of a patient’s geographical 

isolation is a difficult proposition [21, 22].  

 

Regarding the protection of data, data controllers and users 

must implement appropriate technical and organizational measures to 

protect personal data against accidental or unlawful destruction or 

accidental loss, alteration, unauthorized disclosure or access, in 

particular where the processing involves the transmission of data over a 

network, and against all other forms of processing. Also there are 

specific responsibilities incumbent upon telecommunications service 

providers to protect the privacy of data subjects [26, 27, 29] and 

companies, such as healthcare organizations and pharmaceutical 

industries when using an individual's information, including proper 

notice, access, and enforcement. 
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4. The Regulatory Framework 
 

 

4.1. Legal and Regulatory Domains 
 

The legal and regulatory issues arising from information 

systems and technology applications in health and healthcare involve 

the intersection of four knowledge areas: ethics, law, biomedicine, and 

computing. In considering the nature of the pertinent legal and 

regulatory questions the following two-way intersections are concerned: 

civil and criminal law, medical ethics (bioethics), computing ethics, 

medical computing, and legal medicine. Those intersections correspond 

to the prime domain of interest and action of cyberspace law and 

regulation (Figure 1). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
Figure 1.  Knowledge Domains Related to Health Information and 

Communications Legal and Regulatory Issues 
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Because of the broad range of expertise required to deal with 

questions and situations related to cyberspace law and regulation any 

decision or initiative should involve professionals of all main and related 

(intersection areas) knowledge areas concerned. 

 

 

4.2. Early Responses 
 

Interest in the right of privacy increased in the 1960s and 1970s 

with the advent of information technology. The surveillance potential of 

powerful computer systems prompted demands for specific rules 

governing the collection and handling of personal information. In many 

countries, new constitutions reflect this demand. The genesis of modern 

legislation in this area can be traced to the first data protection law in the 

world enacted in the Land of Hesse in Germany in 1970. This was 

followed by national laws in Sweden (1973), the United States (1974), 

Germany (1977), and France (1978) [54].  

 

Three crucial international instruments evolved from these laws: 

the Council of Europe's 1981 Convention for the Protection of 

Individuals with regard to the Automatic Processing of Personal Data 

[55], the Organization for Economic Cooperation and Development's 

(OECD) Guidelines Governing the Protection of Privacy and 

Transborder Data Flows of Personal Data [56], and the United Nations 

Guidelines for Computerized Personal Data Files 1990 [57]. They 

articulated specific rules covering the handling of electronic data, and 

the rules set forth by these two documents form the core of the data 

protection laws of dozens of countries. 

 

These rules describe personal information and data that are 

afforded protection at every step from collection through to storage and 

dissemination. The right of people to access and amend their data is a 

primary component of these rules. The expression of data protection in 

various declarations and laws varies only by degrees. All require that 

personal information must be:  

 

 Obtained fairly and lawfully; 

 

 Used only for the original specified purpose; 

 



The Regulatory Framework  

 

 

 35 

 Adequate, relevant, and not excessive to purpose; 

 

 Accurate and up to date; and 

 

 Destroyed after its purpose is completed.  

 

These agreements and the Directives of the European Union 

that followed have had a profound effect on the adoption of laws around 

the world. The Data Protection Directive (95/46/EC) sets a benchmark 

for national legislation that will harmonize law throughout the European 

Union [33]. Each European Union Member State was required to pass 

complementary legislation by October 1998 but the process is still 

ongoing. 

 

The Telecommunications Privacy Directive 97/66/EC of 1997 

[58] establishes specific protections covering telephone, digital 

television, mobile networks, and other telecommunications systems. . It 

should be noted however that this Directive is currently in the process of 

being updated within the context of the proposals to strengthen 

competition in the electronic communications market. In order to 

achieve this goal, the existing bundle of twenty-eight regulatory 

measures in telecommunications will be simplified and reduced to eight, 

with a specific and technology neutral Directive on Data Protection in 

Telecommunications which will replace the current Directive 97/66/EC. 

 

With both Data Protection Directives, the European Union is 

concerned that data subjects have rights that are enshrined in explicit 

rules, and that they can go to a person or an authority that can act on 

their behalf. Every Member State will have a Privacy Commissioner or 

agency that enforces the rules. It is expected that the countries with 

which Europe does business will have to have a similar level of 

oversight. 

 

 

4.3. “Patchwork” Regulation 
 

Except for the standardization effort of the European 

Community and the OECD countries, each country’s legislative, 

executive and judicial systems are addressing electronic health data 

regulation in differing ways. Complicating the present patchwork system 
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of laws is the lack of uniformity in the area of electronic health 

information. A comprehensive and consistent worldwide regulation is still 

far in the future. 

 

Laws have been promulgated in many countries to address 

specific areas, including medical information, health information, 

financial matters, confidentiality, privacy, e-commerce, and cyber-crime. 

Many countries have adopted parts of the European framework, and the 

OECD guidelines have also been widely used in national legislation, 

even outside the OECD countries. Though portions of some may affect 

certain segments of the healthcare industry, none offer a 

comprehensive regulatory scheme covering all facets of electronic 

health data. As a result, no country to date has enacted a single piece of 

legislation that offers sweeping coverage of electronic healthcare 

information and, in most countries, there is no single agency with 

oversight responsibility in this area. Instead, multiplicity of legislation and 

regulatory agencies appears to be the rule. 

 

Differences between national approaches are apparent at 

present in laws, bills, or proposals for legislation as they refer to aspects 

such as the scope of legislation, the emphasis placed on different 

elements of protection, the detailed implementation of the data 

protection principles indicated above, and the machinery of 

enforcement. 

 

In the United States, for instance, there are a number of 

government entities with responsibility for some aspect of electronic 

health information. Depending upon the particular circumstances, it may 

involve the United States Department of Justice (DOJ), the Federal 

Trade Commission (FTC), the United States Department of Health and 

Human Services (HHS), and the Health Care Financing Administration 

(HCFA), as all exercise some degree of electronic health data and 

health record responsibility. Additionally, each of the fifty states, and the 

District of Columbia, within the United States, is empowered to legislate 

concerning the use of electronic medical information within its relevant 

jurisdiction. Individuals and organizations seeking to comply with the 

existing rules and regulations are confronted with a multitude of 

statutes, numerous agencies, and often several jurisdictions that they 

must consult. 
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The transmission of health data between states in the United 

States, as well as between countries, generates profound legal and 

operational questions. Sending and receiving health information 

between countries raise profound legal and regulatory questions 

pertaining to how various rules might apply. While the transmission, 

receipt, storage, and disclosure of health information within a 

designated country may clearly invoke the application of relevant laws, 

these same activities conducted between countries can present 

significant problems of interpretation. For example, a medical record 

sent from the United States to Brazil for an electronic or telemedicine 

consultation might be subject to one set of mandatory disclosures (e.g., 

without patient consent) in the United States and a different set of 

conditions in Brazil. Could someone in the United States then 

successfully request from Brazil the disclosure of records that were 

prohibited in the United States? Similarly, medical record access 

limitations may vary substantially from country to country, thereby 

exposing a multinational patient’s health record to differing regulations. 

 

 

4.4. Privacy Protection Models 
 

There are four major models for privacy protections. In some 

countries a combination of different models are used simultaneously.  

 

Comprehensive Legislative Regulation - The regulatory 

model adopted by Europe, Australia, Hong Kong, New Zealand, 

Central and Eastern Europe, and Canada is that of a public 

official who enforces a comprehensive data protection law. This 

official, known variously as a Commissioner, Ombudsman or 

Registrar, monitors compliance with the law and conducts 

investigations into alleged breaches. The official is also 

responsible for public education and international liaison in data 

protection and data transfer. This is the preferred model for 

most countries adopting data protection law. It is also the model 

favored by Europe to ensure compliance with its new data 

protection regime. However, the powers of the commissions 

vary greatly and many report a serious lack of resources to 

adequately enforce the laws.  
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Sectoral Regulation - Some countries such as the United 

States have avoided general data protection rules in favor of 

specific sectoral laws governing, for example, video rental 

records and financial privacy. In such cases, enforcement is 

achieved through a range of mechanisms. The problem with 

this approach is that it requires that new legislation be 

introduced with each new technology, so protections frequently 

lag behind. The lack of legal protections for genetic information 

in the United States is a striking example of its limitations. In 

other countries, sectoral laws are used to complement a 

comprehensive legislation by providing more detailed 

protections for certain categories of information, such as police 

files or consumer credit records.  

 

Self-regulation - Data protection can also be achieved, at least 

in theory, through various forms of self-regulation, in which 

companies and industry bodies establish codes of practice. The 

record of these efforts has been disappointing, with little or no 

evidence that the aims of the codes are regularly fulfilled. 

Adequacy and enforcement are the major problem with these 

approaches. Industry codes in many countries have tended to 

provide only weak protections and lack enforcement. This is 

currently the policy promoted by the governments of United 

States, Singapore, Japan, and Australia.  

 

User-driven - With the recent development of commercially 

available technology-based systems, privacy protection has also 

moved into the hands of individual users. Users of the Internet 

can employ a range of programs and systems that will ensure 

various degrees of privacy and security of communications. 

Questions remain about security and trustworthiness of these 

systems. Recently, the European Commission evaluated some 

of the technologies and stated that the tools would not replace a 

legal framework [59].  

 

The remedies proposed are principally safeguards for the 

individual that will prevent an invasion of privacy in the classical sense, 

i.e., abuse or disclosure of intimate personal data; but other, more or 

less closely related, needs for protection have become apparent. 

Obligations of record-keepers to inform the general public about 



The Regulatory Framework  

 

 

 39 

activities concerned with the processing of data, and rights of data 

subjects to have data relating to them supplemented or amended, are 

examples. Generally speaking, there has been a tendency to broaden 

the traditional concept of privacy ("the right to be left alone") and to 

identify a more complex synthesis of interests which can perhaps more 

correctly be termed privacy and individual liberties.  

 

The approaches to protection of privacy and individual liberties 

adopted by the various countries have some common features. Thus, it 

is possible to identify certain basic interests or values that are commonly 

considered to be elementary components of the area of protection. 

Some core principles found in most regulatory and legal instruments 

include: 

 

 Setting limits to the collection of personal data in 

accordance with the objectives of the data collector and 

similar criteria; 

 

 Restricting the use of data to conform with openly 

specified purposes; 

 

 Creating facilities for individuals to learn of the 

existence and contents of data and have data 

corrected; and 

 

 Identification of parties who are responsible for 

compliance with the relevant privacy protection rules 

and decisions. 

 

Generally speaking, statutes to protect privacy and individual 

liberties in relation to personal data attempt to cover the successive 

stages of the cycle, beginning with the initial collection of data and 

ending with erasure or similar measures, and to ensure to the greatest 

possible extent individual awareness, participation, and control.  

 

Opinions, however, vary with respect to licensing requirements 

and control mechanisms in the form of special supervisory bodies ("data 

inspection authorities"). Also, categories of sensitive data are defined 

differently and the means of ensuring openness and individual 

participation vary. 
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 Existing traditional differences between legal systems are a 

cause of disparity, both with respect to legislative approaches and the 

detailed formulation of the regulatory framework for personal data 

protection. Some countries consider that the protection required for data 

relating to individuals may be similar in nature to the protection required 

for data relating to business enterprises, associations, and groups that 

may or may not possess legal personality. The experience of a number 

of countries also shows that it is difficult to define clearly the dividing line 

between personal and non-personal data. For example, data relating to 

a small company may also concern its owner or owners and provide 

personal information of a more or less sensitive nature. In such 

instances it may be advisable to extend to corporate entities the 

protection offered by rules relating primarily to personal data. 

 

 

4.5. International Aspects of Privacy and Databases  
 

For a number of reasons the problems of developing 

safeguards for the individual with respect to the handling of personal 

data cannot be solved exclusively at the national level. The increase in 

data flow across national borders and the creation of international data 

banks have highlighted the need for concerted national action and at the 

same time support arguments in favor of free flows of information that 

must often be balanced against requirements for data protection and for 

restrictions on their collection, processing, and dissemination.  

 

One basic concern at the international level is for consensus on 

the fundamental principles on which protection of the individual must be 

based. Such a consensus would facilitate resolving problems of conflict 

of laws. Moreover, it could constitute a first step towards the 

development of more detailed, binding international agreements.  

 

Other reasons why the regulation of the processing of personal 

data should be considered in an international context are: 

 

 Principles involve concern values that many nations are 

anxious to uphold and see generally accepted; 
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 The international mobility of people, goods, and 

commercial and scientific activities. Commonly 

accepted practices with regard to the processing of data 

may be advantageous even where no transborder data 

traffic is directly involved; 

 

 A comprehensive and broadly accepted regulatory 

framework may help to save costs in international data 

traffic; and 

 

 Countries have a common interest in preventing the 

creation of locations where national regulations on data 

processing can easily be circumvented. 
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5. Review of Regulatory Responses: 
         International Organizations 
 

 

To offer but a glimpse of international regulatory environments, 

legislative actions, and legal complexities, brief summaries of existing 

efforts to deal with privacy protection of electronic health information are 

set forth below. It is important to remember that countries are 

sovereignties, each with its own executive, legislative, and judicial 

powers and systems. Examining the current status of how electronic 

health information is treated is much like shooting at many moving 

targets as a large number of variables are changing continuously and 

simultaneously. 

 

 

5.1. The United Nations Guidelines for 
           Computerized Personal Data Files 
 

The procedures for implementing regulations concerning 

computerized personal data files are left to the initiative of each State, 

subject to the following guidelines adopted by the General Assembly on 

14 December 1990 [57]:  

 

A. Principles concerning the minimum guarantees 

     that should be provided in national legislation 

 

(1) Principle of lawfulness and fairness - Information about 

persons should not be collected or processed in unfair or 

unlawful ways, nor should it be used for ends contrary to the 

purposes and principles of the Charter of the United Nations.  

 

(2) Principle of accuracy - Persons responsible for the 

compilation of files or those responsible for keeping them have 

an obligation to conduct regular checks on the accuracy and 

relevance of the data recorded and to ensure that they are kept 

as complete as possible in order to avoid errors of omission and 

that they are kept up to date regularly or when the information 

contained in a file is used, as long as they are being processed.  
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(3) Principle of the purpose-specification - The purpose 

which a file is to serve and its utilization in terms of that purpose 

should be specified, legitimate and, when it is established, 

receive a certain amount of publicity or be brought to the 

attention of the person concerned, in order to make it possible 

subsequently to ensure that: (a) All the personal data collected 

and recorded remain relevant and adequate to the purposes so 

specified; (b) None of the said personal data is used or 

disclosed, except with the consent of the person concerned, for 

purposes incompatible with those specified; (c) The period for 

which the personal data are kept does not exceed that which 

would enable the achievement of the purpose so specified.  

 

(4) Principle of interested-person access - Everyone who 

offers proof of identity has the right to know whether information 

concerning him is being processed and to obtain it in an 

intelligible form, without undue delay or expense, and to have 

appropriate rectifications or erasures made in the case of 

unlawful, unnecessary or inaccurate entries and, when it is 

being communicated, addressees. Provision should be made 

for a remedy, if need be with the supervisory authority specified 

in principle 8 below. The cost of any rectification shall be borne 

by the person responsible for the file. It is desirable that the 

provisions of this principle should apply to everyone, irrespective 

of nationality or place of residence. 

 

(5) Principle of non-discrimination - Subject to cases of 

exceptions restrictively envisaged under principle 6, data likely 

to give rise to unlawful or arbitrary discrimination, including 

information on racial or ethnic origin, color, sex life, political 

opinions, religious, philosophical, and other beliefs, as well as 

membership of an association or trade union, should not be 

compiled.  

 

(6) Power to make exceptions - Departures from principles 1 

to 4 may be authorized only if they are necessary to protect 

national security, public order, public health or morality, as well 

as, inter alia, the rights and freedoms of others, especially 

persons being persecuted (humanitarian clause) provided that 
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such departures are expressly specified in a law or equivalent 

regulation promulgated in accordance with the internal legal 

system which expressly states their limits and sets forth 

appropriate safeguards. Exceptions to principle 5 relating to the 

prohibition of discrimination, in addition to being subject to the 

same safeguards as those prescribed for exceptions to 

principles 1 and 4, may be authorized only within the limits 

prescribed by the International Bill of Human Rights and the 

other relevant instruments in the field of protection of human 

rights and the prevention of discrimination. 

 

(7) Principle of security - Appropriate measures should be 

taken to protect the files against both natural dangers, such as 

accidental loss or destruction and human dangers, such as 

unauthorized access, fraudulent misuse of data, or 

contamination by computer viruses. 

 

(8) Supervision and sanctions - The law of every country shall 

designate the authority which, in accordance with its domestic 

legal system, is to be responsible for supervising observance of 

the principles set forth above. This authority shall offer 

guarantees of impartiality, independence vis-a-vis persons or 

agencies responsible for processing and establishing data, and 

technical competence. In the event of violation of the provisions 

of the national law implementing the aforementioned principles, 

criminal or other penalties should be envisaged together with 

the appropriate individual remedies. 

 

(9) Transborder data flows - When the legislation of two or 

more countries concerned by a transborder data flow offers 

comparable safeguards for the protection of privacy, information 

should be able to circulate as freely as inside each of the 

territories concerned. If there are no reciprocal safeguards, 

limitations on such circulation may not be imposed unduly and 

only insofar as the protection of privacy demands. 

 

(10) Field of application - The present principles should be 

made applicable, in the first instance, to all public and private 

computerized files as well as, by means of optional extension 

and subject to appropriate adjustments, to manual files. Special 
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provision, also optional, might be made to extend all or part of 

the principles to files on legal persons particularly when they 

contain some information on individuals.  

 

B. Application of the guidelines to personal data files 

     kept by governmental international organizations  

 

The present guidelines should apply to personal data 

files kept by governmental international organizations, subject to 

any adjustments required to take account of any differences that 

might exist between files for internal purposes such as those 

that concern personnel management and files for external 

purposes concerning third parties having relations with the 

organization.  

 

Each organization should designate the authority 

statutorily competent to supervise the observance of these 

guidelines.  

 

Humanitarian clause: a derogation from these principles 

may be specifically provided for when the purpose of the file is 

the protection of human rights and fundamental freedoms of the 

individual concerned or humanitarian assistance.  

 

A similar derogation should be provided in national 

legislation for governmental international organizations whose 

headquarters agreement does not preclude the implementation 

of the said national legislation as well as for non-governmental 

international organizations to which this law is applicable.  

 

 

5.2. Council of Europe's 1981 Convention for the 

Protection of Individuals With Regard to the 
Automatic Processing of Personal Data 

 

The roots of European regulation on data protection lie 

significantly with the Council of Europe, rather than with the European 

Union. As long ago as 1950 in the Convention for the Protection of 

Human Rights and Fundamental Freedoms. The Convention protects 

the right to privacy in Article 8.1 as a “right to respect for his private and 
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family life, his home and his correspondence”. The particular protection 

of privacy in the use of computers did not form part of a Council of 

Europe regulation until 1981 when the Council of Europe Convention 

108 was developed. 

 

The object of Convention on the Protection of Individuals with 

regard to Automatic Processing of Personal Data of 1981 (European 

Treaty Series No. 108) [55], is to secure the fundamental rights and 

freedoms of the individual in respect of privacy in automatic processing 

of personal data. As much of the subsequent legislation in this area it 

focuses on the way in which data are gathered, the purposes for which 

they are gathered and the way in which they are handled and stored. 

 

Medical data are considered within Article 6, which sets out the 

requirements for special safeguards in the processing of “Special 

Categories of Personal Data” and prohibits such processing, unless 

domestic law provides appropriate safeguards. Aware that medical data 

are increasingly processed automatically and that a harmonization of 

standards of protection between signatory States varies greatly in its 

thirty-eight Member States, the Council of Europe passed in 1981 a 

regulation on Automated Medical Data Banks (Recommendation No. 

R(81)1). That Regulation did not however gain much acceptance in the 

signatory states and has been superseded by Recommendation No. R 

(97)5 on the Protection of Medical Data, which was signed on 13 

February 1997 [60].  

 

 

5.3. The Organization for Economic Cooperation and 
           Development (OECD) Guidelines Governing  
           Privacy and Transborder Data Flows 
 

A feature of OECD Member countries over the past two 

decades has been the development of laws for the protection of privacy. 

In the period 1973-1980 more than one-third of the OECD Member 

countries already had enacted one or several laws which, among other 

things, are intended to protect individuals against abuse of data relating 

to them and to give them the right of access to data with a view to 

checking their accuracy and appropriateness. In federal states, laws of 

this kind may be found both at the national and at the state or provincial 

level. Such laws are referred to differently in different countries. Thus, it 
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is common practice in continental Europe to talk about "data laws" or 

"data protection laws" (lois sur la protection des données), whereas in 

English-speaking countries they are usually known as "privacy 

protection laws".  

 

These laws have tended to assume different forms in different 

countries, and in many countries they still are in the process of being 

developed. The disparities in legislation may create obstacles to the free 

flow of information between countries. Such flows have greatly 

increased in recent years and are bound to continue to grow as a result 

of the introduction of new computer and communication technology.  

 

The OECD decided to address the problems of diverging 

national legislation and in 1978 instructed a Group of Experts to develop 

a set of guidelines on basic rules governing the transborder flow and the 

protection of personal data and privacy, in order to facilitate the 

harmonization of national legislation. Although national laws and policies 

may differ, OECD Member countries have shown a common interest in 

protecting privacy and individual liberties, and in reconciling fundamental 

but competing values such as privacy and the free flow of information. It 

was also recognized that automatic processing and transborder flows of 

personal data create new forms of relationships among countries, 

contribute to economic and social development, but require the 

development of compatible rules and practices. 

 

Determined to advance the free flow of information between 

Member countries and to avoid the creation of unjustified obstacles to 

the development of economic and social relations among Member 

countries, the Guidelines, adopted in 1980, are broad in nature and 

reflect the debate and legislative work that occurred for several years in 

Member countries [56]. The Guidelines apply to personal data, whether 

in the public or private sectors, which, because of the manner in which 

they are processed, or because of their nature or the context in which 

they are used, pose a danger to privacy and individual liberties.  

 

Regarding the implementation of the Guidelines, the OECD 

recommended that Member countries should: 
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 Take into account in their domestic legislation the 

principles concerning the protection of privacy and 

individual liberties set forth in the Guidelines. 

 

 Endeavor to remove or avoid creating, in the name of 

privacy protection, unjustified obstacles to transborder 

flows of personal data. 

 

 Cooperate in the implementation of the Guidelines. 

 

 Agree as soon as possible on specific procedures of 

consultation and cooperation for the application of the 

Guidelines.  

 

 Consider that exceptions to the Guidelines, including 

those relating to national sovereignty, national security, 

and public policy should be as few as possible and 

made known to the public. 

 

 In the particular case of Federal countries, the 

observance of these Guidelines may be affected by the 

division of powers in the Federation.  

 

 That the Guidelines should be regarded as minimum 

standards, which are capable of being supplemented by 

additional measures for the protection of privacy and 

individual liberties.  

 

The following basic principles apply to national deployment: 

 

Collection limitation principle - There should be limits to the 

collection of personal data and any such data should be 

obtained by lawful and fair means and, where appropriate, with 

the knowledge or consent of the data subject.  

 

Data quality principle - Personal data should be relevant to the 

purposes for which they are to be used, and, to the extent 

necessary for those purposes, should be accurate, complete 

and up-to-date.  
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Purpose specification principle - The purposes for which 

personal data are collected should be specified at the time of 

data collection and the subsequent use limited to the fulfillment 

of those purposes or such others that are not incompatible with 

those purposes and specified on each occasion of change of 

purpose.  

 

Use limitation principle - Personal data should not be 

disclosed, made available, or otherwise used for purposes other 

than those specified in accordance with the previous principle 

except (a) with the consent of the data subject; or (b) by the 

authority of law. 

 

Security safeguards principle - Personal data should be 

protected by reasonable security safeguards against such risks 

as loss or unauthorized access, destruction, use, modification, 

or disclosure of data.  

 

Openness principle - There should be a general policy of 

openness about developments, practices and policies with 

respect to personal data. Means should be readily available of 

establishing the existence and nature of personal data, and the 

main purposes of their use, as well as the identity and usual 

residence of the data controller.  

 

Individual participation principle - An individual should have 

the right to: (a) obtain from a data controller, or otherwise, 

confirmation of whether or not the data controller has data 

relating to him; (b) have communicated to him data relating to 

him within a reasonable time at a charge, if any, that is not 

excessive; in a reasonable manner; and in a form that is readily 

intelligible to him; (c) be given reasons if a request made under 

subparagraphs (a) and (b) is denied, and to be able to challenge 

such denial; and (d) to challenge data relating to him and, if the 

challenge is successful to have the data erased, rectified, 

completed, or amended. 

 

Accountability principle - A data controller should be 

accountable for complying with measures that give effect to the 

principles stated above.  



Review of Regulatory Responses: 
 International Organizations  

 

 51 

 

In implementing the principles, Member countries should 

establish legal, administrative, or other procedures or institutions for the 

protection of privacy and individual liberties with respect to personal 

data. Member countries should in particular endeavor to:  

 

 Adopt appropriate domestic legislation;  

 

 Encourage and support self-regulation, whether in the 

form of codes of conduct or otherwise;  

 

 Provide for reasonable means for individuals to 

exercise their rights;  

 

 Provide for adequate sanctions and remedies in case of 

failures to comply with measures that implement the 

principles;  

 

 Ensure that there is no unfair discrimination against 

data subjects. 

 

The following recommendations were set forth in the 

international application of the Guidelines:  

 

 Member countries should take into consideration the 

implications for other Member countries of domestic 

processing and re-export of personal data.  

 

 Member countries should take all reasonable and 

appropriate steps to ensure that transborder flows of 

personal data, including transit through a Member 

country, are uninterrupted and secure.  

 

 A Member country should refrain from restricting 

transborder flows of personal data between itself and 

another Member country except where the latter does 

not yet substantially observe the Guidelines or where 

the re-export of such data would circumvent its 

domestic privacy legislation. A Member country may 

also impose restrictions with respect to certain 
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categories of personal data for which its domestic 

privacy legislation includes specific regulations in view 

of the nature of those data and for which the other 

Member country provides no equivalent protection.  

 

 Member countries should avoid developing laws, 

policies, and practices in the name of the protection of 

privacy and individual liberties that would create 

obstacles to transborder flows of personal data that 

would exceed requirements for such protection.  
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6. Review of Regulatory Responses: 
         Data Protection in the European Union 

 

 

 The European Community is at the vanguard of the discussions 

of data protection and its Member States are, by far, the most advanced 

countries in the implementation of comprehensive regulations and legal 

instruments related to person-identifiable health databases. The model 

is based on a number of Recommendations and Directives that set a 

baseline common level of privacy which not only reinforces current data 

protection law but also extends it to establish a range of new rights.  

 

It should be remembered that different types of legislation 

(Directives, Regulations, and Decisions) exist at European level. A 

Directive is binding on all member States to whom it is addressed and 

dictates “the result to be achieved” but leaves up to each Member State 

the choice of form and method of implementation (article 189 of the 

European Community). A Regulation, however, is binding in its entreaty 

on all Member States and has direct effect. A Decision is binding in their 

entirety on those to whom it is addressed. The important fact to note is 

that a Directive will not generally provide a citizen with a right to bring an 

action directly against another natural or legal person. The citizen, 

however, has the right to bring an action against a member State that 

has not implemented a Directive. For the purposes of healthcare most 

European Community level legislation will come in the form of a 

Directive. 

 

Regarding the protection of health data, a significant aim of the 

Recommendation R(97)5 [60] was to provide some more detail for the 

medical sector to run alongside the European Union Directive 95/46/EC 

[33]. In accordance with this chronological development, an outline of 

the Directive 95/46/EC will be presented supplemented with comments 

on further issues raised by the Recommendation R(97)5, in particular 

where the Directive touches upon medical or healthcare data. For 

brevity, references to the Directive will be indicated by the relevant 

article or recital number and references to the Recommendation by the 

relevant principle number. 
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The vision in the European Union is that the concept of privacy 

and confidentiality must also involve the right to refuse to give access to 

one’s own data or the right to refuse the collection of these data. From 

this perspective, regulations for the protection of data emphasize the 

necessity to recognize the citizen as a stakeholder, and information and 

communication technologies must offer to the individual the chance to 

enhance his or her choices and self-determination [30]. The vision is 

inspired by the idea of self-determination used for the first time by the 

German Constitutional Court in a judgement made in 1983. Along these 

lines, these provisions refer to three fundamental principles [50, 54, 55, 

61]: 

 

The principle of confidentiality - reflecting the idea that 

personal data are part of the identity of the individual; 

 

The principle of autonomy - linked to the principle of consent; 

 

The right to information - that must be an “active” right in the 

context of data protection. It includes the right to know what 

categories of information are available and the right to decide 

whether or not to be provided with this information. 

 

The main difficulty with any research into the legal and ethical 

regulation of health informatics in Europe is that healthcare is an area 

that lies largely outside of the competence of the European Union as the 

Treaty of Rome provides only for legislation on public health. The bulk of 

the European legislation, in the form of Directives, which affects health 

information technology applications does so by virtue of its broader aim 

of providing consumer protection and allowing the free movement of 

persons, goods, services, and capital. Indeed, most of the European 

legal instruments in question do not specifically refer to healthcare but 

are nonetheless of paramount importance to the use of information 

technology in health practice. 

 

 

6.1. Legislative Instruments 
 

European legislative instruments have a vital role to play in 

creating a framework for the use of electronic records in healthcare. The 

most important of these instruments is the “Directive 95/46/EC of the 
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European Parliament and of the Council of 24 October 1995 on the 

Protection of Individuals with Regard to the Processing of Personal Data 

and on the Movement of Such Data” [33]. 

 

The objective of the Directive 95/46/EC 

 

The Directive come into force on October 1998 and aimed at 

the harmonization of the laws of all European Union's Member States 

providing a comprehensive and coherent regulatory framework for the 

protection of the rights of data subjects. Legislative basis of the Directive 

on Data Protection is the free movement of goods, persons, services 

and capital as defined in Article 7a of the Treaty of Rome. The context 

of the Directive is therefore to assist the growth of the European market 

by removing barriers to the transfer of information between Member 

States, in situations where equal standards of data protection do not 

exist in each Member State. The aim of promoting data flow through 

data protection is stated clearly in Article 1: “Paragraph 1: In accordance 

with this Directive, Member States shall protect the fundamental rights 

and freedoms of natural persons, and in particular their right to privacy 

with respect to the processing of personal data. Paragraph 2: Member 

States shall neither restrict nor prohibit the free flow of personal data 

between member States for reasons connected with the protection 

afforded under Paragraph 1.” 

 

To what type of data and data processing does the 

legislation applies? 

 

The Directive is addressed to both automatic and manual 

processing of all personal data of an identified or identifiable natural 

person. Where the data are processed manually, the Directive shall 

apply only where the data are “structured according to specific criteria 

relating to individuals” (Recital 27). Accordingly, the Directive shall not 

apply to situations where notes about a given individual are recorded by 

a professional, person, or organization, and physically maintained in a 

filing system that is not structured to allow recall through the use of an 

indexing system or a set of search and retrieval criteria, – in short, a 

citizen's own address book, for instance, shall not be regarded as a 

filing system, although the precise nature of filing systems is one which 

may be defined by each member State. Apart from this limitation, the 

scope of the Directive is very broad indeed, addressing all forms of 
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collection, recording, storage, organization, adaptation, retrieval, 

consultation, transmission, dissemination, blocking, erasure, or 

destruction of data (Article 2b).  

 

The key factor in deciding if data are subject to the laws 

developed in accordance with the Directive lies in deciding if the data 

identifies or make identifiable an individual. Completely anonymous 

data, e.g., aggregated epidemiological data, from which an individual 

cannot be identified will not be covered by such laws. The difficulty lies 

of course in defining the term “identifiable”. It is not clear from the 

Directive what extremes of “identity cracking” a data controller should 

envisage, the recitals state simply that account should be taken of 

“means reasonably likely to be used” (Recital 26).  

 

Who is responsible for the protection of processed data? 

 

The individual responsible for ensuring that identifiable data are 

collected and stored in accordance with the legal requirements shall be 

the natural or legal person or persons who determine the purposes and 

means of the processing of the data. This person is known as the “data 

controller” and is responsible not only for his/her own behavior but also 

for that of his/her staff. In some cases it will be difficult to establish if 

responsibility for a breach of confidentiality lies with the controller, or if 

the acts of the person employed by him were beyond his/her control, in 

which circumstances he should be exempted from liability (Article 23.2).  

 

In terms of medical data processing and transmission, a 

situation may take place where a breach of confidentiality arises not 

because the controller or his/her agent has failed to collect or store the 

data properly, but because the media used for transmitting the data 

between two parties allows a breach to occur. The Directive suggests 

that normally the controller will be regarded as the person from whom 

the message originates, rather than the person offering or controlling the 

data transmission services, which however, may still share part or all the 

liabilities. In terms of complex medical data storage, processing, 

retrieval, transmission, and use, another dimension may however be 

more relevant. There are applications of such systems in which they 

could be regarded as medical devices, to which the Medical Devices 

Directive (93/42/EEC) [62] may apply. In such cases the producer of the 

device will be strictly liable for any fault that arises. Where the system is 
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not seen as a medical device, some or all liability for breaches of 

confidentiality may still rest with the producer of the storage or 

transmission system under product liability legislation. However, it 

should be noted that the Directive on liability for Defective Products 

(85/374/EEC) [63] is restricted to tangible and technical components 

that may be defective – an error on the level of man-machine interaction 

will in practice often lead to a shared liability between the system’s 

provider and the system’s user. 

 

The General rules: a framework 

 

The Directive sets up a number of key actors in data processing 

who have rights and duties, and seeks to regulate the relationships 

between them. The relationships between the players may described by 

the diagram below (Figure 2.), where the data controller is the player 

charged with the key responsibility of maintaining standards of data 

protection and the flows of information are governed by various rules 

provided by the Directive. 

 

           Figure 2. Core Articles of the Directive 95/46/EC 
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Duties of the “data controller” 

 

The data controller has the duty to ensure that all data are 

processed fairly and lawfully. The Directive specifies that: 

 

 The purposes for collection must be specified, explicit, and 

legitimate and that processing must only be for the 

purposes declared to the data subject at the time of data 

collection and data may not be used for other purposes 

later (Article 6.1 (b)). In the medical setting it should be 

noted that further processing for scientific research 

purposes might be acceptable even if not originally 

declared to the data subject as long as appropriate care to 

ensure confidentiality is taken (Recital 34). 

 

 Data collected must be adequate, relevant and not 

excessive for the purposes stated (Article 6.1(c)), 

 

 Data collected must be accurate and kept up to date where 

that is relevant (Article 6.1(d)) 

 

 Data must not be stored in an identifiable form for longer 

than necessary for the completion of the specified purpose 

(Article 6.1(e)). 

 

 The data controller is also duty bound to ensure that data 

are protected against accidental or unlawful destruction, 

loss, alteration or unauthorized access by use of 

appropriate organizational and technical security measures 

(Article 17). 

 

Whether or not the security measures used are adequate shall 

be judged on the basis of a balance of the current state of the art and 

the costs of implementing appropriate security measures, as well as the 

nature of the data and the processing. Where the data are particular 

sensitive, such as medical- and health-related data, the security 

standards must be high. While the Directive speaks of standards of 

security in blanket terms, the Recommendation R(97)5 stresses the 

elements of integrity and availability of data specifically [60]. It may be 
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argued, therefore, that in designing a security system for medical data 

due reference must be made to the three elements traditionally 

considered to be part of data protection: reliability, security, and privacy 

and their respective protective policies, tools, and actions addressing 

issues of physical data protection, data integrity, data access, and data 

confidentiality. 

 

Rights of the data subject 

 

The data subject has the right to give or withhold his/her 

consent to the processing of his/her data, and must give that consent 

unambiguously (Article 7). In accordance with other legal definitions of 

consent the Directive specifies that the consent must be given freely 

and on the basis of adequate information about the purposes of 

collection and the eventual recipients of the information (Articles 10 and 

11). The data subject must also be given access to information about 

the nature of data held about him/her and the purpose or purposes for 

which data are processed. Such access must be given at reasonable 

intervals and without undue delay or expense to the data subject (Article 

12).  

 

The rights of the data subject may be limited or circumvented 

for particular reasons. First among these are the vital interest of the data 

subject or some greater public interest (Article 7). Thus it might be 

acceptable to argue that for the welfare or emergency health reasons of 

the very data subject or of another person or persons, the patient's 

consent need not be sought before processing, nor should he/she be 

given access to his/her data. Justifications for processing without the 

consent of the data subject will also arise where the data are processed 

in performance of a contract to which the data subject is party, or where 

a legal duty to process exists. The Directive itself is, of course, limited to 

areas of EU competence and, accordingly, a Member State may choose 

to vary or abandon data protection principles in the interests of public 

security, defense and criminal law issues if it chooses to do so. 

 

Special provision for medical data 

 

In handling medical data all the rights and duties outlined above 

must be observed. Medical data must satisfy the same quality standards 

laid down in Article 7 as other categories of data and the patient has the 
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same rights to be informed about his/her data handling as any other 

data subject and the same duties exist for the data controller. 

 

However, in terms of the Directive, all processing of medical 

data is done within the context of an exception to the general rule 

prohibiting the collection and processing of "data revealing racial or 

ethnic origin, political opinions, religious or philosophical beliefs, trade-

union membership, and the processing of data concerning health or sex 

life" (Article 8.1). The general prohibition of Article 8.1 therefore does not 

apply to medical and health-related data are collected and processed for 

the purposes of preventative medicine, medical diagnosis, the provision 

of care or treatment, or the management of healthcare services. This 

generally wide exception may be used to justify the collection of most 

health-related data. Accordingly, health-related data may be gathered 

and processed where the requirements of data quality have been met 

and where the appropriate level of security protection has been 

implemented. 

 

As already indicated, generally it is required that the patient has 

given his/her consent to the collection and processing of the data, 

however, this requirement may be overridden where the data subject is 

physically or legally incapable of giving his/her consent, when 

processing is necessary to protect the vital interests of the data subject 

or another person, or when public interests dictates that the requirement 

of consent is not relevant in given set of circumstances. 

 

The Directive further stipulates that the data must be processed 

only by a health professional subject, under national law or nationally 

competent bodies, and bound to an obligation of professional secrecy 

(Article 8.3). Where the data are handled by someone who is not a 

health professional, such as a clerk or secretary, an equivalent 

obligation of secrecy must exist, one would expect to find clauses for 

summary dismissal for inappropriate breach of confidentiality in the 

employment contracts of all such staff.  

 

While the Directive provides for clinicians, the organizations for 

whom they work, and network providers to protect the security and 

confidentiality of patient identifiable information, another Directive on the 

processing of personal data and the protection of privacy in the 

telecommunications sector (Directive 97/66/EC), usually referred to as 
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the Telecommunications Directive [58], goes somewhat further than the 

Directive 95/46/EC by providing protection to data subjects whether 

those subjects be natural persons (i.e., individuals, as in the Directive 

95/46/EC) or legal persons, such as corporations and public authorities, 

which are not covered by the Directive 95/46/EC. Furthermore, the 

Telecommunications Directive provides for a specific duty incumbent 

upon telecommunications service providers to protect the privacy of 

data subjects and applies to data that are processed pursuant to the 

provision of telecommunications services over public networks. The 

Council of Europe's “Recommendation on the Protection of Medical 

Data No. R(97)5” provides further guidance on appropriate security 

measures for healthcare providers [60]. 

 

 

6.2. Interactive Communications 
 

Privacy issues related to the development of the Internet raised 

great concern in the European Union. A growing amount of services are 

available to the Internet user, from shopping online to participating in 

fora with people all around the world. Frequently, companies attract 

users and distinguish themselves from others by offering personalized 

or free services. Personalization of the services is dependent upon 

utilization of personal user data, which companies try to obtain using 

different sources, such as encouraging the provision of such data by the 

users themselves in the framework of loyalty programs, free gifts or 

services, collection from public available sources, etc. 

 

User profiles are valuable for the companies who want to target 

a consumer and have also an economic value in themselves, as they 

are often sold or hired to others. In this context, it becomes difficult for 

the average user to remain anonymous while being on the Internet. The 

combination of these developing capabilities brings with it new risks for 

the privacy of the Internet user, especially when data are concentrated 

in the hands of one or a limited number of controllers.  

 

When these controllers make use of data mining technologies 

they have the technical possibility not only of processing and 

reorganizing the data but also to uncover new links and characteristics 

related to the data subject, who is usually not aware of this possibility 

and does not expect such a processing. Such risks also arise from the 
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fact that some data are preserved online for a very long period of time; 

for instance, the messages posted to newsgroups and mailing lists are 

often kept several years and can be consulted using reverse search 

tools. Such availability of personal data enables unexpected secondary 

use of those data, which is often incompatible with the purpose for 

which the data were originally collected. 

 

Guidelines and recommendations regarding an integrated 

approach to online data protection were developed by a Working Party 

of the EU Advisory Body on Data Protection and Privacy of the 

European Commission’s Internal Market Directorate General and 

approved on November 2000 [64]. They include actions and regulatory 

intervention directed to: 

 

Raising the awareness of the Internet user - to ensure that 

adequate means are put into place in order to ensure that the 

user gets all the information he/she needs to make an informed 

choice. Several actors have a role to play in the provision of this 

information to the user: (a) The controller collecting personal 

data online has to give all necessary information to the data 

subject. This information, mentioned in article 10 of Directive 

95/46/EC, shall be given in all cases at the occasion of the 

collection of data. Although having a privacy policy posted on 

the website is a good way of providing general information to 

the public, it is necessary to provide information to the data 

subject from which the data are being collected, in a simple and 

accessible way each time that data are collected; (b) Where the 

data controller is a private company, the compliance with these 

rules is important not only in legal terms but also out of 

commercial self-interest, as the trust and confidence of 

individuals will increase and might have an impact in the 

involvement of the individual with the company. As regards the 

development of e-commerce, for instance, it is being observed 

that users are reluctant to engage in electronic transactions if 

they fear that their personal data will not be correctly protected 

and secured; (c) Where the controller is a public authority, the 

compliance with the data protection rules is a key element as 

the behavior of such authority should be an example for the 

public in general. For instance, public authorities implementing 

e-government activities should build in privacy as one of the 
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cornerstones of the system of exchange of data. Besides, even 

when they do not play a role of data controller, the responsibility 

of these authorities lies in the field of general education and 

information of the public; (d) Privacy-supporting associations 

and advocates have traditionally been performing such public 

awareness activities, in a way that has sometimes led to 

significant improvements as regards the privacy compliance of 

Internet products; (e) Consumer associations are also 

increasingly getting involved and interested in the privacy 

aspects of consumer activities. Such a role can be particularly 

positive, as it does not limit itself to the provision of information 

but also extends to the representation of consumers in their 

relation with companies or public authorities. Such associations 

can, for instance, monitor the compliance of Internet Service 

Providers (ISPs) with the laws, or inform public authorities about 

the complaints they receive about a specific website or Internet 

company. Professional associations can also have a positive 

influence, informing new actors about their legal obligations. 

 

Applying existing legislation in a coherent and coordinated 

way - online data protection can be sufficiently guaranteed only 

if the existent legal framework is complied with. Considering the 

international character of the network, it is essential that data 

controllers can rely on a coherent and coordinated interpretation 

and application of the European data protection rules. This is 

important not only for data subjects and controllers inside the 

EU but also for those outside the Union that also have to take 

this legal framework into consideration, in particular when they 

collect personal data using means located inside the Union. The 

Working Party identified some lacunae or controversial issues in 

the existing legislation and issued documents providing for 

common interpretation and possible solutions. Special attention 

has been paid to the revision of the Directive 97/66/EC, which 

has brought with it some significant improvements in the 

terminology used. It was emphasized that interpretation and 

application of the legislation is not only the task of public 

authorities; the private sector can provide fruitful contribution by 

investing in the development of self-regulation or codes of 

conduct addressing more specific issues raised in a particular 

sector. 
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Developing and using privacy-compliant, privacy-friendly, 

and privacy-enhancing technologies - the processing of 

personal data on the Internet very much depends on the 

technical configuration of the hardware and software as well as 

on the protocols and technical standards used for the 

transmission of information. It is therefore especially important 

to take into account privacy requirements at the earliest stage of 

developing all these tools; e.g., a browser should not transmit 

more information than necessary to establish a connection to a 

website. While new technologies are traditionally considered as 

a threat to privacy, it should be stressed that they also represent 

a useful tool in terms of safeguarding privacy. Some of the 

existing technologies can be used to improve the transparency 

and the friendliness of the information provided to the data 

subject by giving users simple and accessible information at the 

moment of collection of personal data. They can be a useful tool 

to simplify the exercise of the rights of the data subjects by 

allowing a direct access online to the personal data of the 

individual or giving the possibility to oppose the processing. 

Those involved in the design and development of these 

technical tools are encouraged to consult the national Data 

Protection Authorities about the existing data protection legal 

requirements. Moreover, in order to make clear to the general 

public which products are privacy-compliant, it would be useful 

to put in place a system of certification marks that would allow 

an easy recognition of those products that comply with the data 

protection requirements. 

 

Building trusted mechanisms for control and feedback - 

online data protection can be effective only if adequate means 

are in place to monitor and evaluate the compliance with the 

legal framework and technical requirements explained above. 

For that purpose, even if data protection authorities are in 

charge of the control of enforcement in the first place, other 

actors are taking steps in the direction of self-monitoring, as 

they have realized the impact of their privacy policy on the 

behavior of the consumers towards them. Data protection 

authorities can contribute to the development and proper 

functioning of such self-monitoring systems by providing 
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guidance, e.g., the checklists for self-evaluation agreed at 

European level. Furthermore, a “seal of approval” could be 

granted with a view of helping the consumer get a trustworthy 

indication of the compliance of a data processing with EU Data 

protection legislation.  

 

 

6.3. Transborder Data Flow 
 

In June 2001 the European Commission adopted a Decision 

[65] setting out standard contractual clauses ensuring adequate 

safeguards for personal data transferred from the EU to countries 

outside the Union. The Decision obliges Member States to recognize 

that companies or organizations using such standard clauses in 

contracts concerning personal data transfers to countries outside the EU 

are offering "adequate protection" to the data.  

 

The Decision is aligned with the Data Protection Directive 

(95/46/EC) which requires all personal data transferred to countries 

outside the Union to benefit from protection. Application of those 

standard contractual clauses will be voluntary, but will offer companies 

and organizations a straightforward means of complying with their 

obligation to ensure "adequate protection" for personal data transferred 

to countries outside the EU which have not been recognized by the 

Commission as providing adequate protection for such data.  

 

So far, only Switzerland, Hungary and the United States “Safe 

Harbor” arrangement have been recognized as providing adequate 

protection [65,66].  

 

According to the Decision, the lawfulness of the transfer under 

national law remains entirely subject to the conditions of the national 

legislation implementing the provisions of the Directive 95/46/EC. 

Should a transfer by means of the standard contractual clauses 

approved by the Commission not fulfil the conditions set up in the 

national law as regards these aspects, the intended transfer to third 

countries could not take place. In particular, if a disclosure of data to a 

third party recipient inside a Member State of the controller would not be 

lawful, the mere circumstance that the recipient may be situated in a 

third country does not change this legal evaluation. 
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By definition, the recipient of the personal data transferred by 

means of the standard contractual clauses approved by the 

Commission is established in a country where there is no adequate 

protection for the privacy of individuals. The standard contractual 

clauses would allow the transfer, provided that the “data importer” 

effectively complies with them. If that was not the case, the standard 

contractual clauses would no longer fulfil their role of providing sufficient 

safeguards and, therefore, a suspension or prohibition of the transfer 

could take place. 

 

The “data importer” must agree and warrant to process the 

personal data received from the Community in accordance with certain 

processing conditions that allow the ”data importer” to prove that enough 

safeguards within the meaning of Article 26 (2) of the Directive 95/46/EC 

were implemented, in order to guarantee a minimum level of protection, 

the purpose limitation principle, restrictions on onward transfers and the 

data importer's undertaking of providing the data subjects with the rights 

of access, rectification, deletion, and objection.  

 

It was recommended that joint and severe liability, applied to the 

“data exporter” and the “data importer”, regarding any damages 

resulting from the violation of the standard contractual clauses is the 

only way to address, in an efficient and realistic manner, the serious 

difficulties that the contractual solution poses for the enforcement of 

individuals' rights and proper compensation for damages. 

 

 

6.4. Status of Implementation of Directive 95/45/EC 
 

As already noted, a Directive requires transposition into national 

law in order to have effect. The EU has regularly carried out studies 

concerning the problems of harmonization of national legislation within 

the Community, in relation to transborder data flows and possible 

distortions of competition, the problems of data security and 

confidentiality, and the nature of data flows. The Guidelines should not 

be applied in a mechanical way irrespective of the kind of data and 

processing activities involved. 
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The framework provided by the basic principles Guidelines 

permits Member countries to exercise their discretion with respect to the 

degree of stringency with which the Guidelines are to be implemented, 

and with respect to the scope of the measures to be taken. Member 

countries might apply the Guidelines differentially to different kinds of 

personal data. There may be differences in the permissible frequency of 

inspection, in ways of balancing competing interests such as the 

confidentiality of medical records versus the individual's right to inspect 

data relating to him, and so forth. Member countries are implicitly 

encouraged to consider the need to adapt rules and practices for the 

processing of data to the particular circumstances which may arise 

when foreign data and data on non-nationals are involved. The 

implementation status of the Directive 95/46/EC in the Member States of 

the European Union is summarized in Table 1. 

 
 

   Table 1.   Implementation Status of the Directive 95/46/EC 

In the European Union Member States as of July 2000 

 
 
 

Member State 

 

 

State of Legislative Procedure 

 

 
Next Steps 

Austria Directive implemented by the Data 
Protection Act 2000.  
Bundesgesetz über den Schutz 
personenbezogener Daten 
(Datenschutzgesetz 2000 . DSG-2000) 
vom 17.08.1999  
Entry into force: 1.01.2000. 
Adopted ordinances: Verordnung des 
Bundeskanzlers über den angemessenen 
Datenschutz in Drittstaaten 
(Datenschutzangemessenheits-
Verordnung - DSAV), Federal Law Gazette 
II Nr. 521/1999, about countries with 
adequate DP legislation (Switzerland and 
Hungary); Verordnung des Bundeskanzlers 
über das bei der Datenschutzkommission 
eingerichtete Datenverarbeitungsregister 
(Datenverarbeitungsregister-Verordnung 
2000 - DVRV), Federal Law Gazette II Nr. 
520/1999, about the registration procedure; 
and Verordnung des Bundeskanzlers über 
Standard- und Musteranwendungen nach 
dem Datenschutzgesetz 2000 (Standard- 
und Muster-Verordnung 2000 - StMV), 
Federal Law Gazette II Nr. 201/2000, about 
exceptions from notification.  

. 
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Belgium Implementation Law passed by Parliament 
on 11.12.1998 (O.J. 03.02.1999).  
Consolidated text of the Belgian law of 
December 8, 1992, on Privacy Protection 
in relation to the Processing of Personal 
Data as modified by the law of December 
11, 1998. 
In December 1999 a public consultation of 
the draft of the secondary legislation was 
launched via the Internet. 

Secondary legislation 
to be adopted. 

Denmark Parliament passed the Act. No. 429 of 
31.05.2000 on processing of personal data 
on 26.05.2000.  
'The Act on Processing of Personal Data 
(Act No. 429) of 31 May 2000'  
Entry into force: 01.07.2000. 

 

Finland The Finnish Personal Data Act (523/1999) 
was given on 22.4.1999  
Entry into force: 01.06.1999. 

 

France The Government consulted the data 
protection authority (La Commission 
nationale de l'informatique et des libertés) 
on the pre-draft of the bill in July 2000.  

Parliamentary 
discussions likely. 

Germany Draft Bill adopted by Federal Government 
on 14.06.2000 and presented to the 
Parliamentary bodies.  
The Federal Data Protection Act will cover 
Federal public authorities as well as private 
sector. 
Six Länder (Brandenburg, Baden-
Württemberg, Bayern, Hessen, Nordrhein-
Westfalen, Schleswig-Holstein) adopted 
new DPLs pursuant to the Directive. These 
acts apply to the public sector of the 
respective Länder. 
Brandenburg: Gesetz zum Schutz 
personenbezogener Daten im Land 
Brandenburg (Brandenburgisches 
Datenschutzgesetz – bgDSG) in der 
Fassung der Bekanntmachung vom 9. 
März 1999. 
Baden-Württemberg: Gesetz zum Schutz 
personenbezogener Daten 
(Landesdatenschutzgesetz - LDSG) vom 
27. Mai 1991, zuletzt geändert durch 
Artikel 1 des Gesetzes zur Änderung des 
Landesdatenschutz-gesetzes und anderer 
Gesetze vom 23. Mai 2000. 
Bayern: Bayerisches Datenschutzgesetz 
(BayDSG) vom 23. Juli 1993, zuletzt 
geändert durch Gesetz zur Änderung des 
Bayerischen Datenschutzgesetzes vom 
25.10.2000 (Inkrafttreten zum 1.1.2001). 
Nordrhein-Westfalen: Gesetz zum Schutz 
personenbezogener Daten 
(Datenschutzgesetz Nordrhein-Westfalen-
DSG NRW-) in der Fassung der 
Bekanntmachung vom 9. Juni 2000. 

The Bundesrat 
presented an opinion 
on 29.9.2000 (BR-
Drs. 461/00 
(Beschluss). First 
Reading by the 
Deutscher Bundestag 
on 27.10.2000.  
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Hessen: Hessisches Datenschutzgesetz 
(HDSG) in der Fassung vom 7. Januar 
1999. 
Schleswig-Holstein: Schleswig-
Holsteinisches Gesetz zum Schutz 
personenbezogener Informationen vom 9. 
Februar 2000. 

Greece Implementation Law 2472 adopted: 10.04. 
1997. Protection of individuals with regard 
to the processing of personal data  
Entry into force: 10 4.1997. 

 

Ireland Draft bill considered by the Government in 
July 1998 in view of presenting it to 
Parliament. 

Bill to be approved by 
the Government and 
submitted to 
Parliament 

Italy Protection of individuals and other subjects 
with regard to the processing of personal 
data Act no. 675 of 31.12.1996. 
Entry into force: 8.5.2000. 
Additional legal acts previewed by Act no. 
676 of 31.12.1996 (in particular, the 
Legislative Decrees no. 123 of 09.05.97, 
no. 255 of 28.07.97, no. 135 of 08.05.98, 
no. 171 of 13.05.98, no. 389 of 06.11.98, 
no. 51 of 26.02.99, no. 135 of 11.05.99, no. 
281and no. 282 of 30.07.99 ; the 
Presidential decrees no. 501 of 31.03.98, 
no. 318 of 28.07.99).  

Parliamentary 
discussion about the 
renew of the 
delegation to the 
Government to 
complete Law 675.  

Luxembourg A new DPL was submitted to Parliament 
beginning October 2000. 

 

The Netherlands DPL approved by the Senate on 
06.07.2000 (O.J. 302/2000). Personal Data 
Protection Act (Wet bescherming 
persoonsgegevens), Act of 6 July 2000.  
Estimated entry into force: Spring 2001. 

Secondary legislation 
to be adopted.  

Portugal Directive implemented by Law 67/98 of 
26.10.1998.  
“Lei da protecção de dados pessoais'” 
Entry into force: 27.10.1998. 

 

Spain Implementation law adopted 13.12.1999  
Ley Orgánica 15/1999, de 13 de diciembre 
de Protección de Datos de Carácter 
Personal. ("B.O.E." núm. 298, de 14 de 
diciembre de 1999).  
Entry into force: 14.01.2000. 

. 

Sweden Directive implemented by SFS 1998:204 of 
29.4.98 and regulation SFS 1998:1191 of 
03.09.98. 
Entry into force: 24.10.1998. 

 

United Kingdom Royal Assent given to Data Protection Act 
1998 on 16.07.1998. 
Subordinate legislation passed on 
17.02.2000. 
Entry into force: 01.03. 2000. 
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7. Review of Regulatory Responses: 
         National Initiatives in the European Union 
 

 

7.1. Austria 
 

The Austrian Constitution does not explicitly recognize the right 

of privacy but some sections of the data protection law 

(Datenschutzgesetz), enacted in 2000, have constitutional rank [67, 68]. 

The law concerns persons and legal entities. Most important of these is 

the section that reads: ”Everybody has the right of secrecy of his 

personal data, as far as he has an interest worthy of protection, 

particularly regarding respect for his private and family life." Other 

sections grant the fundamental constitutional rights of access to 

personal data processed with support of automation, as well as rights to 

have any incorrect data corrected, and illegally obtained or processed 

data deleted.  

 

The Datenschutzgesetz is enforced by the Data Protection 

Commission. Anybody who processes personal data has to notify or 

register with the Commission (Datenverarbeitungsregister). Individual 

rights can be asserted in the courts if the processor is not a public 

authority, or at the commission in all other cases. Appeals against 

decisions of the data protection commission can be made at the 

administrative court (Verwaltungsgerichtshof) or the constitutional court 

(Verfassungsgerichtshof). The Auskunftspflichtgesetz is a Freedom of 

Information law that obliges federal authorities to answer questions 

regarding their areas of responsibility. However, it does not permit 

citizens to access documents, just to receive answers from the 

government on the content of information. The nine Austrian Provinces 

have laws that place similar obligations on their authorities. 

 

The national telecommunication law contains special data 

protection provisions for telecommunication systems; particularly 

problems like phone directories, unsolicited calls, or ISDN calling line 

identification. The nine Austrian Provinces have laws that place similar 

obligations on their authorities.  Austria is a member of the Council of 

Europe and has signed and ratified the Convention for the Protection of 
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Individuals with Regard to Automatic Processing of Personal 

Data. Austria signed and ratified the European Convention for the 

Protection of Human Rights and Fundamental Freedoms and adopted 

the Organization for Economic Cooperation and Development 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  

 

 

7.2. Belgium 
 

The Belgian Constitution recognizes the right of privacy and 

private communications [69]. Article 22 states: “Everyone has the right 

to the respect of his private and family life, except in the cases and 

conditions determined by law.” Article 22 was added to the Belgian 

Constitution in 1994. Prior to the constitutional amendment, the Cour de 

Cassation ruled that Article 8 of the European Convention applied 

directly to the law and prohibited government infringement on the private 

life of individuals.  

 

A Data Protection Act of 1992 applies to automatic processing 

of personal data and to manual files. It requires that government 

agencies and private entities register their databases. There are limits 

on use and disclosure. Individuals have a right to access and correct 

their data. An amendment to make it consistent with the EU Directive is 

pending [70]. 

 

The Commission de la Protection de la Vie Privée oversees the 

law. The Commission investigates complaints, issues opinions and 

maintains the registry of personal files. Surveillance of communications 

is regulated under a 1994 law [71]. The law was amended in 1997 to 

remove restrictions on encryption.  Belgium is a member of the 

Organization for Economic Cooperation and Development and has 

adopted the OECD Guidelines on the Protection of Privacy and 

Transborder Flows of Personal Data.  

 

 

7.3. Denmark 
 

The Danish Constitution of 1953 contains two provisions that 

have some relevance for privacy and data protection. Section 71 
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provides for the inviolability of personal liberty and Section 72 states: 

"The dwelling shall be inviolable. House searching, seizure, and 

examination of letters and other papers as well as any breach of the 

secrecy to be observed in postal, telegraph, and telephone matters shall 

take place only under a judicial order unless particular exception is 

warranted by Statute." [72]. The European Convention on Human Rights 

was formally incorporated into Danish law in 1992.  

 

The central rules on data protection in Denmark are found in 

two Acts: the Private Registers Act of 1978 governs the private sector 

[73] while the Public Authorities Registers Act of 1978 governs the 

public sector [74]. The Private Registers Act regulates the registration 

and further processing of data on natural persons and on legal persons, 

such as private corporations. A bill for a new Data Protection Act to 

replace the above two Acts was approved by the Parliament in 1998 

[74]. The main purpose of the new legislation is to implement the 

requirements of the European Community Directive on data protection. 

Accordingly, the new legislation follows closely the Directive. Another 

piece of legislation with rules relating to privacy and data protection in 

health is the Access to Health Information Act of 1993. 

  

An independent agency, the Data Protection Agency 

(Registertilsynet), enforces the Act [76]. The agency supervises 

registries established by public authorities and private enterprises in 

Denmark. It ensures that the conditions for registration, disclosure, and 

storage of data on individuals, and to a certain extent also on private 

enterprises, are complied with. It mainly deals with specific cases on the 

basis of inquiries from public authorities or private individuals, or cases 

taken up by the agency on its own initiative.  

 

Denmark is a member of the Council of Europe and has signed 

the Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data and has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms.  Denmark is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  
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7.4. Finland 
 

Finland is a country that has traditionally adhered to the Nordic 

tradition of open access to government files. In fact, the world's first data 

protection act dates back as far as 1776 Riksdag's (Swedish 

Parliament) "Access to Public Records Act." This Act also applied to 

Finland, then a Swedish-governed territory. Although the 1776 Act was 

more of a "freedom of information act" in that the public was allowed to 

scrutinize public records for accuracy, it also served the purpose of 

ensuring that all government-held information was, in fact, required for 

legitimate purposes [77]. 

 

Section 10 of The Constitution of Finland states: "Everyone's 

private life, honor and the sanctity of the home are guaranteed. More 

detailed provisions on the protection of personal data are laid down by 

an Act. The secrecy of correspondence, telephony and other 

confidential communications is inviolable. Measures encroaching on the 

sanctity of the home, and which are necessary for the purpose of 

guaranteeing basic rights and liberties or for the investigation of crime, 

may be laid down by an Act. In addition, provisions concerning 

limitations of the secrecy of communications which are necessary in the 

investigation of crimes that jeopardize the security of the individual or 

society or the sanctity of the home, at trials and security checks, as well 

as during the deprivation of liberty may be laid down by an Act.” In 

Section 12 it is indicated that: “Documents and recordings in the 

possession of the authorities are public, unless their publication has for 

compelling reasons been specifically restricted by an Act. Everyone has 

the right of access to public documents and recordings." [78]. 

 

Finland enacted its Personal Data File Act in 1987 and it 

became law in 1988 [79]. The Personal Data File Act applies to the 

public and private sectors as well as manual and automated files. There 

is a registration requirement for systems containing personal data. The 

data user must notify the Data Protection Ombudsman (DPO) of the 

establishment where the personal data file is maintained. The 

requirements and detail of this notification are dependent on the 

sensitivity of the data. If the information is not very sensitive, only basic 

information must be provided to the DPO. For more sensitive 
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information such as credit data and data used and manipulated by third 

party data service organizations, the rules for notification are stricter. 

The DPO enforces the Act and receives complaints. A Data Protection 

Board resolves disputes and hears appeals of decisions rendered by the 

DPO. The Finnish government has enacted special ordinances that 

apply to particular personal data systems. These include those operated 

by the police such as criminal information systems, the national health 

service, passport systems, population registers, farm registers, and the 

agency responsible for motor vehicle registration [80].  

 

Finland is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. Finland is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  

 

 

7.5. France 
 

The right of privacy is not explicitly protected in the French 

Constitution of 1792. The tort of privacy was first recognized in France 

as far back as 1858 [81] and the Constitutional Court ruled, in 1994, that 

the right of privacy was implicit in the Constitution. A Data Protection Act 

was enacted in 1978 and covers personal information held by 

government agencies and private entities [82]. There are additional 

specific laws for administrative documents [83] and archives [84]. 

 

There are also protections incorporated in the Civil Code and 

Penal Code. Anyone wishing to process personal data must register and 

obtain permission in cases relating to processing by public bodies and 

for medical research. Individuals must be informed of the reasons for 

collection of information and may object to its processing. Individuals 

have rights to access and to demand corrections. Fines and 

imprisonment can be imposed for violations. The law was amended to 

make it consistent with the European Union Directive. The Commission 

Nationale de l’Informatique et des Libertés (CNIL) is an independent 

agency that enforces the Data Protection Act and other related laws. 
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The Commission takes complaints, issues rulings, sets rules, conducts 

audits, issues reports, and maintains a website [85]. 

 

France is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  

 

 

7.6. Germany 
 

There is no specific data-related right of privacy in Germany's 

constitution. Attempts to introduce such a right were discussed after the 

German Reunification when the constitution was revised but the 

proposal was successfully opposed by the conservative political 

majority. In 1983, the Federal Constitutional Court, in a case against a 

government census law, acknowledged formally an individual’s "right of 

informational self-determination" that can, however, be limited by 

"predominant public interest." Although there is no constitutional right of 

privacy or data-protection, the court decision was based on the "right of 

informational self-determination" directly from Article 2 of the German 

Constitution that declares protective personal rights 

(Persönlichkeitsrechte) [86]. 

 

The first Data Protection Law was passed in the State (Land) of 

Hessen in 1970 and it was the first data protection law worldwide. In 

1977, a Federal Data Protection Act (Bundesdatenschutzgesetz) 

followed, which was reviewed in 1990 [87]. As every other legal matter 

in Germany the subject of data protection is demarcated in a twofold 

manner in that there are public law and private law on the one hand and 

Federal and States (Länder) regulations on the other hand. A further 

particularity of German data protection law lies in the fact that in addition 

to the Federal Data Protection Act, which is serving as an omnibus law, 

there are numerous so-called sector-specific provisions. All these rules 

are granting the data subject a variety of possibilities aiming at the 

respect of his/her individual data protection rights. The general purpose 
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of this law is "to protect the individual against violations of his personal 

right by handling person-related data." The law covers collection, 

processing, and use of personal data collected by public federal and 

State authorities, as long as there is no State regulation, and of non-

public offices, as long as they process and use data for commercial or 

professional aims. 

 

Changes to the law to make it consistent with the European 

Union Directive are being debated and will likely be enacted following 

the election. All of the sixteen Länder (Baden-Württemberg, Bayern, 

Berlin, Brandenburg, Bremen, Hamburg, Hessen, Mecklenburg-

Vorpommern, Niedersachsen, Nordrhein-Westfalen, Rheinland-Pfalz, 

Saarland, Sachsen, Sachsen-Anhalt, Schleswig-Holstein, and 

Thüringen) have specific data protection regulations that cover the 

public sector, but only six (Brandenburg, Baden-Württemberg, Bayern, 

Hessen, Nordrhein-Westfalen, and Schleswig-Holstein) have adopted 

new data protection laws aligned to the EU Directive 95/46/EC. 

 

Public and private sector organizations must on request provide 

the citizen with details of the data they hold according to Sections 19 

and 34 of the Federal Data Protection Act. Section 26 requires the 

Federal Data Protection Commissioner (Bundesbeauftragter für den 

Datenschutz) to keep a register of automated databanks containing 

personal information, which the public may consult. The Federal Data 

Protection Commission is responsible for supervision of the Data 

Protection Act [88]. The office of the Commissioner prepares an annual 

plan for its activities regarding supervision, investigation and auditing. It 

is free to set its own priorities and to create its own agenda, which is 

enabling it to be more responsive to current affairs. 

 

The several units of the Commissioner’s office carry out 

investigations of various types of information systems, based upon 

citizens’ complaints or a suspicion that a particular area requires 

detailed examination. Systematic audits are planned over a several-year 

period, thus increasing the scope and range of data protection activities. 

In case infringements of the Federal Data Protection Act or of other data 

protection provisions or other irregularities in the processing or use of 

personal data are uncovered, the Commissioner will lodge a complaint. 

In the case of the federal administration he does so with the competent 
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supreme federal authority and he requests a statement by a date which 

he determines. 

 

The right of notification  (Section 33) is an important means to 

answer the question of who is processing which data of a person. 

Furthermore there are the data subject’s rights to correction, erasure 

and blocking of data (Sections 20 and 35) and the possibility to exercise 

the right of objection vis-à-vis the controller of the data file to the use or 

communication of data for purposes of advertising or of market or 

opinion research (Section 28). The law provides compensation by public 

and private bodies and regards certain misbehaviors on the controller’s 

side as administrative or even criminal offenses. There is a statutory 

prescription of the appointment – under certain circumstances – of a 

data protection officer for private bodies (Section 36). There are also 

commissions in each of the Länder who enforce the local data 

protection acts [89]. 

 

The Telecommunications Carriers Data Protection Ordinance of 

1996 protects privacy of telecommunications information [90] and the 

Information and Communication Services (Multimedia) Act of 1997 sets 

protections for information used in computer networks [91] and also sets 

out the legal requirements for digital signatures. 

 

It is to be noted that the European Data Protection Directive 

95/46/EC from 24 October 1995 is, at present, not yet implemented into 

German law. However, the bulk of the provisions of sections 21 to 26 of 

the Federal Data Protection Act will most certainly remain unchanged in 

substance. And the minor changes envisaged will altogether lead to an 

improvement of the Commissioner’s powers. Germany is a member of 

the Council of Europe and has signed and ratified the Convention for the 

Protection of Individuals with Regard to Automatic Processing of 

Personal Data. It has signed and ratified the European Convention for 

the Protection of Human Rights and Fundamental Freedoms. It is a 

member of the Organization for Economic Cooperation and 

Development and has adopted the OECD Guidelines on the Protection 

of Privacy and Transborder Flows of Personal Data.  
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7.7. Greece 
 

The Constitution of Greece recognizes the rights of privacy and 

secrecy of communications. Article 9 states: "(1) Each man's home is 

inviolable. A person's personal and family life is inviolable. No house 

searches shall be made except when and as the law directs, and always 

in the presence of representatives of the judicial authorities. (2) 

Offenders against the foregoing provision shall be punished for forced 

entry into a private house and abuse of power, and shall be obliged to 

indemnify in full the injured party as the law provides." Article 19 states: 

"The privacy of correspondence and any other form of communication is 

absolutely inviolable. The law shall determine the guarantees under 

which the judicial authority is released from the obligation to observe the 

above-mentioned right, for reasons of national security or for the 

investigation of particularly serious crimes" [92].  

 

The Law on the Protection of Individuals with regard to the 

Processing of Personal Data was approved in 1997 [93]. Greece was 

the last member of the European Union to adopt a data protection law 

and its law was written to apply the EU Directive into Greek law. The 

Protection of Personal Data Authority is an independent public authority 

set up under the law. Its mission is to supervise the implementation of 

the law and the other rulings pertaining to the protection of individuals 

against the processing of personal data. It also exercises other powers 

delegated to it from time to time. 

 

Greece is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. Greece is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  
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7.8. Ireland 
 

While Irish law differs from U.K. law insofar as the Irish 

Constitution [94] recognizes a right to privacy, particularly in the context 

of communications, there was a need for specific legislative action in the 

field of privacy rights in relation to information gathering, retention, and 

use. The 1981 Strasbourg Convention was implemented in the form of 

the Irish Data Protection Act of 1988 [95]. 

 

The High and Supreme Courts have also ruled that privacy is 

protected under Article 40.3.1 ("The State guarantees in its laws to 

respect, and, as far as practicable, by its laws to defend and vindicate 

the personal rights of the citizen.") and other provisions [96]. The nature 

of the right to privacy is such that it must ensure the dignity and freedom 

of the individual in a democratic society. This cannot be ensured if 

his/her private communications, whether written or telephonic, are 

deliberately and unjustifiably interfered with. 

  

The Data Protection Act of 1988 covers both the private and 

public sectors and came into effect as from 19 April 1989. It is essential 

to note that the legislation relates to personal data only. The legislation 

provides that computer users should observe a number of provisions - 

data protection principles – when the user is the controller of a 

computerized file. Data subjects may have their personal information 

deleted if the personal data are held for direct marketing purposes. 

Once the subject makes a request to have the information deleted for 

these purposes, the information must be deleted within forty days. Data 

subjects have the power to determine whether their personal data may 

be held by another organization or person and data subjects have the 

right to demand copies of their personal data files held by a data 

controller. The data subject must first provide notice to the data 

controller of the request. Additionally, the subject may be asked to pay a 

small fee, which is explicitly kept low by the Act, for the request to be 

filled. The data protection principles apply regardless of whether the 

controller or gatherer of personal data is registered. Subsequent 

unauthorized disclosure is also covered under the Act. Data held in 

manual formats are not covered by the Act. 
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The Act is enforced by the Data Protection Commissioner [97]. 

These obligations are applicable regardless of whether the computer 

user – data controller or data processor – is obliged to register with the 

Data Protection Commissioner, the statutory body charged with 

enforcing the Act. The Data Protection Commissioners regulates the 

collection, processing, keeping, use and disclosure of personal 

information that is processed automatically. Individuals have a right to 

access and correct incorrect information. Information can be used only 

for specified and lawful purposes. Additional protections can be ordered 

for sensitive data. Criminal penalties can be imposed for violations. 

There are broad exemptions for national security, tax, and criminal 

purposes. A draft bill is currently being reviewed by the Attorney General 

that would revise the Act to make it consistent with the European Union 

Directive.  

 

The Commissioner can investigate complaints, prosecute 

offenders, sponsor codes of practice, and supervise the registration 

process. The computer user, whether he is a data controller or a data 

processor, must be registered with the Ireland Data Protection 

Commissioner. Failure to register without reasonable excuse is a crime 

for which the Commissioner may prosecute. The Data Protection 

Commissioner has broad authority and power to enforcement of the Act. 

Although the Commission is the acting prosecutor, the Commissioner is 

not given the power to award any damages or compensation for a 

violation of the Act. Any legal claim for damages suffered must be made 

through the Irish court system. Another important act is the Freedom of 

Information Act, which took effect in April 1998 [98]. The Act creates an 

Information Commissioner to enforce it. Misuse of data is also 

criminalized by the Criminal Damage Act 1991.  

 

Ireland is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and has signed and ratified 

the European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is also a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data. 
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7.9. Italy 
 

The Constitution has several provisions relating to privacy [99]. 

Article 14 states: "(1) Personal domicile is inviolable. (2) Inspection and 

search may not be carried out save in cases and in the manner laid 

down by law in conformity with guarantees prescribed for safeguarding 

personal freedom. (3) Special laws regulate verifications and 

inspections for reasons of public health and safety, or for economic and 

fiscal purposes." Article 15 states: "(1) The liberty and secrecy of 

correspondence and of every form of communication are inviolable. (2) 

Limitations upon them may only be enforced by decision, for which 

motives must be given, of the judicial authorities with the guarantees laid 

down by law." 

 

The Italian Data Protection Act was enacted in 1996 [100, 101]. 

The Act is intended to fully implement the EU Data Protection Directive. 

It covers both electronic and manual files for both government agencies 

and the private sector.  The Act is enforced by the Supervisory Authority 

["Garante"] for Personal Data Protection. The Garante maintains a 

register, conducts audits, and enforces the laws and can also audit 

databanks not under its jurisdiction such as those relating to intelligence 

activities.  

 

Italy is a member of the Council of Europe and has signed and 

ratified the Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data and has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  

 

 

7.10. Luxembourg 
 

Article 28 of the Constitution of the Grand Duchy of Luxembourg 

states: "(1) The secrecy of correspondence is inviolable. The law 

determines the agents responsible for the violation of the secrecy of 

correspondence entrusted to the postal services. (2) The law 
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determines the guarantee to be afforded to the secrecy of telegrams." 

[102]. Luxembourg's Act Concerning the Use of Nominal Data in 

Computer Processing was adopted in 1979 [103]. The law pertains to 

individually identifiable data in both public and private computer files. It 

also requires licensing of systems used for the processing of personal 

data. The law considers all personal data to be sensitive, although 

special provisions may be applied to medical and criminal information. 

 

There is no general freedom of information law in Luxembourg. 

Under the 1960 decree on state archives, the archives are to be open to 

the public but citizens must make a written request explaining why they 

want access and ministers have broad discretion to deny requests. 

 

For personal data processing by the private sector, an 

application must first be made to the Minister of Justice, who thereafter 

issues an authorization for such processing to take place. The 

Commission à la Protection des Données Nominatives, under the 

Ministry of Justice, oversees the law. If an application for personal data 

processing is granted, and there is an objection raised or if the 

application is refused or the original authorization is withdrawn for some 

reason, an appeal can be made to the Disputes Committee of the 

Council of State. A national register of all systems containing personal 

information is maintained by the Minister of Justice. Public sector 

personal data systems can be established only upon the issuance of a 

special law or regulation. In 1992, the law was amended to include 

special protection requirements for police and medical data. A bill that 

would make the law consistent with the EU Directive was introduced in 

the Parliament in 1997 but withdrawn in 1998. A project on electronic 

commerce that will implement the EU Telecommunications Privacy 

Directive was approved in 2000 [104, 105]. 

 

Luxembourg is a member of the Council of Europe and has 

signed and ratified the Convention for the Protection of Individuals with 

Regard to Automatic Processing of Personal Data and has signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  
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7.11. The Netherlands 
 

The Constitution grants citizens an explicit right to privacy [106]. 

Article 10 states: “(1) Everyone shall have the right to respect for his 

privacy, without prejudice to restrictions laid down by or pursuant to Act 

of Parliament. (2) Rules to protect privacy shall be laid down by Act of 

Parliament in connection with the recording and dissemination of 

personal data. (3) Rules concerning the rights of persons to be informed 

of data recorded concerning them and of the use that is made thereof, 

and to have such data corrected shall be laid down by Act of 

Parliament.” Article 13 states: “(1) The privacy of correspondence shall 

not be violated except, in the cases laid down by Act of Parliament, by 

order of the courts. (2) The privacy of the telephone and telegraph shall 

not be violated except, in the cases laid down by Act of Parliament, by or 

with the authorization of those designated for the purpose by Act of 

Parliament.” 

 

In May 2000, the government-appointed commission for 

“Constitutional rights in the digital age” presented proposals for changes 

to the Dutch constitution [107]. The commission was set up after 

confusion about the legal status of e-mail under the constitutionally 

protected privacy of letters. The commission’s task was to investigate if 

existing constitutional rights should be made more technology-

independent and if new rights should be introduced. As a result, the 

Personal Data Protection Act [108] of 2000 (Wet bescherming 

persoonsgegevens) was approved by the Parliament. This bill is a 

revised and expanded version of the 1988 Data Registration Act that will 

bring Dutch law in line with the European Data Protection Directive and 

will regulate the disclosure of personal data to countries outside of the 

European Union. The Act replaces the Data Registration Act of 1988 

and went into effect in January 2001.  

 

The Registration Chamber (Registratiekamer) serves as the 

Data Protection Authority and exercises supervision of the operation of 

personal data files in accordance with the Data Registration Act [109]. 

The Chamber advises the government, deals with complaints submitted 

by data subjects, institutes investigations, and makes recommendations 

to controllers of personal data files. There are presently over 60,000 

databases registered with the Chamber. It has also released several 
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reports on privacy-enhancing technologies jointly produced with the 

Office of the Information and Privacy Commissioner of Ontario, Canada. 

In June 2000, the Registration Chamber published a report on the 

privacy policies of Dutch Internet Service Providers (ISPs).  

 

Two decrees were issued under the Data Registration Act. The 

Decree on Sensitive Data [110] sets out the limited circumstances when 

personal data on an individual’s religious beliefs, race, political 

persuasion, sexuality, medical, psychological and criminal history may 

be included in a personal data file. The Decree on Regulated Exemption 

[111] exempts certain organizations from the registration requirements 

of the Data Registration Act. Interception of communications is 

regulated by the criminal code and requires a court order. A 

Telecommunications Act was approved in December 1998, which 

requires that ISPs have the capability by August 2000 to intercept all 

traffic with a court order and maintain user’s logs for three months [112]. 

The Telecommunications Act also implements the EU 

Telecommunications Privacy Directive. There are sectoral laws dealing 

with the police, medical examinations [113], medical treatment [114], 

and social security data [115]. 

 

The Government Information (Public Access) Act is based on 

the constitutional right of access to information [116]. It states that 

documents created by a public agency should be available to everyone. 

Information can be withheld if it relates to international relations of the 

Dutch State, the “economic or financial interest of the State,” 

investigation of criminal offenses, inspections by public authorities or 

personal privacy. However, these exemptions must be balanced against 

the importance of the disclosure. Requestors can appeal denials to an 

administrative court, which renders the final decision. 

 

The Netherlands is a member of the Council of Europe and has 

signed and ratified the Convention for the Protection of Individuals with 

Regard to Automatic Processing of Personal Data and has signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data  
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7.12. Portugal 
 

The Portuguese Constitution recognizes the right of privacy and 

private communications [117]. Article 35 states: “(1) Without prejudice to 

the provisions of the law on State secrecy and justice secrecy, all 

citizens have the right of access to the data contained in automated data 

records and files concerning them as well as the right to be informed of 

the use for which they are intended; they are entitled to request that the 

contents thereof be corrected and brought up to date. (2) Access to 

personal data records or files is forbidden for purposes of getting 

information relating to third parties as well as for the interconnection of 

these files, save in exceptional cases as provided for in the law and in 

Article 18. (3) Data processing may not be used in regard to information 

concerning a person's philosophical or political convictions, party or 

trade union affiliations, religious beliefs, or private life, except in the case 

of non-identifiable data for statistical purposes. (4) The law defines the 

concept of personal data for the purposes of data storage as well as the 

conditions for establishing data banks and data basis by public or 

private entities and the conditions of utilization and access. (5) Citizens 

may not be issued all-purpose national identification numbers. (6) The 

law defines the provisions applicable to transborder data flows 

establishing adequate norms of protection of personal data and of any 

other data in which the national interest is justified” [118]. 

  

A Data Protection Act (Lei da Protecção de Dados Pessoais) 

enacted in 1998 applies to automatic processing of personal data [119]. 

It requires that government agencies and private entities register their 

databases. There are limits on use and disclosure and data subjects 

have the right to access and correct their data. The Act is consistent 

with the EU Directive 95/46/EC. In 1998 a law was enacted (Lei nº 

69/98) which regulates the treatment of personal data and privacy 

protection by the telecommunications sector consistent with the EU 

Directive 97/66/EC [120]. 

 

An independent agency, the National Data Protection 

Commission (Comissão Nacional de Protecção de Dados), enforces the 

Act [121]. The agency supervises registries established by public 

authorities and private enterprises in the country. It ensures that the 

conditions for registration, disclosure, and storage of data on individuals 
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and on private enterprises are complied with. It mainly deals with 

specific cases on the basis of inquiries from public authorities or private 

individuals, or cases taken up by the agency on its own initiative. 

 

Portugal is a member of the Council of Europe and has signed 

the Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data and has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms.  Portugal is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  

 

 

7.13. Spain 
 

The Constitution recognizes the right to privacy, secrecy of 

communications and data protection. Article 18 states: “(1) The right of 

honor, personal, and family privacy and identity is guaranteed. (2) The 

home is inviolable. No entry or search may be made without legal 

authority except with the express consent of the owners or in the case of 

a flagrante delicto. (3) Secrecy of communications, particularly regarding 

postal, telegraphic, and telephone communication, is guaranteed, 

except for infractions by judicial order. (4) The law shall limit the use of 

information, to guarantee personal and family honor, the privacy of 

citizens, and the full exercise of their rights”; and Article 24.2 regulates 

the issue of secrecy [122]. 

 

Since the 80’s and as consequence of economic and social 

pressures, there was a growing need for the health sector and 

healthcare organizations in Spain to improve their information and 

communication policies, strategies, programs, infrastructure, products, 

and services to facilitate patient data flow through the healthcare 

system.  In 1985, Spain ratified the Council of Europe 1981 Convention 

for the Protection of Individuals with Regard to the Automatic 

Processing of Personal Data [55, 123]. 

 

The Spanish Data Protection Act (LORTAD) was enacted in 

1992 [124] and amended in December 1999 [125] to implement the 

recommendations of the EU Data Protection Directive 95/46/EC. It 
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covers files held by the public and private sector. The law establishes 

the right of citizens to know what personal data are contained in 

computer files and the right to correct or delete incorrect or false data. 

Personal information may be used or disclosed to a third party only with 

the consent of the individual and only for the purpose for which it was 

collected. Questions still remain about citizens who do not wish to be 

included in the “promotional census.” Consumer groups are also 

concerned about the law provisions allowing use of information without 

consent unless the consumer has opted out of the use.  

 

The Agencia de Protección de Datos [126] is charged with 

enforcing personal protection laws. The Agency maintains the registry 

and can investigate violations of the law. The agency has issued a 

number of decrees setting out in more detail the legal requirements for 

different types of information. It can also impose penalties. Interception 

of communications requires a court order. 

 

The 1997 Telecommunications Act amended the law and 

restricts the use of cryptography but that provision has not been 

enforced. The law of 30/1992 provides for access to government 

information [127]. The law was amended in 1998 to state that the right 

of access and correction can be denied if reasons of public interest 

prevail. A number of civil laws regulate the right of privacy in health 

practice, national statistics, and dissemination of personal data [128, 

129, 130, 131,132, 133, 134]. 

 

Spain is a member of the Council of Europe and has signed and 

ratified the Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data. It has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.  
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7.14. Sweden 
 

Sweden’s first data protection act dates back to the Riksdag's 

(Swedish Parliament) "Access to Public Records Act" of 1776. This Act 

is a "freedom of information act" in that the public was allowed to 

scrutinize public records for accuracy. It also served the purpose of 

ensuring that all government-held information was, in fact, required for 

legitimate purposes [77]. 

 

The Constitution, which consists of several different legal 

documents, contains several provisions that are relevant to data 

protection. Section 2 of the Instrument of Government Act of 1974 [135] 

provides, inter alia, for the protection of individual privacy. Section 13 of 

Chapter 2 of the same instrument states also that freedom of 

expression and information – which are constitutionally protected 

pursuant to the Freedom of the Press Act of 1949 – can be limited with 

respect to the “sanctity of private life.” Moreover, Section 3 of the same 

chapter provides for a right to protection of personal integrity in relation 

to automatic data processing. The same article also prohibits non-

consensual registration of persons purely on the basis of their political 

opinion. It is also important to note that the European Convention on 

Human Rights (ECHR) has been incorporated into Swedish law as of 

1994. The ECHR is not formally part of the Swedish Constitution but 

has, in effect, similar status. 

 

Sweden enacted the Personal Data Act of 1998 to bring 

Swedish law into conformity with the requirements of the EC Directive 

on data protection [136]. The new Act essentially adopts the EU Data 

Protection Directive into Swedish law. It regulates the establishment and 

use, in both public and private sectors, of automated data files on 

physical/natural persons. The Act replaced the Data Act of 1973, which 

was the first comprehensive national act on privacy in the world [137]. In 

contrast with the Data Act, the new act does not only apply to automated 

processing of personal data but in certain cases also to manual 

registers. However, the 1973 Act continued to apply until 1 October 

2001 with respect to processing of personal data which was initiated 

prior to 24 October 1998. Section 33 of the Act was amended in 1999 to 

adopt the EU Directive standards on the transfer of personal data to a 

third country. The amendment entered into force in January 2000. 
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The Data Inspection Board (Datainspektionen) is an 

independent board that oversees the enforcement of the Data Act [138]. 

Numerous other statutes also contain provisions relating to data 

protection. These include the Secrecy Act of 1980, Credit Information 

Act of 1973, Debt Recovery Act of 1974, and Administrative Procedure 

Act of 1986.  

 

Sweden is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and has signed and ratified 

the European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.   

 

 

7.15. United Kingdom 
 

The privacy picture in the United Kingdom is mixed. There is, at 

some levels, a strong public recognition and defense of privacy. 

Proposals to establish a national identity card, for example, have 

routinely failed. On the other hand, crime and public order laws passed 

in recent years have placed substantial limitations on numerous rights, 

including freedom of assembly, privacy, freedom of movement, right of 

silence, and freedom of speech. There have been efforts for over twenty 

years to enact a Freedom of Information Act in the United Kingdom. A 

1994 Code of Practice on Access to Government Information [139] 

provides some access to government records but has broad 

exemptions. Dissatisfied applicants can complain, via a Member of 

Parliament, to the Parliamentary Ombudsman if their request is denied.  

 

In 1998, the Parliament approved the Human Rights Act that will 

incorporate the European Convention on Human Rights into domestic 

law, a process that will establish an enforceable right of privacy [140] 

The Act came into force on 2 October 2000. The Parliament approved 

and Royal Assent was given to the Data Protection Act (1998) in July 

1998 [141]. The legislation, which came into force on March 1, 2000, 

updates the 1984 Data Protection Act [142] in accordance with the 
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requirements of the European Union’s Data Protection Directive 

95/46/EC. The Act covers records held by government agencies and 

private entities. It provides for limitations on the use of personal 

information and access to records and requires that entities that 

maintain records register with the Data Protection Commissioner.  

 

The Office of the Data Protection Commissioner is an 

independent agency that maintains the register and enforces the Act 

[143]. The Commissioner is also responsible for enforcing the 

Telecommunications (Data Protection and Privacy) Regulations. These 

regulations came into force on 1 March 2000, and fully implement the 

EU Telecommunications Directive. They repeal and replace the 

Telecommunications (Data Protection and Privacy) (Direct Marketing) 

Regulations 1998, which came into effect on 1 May 1999. The 

Commissioner issues a number of comprehensive reports for the public 

and has published a study of the availability and use of personal 

information in public registers [144]. There are also a number of other 

laws containing privacy components, most notably those governing 

medical records [145] and consumer credit information. 

 

The Regulation of Investigatory Powers Act 2000 became law in 

July 2000 [146]. It provides powers for the Home Secretary to warrant 

interception of communications and to require Communications Service 

Providers to provide a “reasonable interception capability” in their 

networks. It further allows any public authority designated by the Home 

Secretary to access “communications data.” These data include the 

source, destination and type of any communication, such as mobile 

phone location information. Finally, powers are provided for senior 

members of the civilian and military police, Customs, and members of 

the judiciary to require the plaintext of encrypted material, or in certain 

circumstances decryption keys themselves.  

 

A Freedom of Information Bill was introduced into the House of 

Commons in November 1999. A draft of the legislation was released for 

public consultation in May 1999. The Act was amended and approved 

by the House of Commons in April 2000. The Bill is currently pending 

before the House of Lords. It has received considerable criticism from 

many politicians across the political spectrum and from non-

governmental organizations as being insufficient and weaker than the 

existing code of practice. The law will create a new officer, the 
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Information Commissioner, to oversee both the Freedom of Information 

regime and the Data Protection Act 1998. 

 

A document entitled “Good Practice Guidelines for General 

Practice Electronic Patient Records” [147], prepared by The Joint 

Computing Group of the General Practitioners and sponsored by the 

National Health Service Executive General and Personal Medical 

Services Branch, does an excellent job of outlining key attributes of 

electronic medical records. The guidelines are careful to note that many 

considerations applicable to paper records also are applicable to 

records in electronic form, and vice versa. A few, however, are only 

possible in electronic form. The guidelines list five differentiating 

characteristics for electronic health records (EHRs):  

  

Physical – While paper records exist independent of hardware 

and software, EHRs do not. Their physical presence is 

dependent upon the point at which the data are stored on a 

machine. 

 

Accessibility – While paper records must be physically 

delivered to the point of use, EHRs can be made available at 

any point where there is access to the electronic network and 

multiple users may have simultaneous access to a single 

electronic record stored elsewhere. 

 

Resource – In general, paper records are inexpensive when 

compared to EHRs, due in part to costs associated with 

hardware, software, communication tariffs, maintenance, 

upgrades, and training. File creation, storage, data security 

implementation, access control, and retrieval costs, however, 

may be lower and offset the higher costs of electronic records. 

 

Predictability – The use of paper records usually is predictable 

in that a health professional can move from one location to 

another without difficulty in reading from, or writing on, the paper 

document. EHRs may, in some cases, present problems when 

different locations employ differing technological platforms and 

interfaces or where certain added functions such as audits and 

decision support options, are not available at all locations. 
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Maintenance – Once they are filed, traditional paper records 

require little maintenance. EHRs require technical maintenance, 

upgrades, etc. 

 

Training – Paper records typically are intuitive in their use. 

While a practitioner may receive training in the proper way to 

construct a paper medical record, there is normally little 

knowledge regarding the role and use of medical data 

processing. With EHRs, however, some degree of technical 

training in information science is often necessary. This may be 

especially true in situations where individual systems, as 

contrasted with compatible integrated systems, are maintained.  

 

Too lengthy to reproduce herein, the guidelines also set forth a 

thorough analysis of elements critical to the operation of EHRs, 

including sections pertaining to: accessibility; storage; the use of coding 

schemes as a method of expressing clinical information; entry of data 

from remote sources; security policies; data integrity; record retention; 

medical confidentiality, and training. Although some of the 

recommendations are based upon the organizational and technical 

aspects employed by the United Kingdom National Health Service 

(NHS), their underlying rationales are probably applicable to a number of 

different systems. For instance, the concept of security incorporates at 

least four generic standards: 

 

 Availability – is the EHR available upon demand and 

usable by those authorized? 

 

 Integrity – is the EHR data accurate, without improper 

alteration or destruction? Is there an audit trail to 

document points of entry and modification? 

 

 Accountability – can the actions relating to EHRs be 

sufficiently traced to ensure the authenticity of 

information and data entered? 

 

 Confidentiality – is the information in the EHR 

maintained in such as way so as to prevent 

unauthorized disclosure to individuals, entities or 

technical processes? 
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It is important to note that no single law or regulation appears to 

protect every facet of electronic medical information. Rather, 

comprehensive protections are generated from numerable sources. For 

instance, the Guidelines observe that the majority of health information 

is held in confidence by the terms of the data protection Act of 1998 and 

the country’s Common Law Duty of Confidence. This approach is similar 

to the actions taken by many countries seeking to generate the varied, 

yet necessary, protections for electronic health information. 

  

In the light of the requirements in The Protection and Use of 

Patient Information and taking into account work undertaken by a joint 

Department of Health (DH) and British Medical Association (BMA) 

Working Group which considered the positions of the National Health 

Service Information Management and Technology (IM&T) in the areas 

of security and confidentiality, the Chief Medical Officer established the 

Caldicott Committee to review all patient-identifiable information that 

passes from National Health Service organizations to other NHS or non-

NHS bodies for purposes other than direct care or medical research, or 

where there is a statutory requirement for information. The purpose was 

to ensure that patient identifiable information is transferred only for 

justified purposes and that only the minimum necessary information is 

transferred in each case. Where appropriate, the Committee was asked 

to advise whether action to minimize risks of breach of confidentiality 

would be desirable. 

 

The work of the Committee was carried out in a consultative 

manner. Written submissions were sought from many organizations to 

identify existing concerns, and members of the Committee met with 

representatives of a number of key bodies. Working groups containing a 

wide range of health professionals and managers were established to 

consider related groups of information flows and to take soundings on 

emerging findings. About eighty-six flows of patient-identifiable 

information were mapped relating to a wide range of planning, 

operational, or monitoring purposes. Some of these flows were 

exemplars, representing locally diverse information flows with broadly 

similar characteristics and purposes. In 2001, the Caldicott Committee 

issued the following recommendations [28]: 
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 Recommendation 1 - Every dataflow, current or 

proposed, should be tested against basic principles of 

good practice. Continuing flows should be re-tested 

regularly. 

 

 Recommendation 2 - A program of work should be 

established to reinforce awareness of confidentiality and 

information security requirements amongst all staff 

within the NHS. 

 

 Recommendation 3 - A senior person, preferably a 

health professional, should be nominated in each health 

organization to act as a guardian, responsible for 

safeguarding the confidentiality of patient information. 

 

 Recommendation 4 - Clear guidance should be 

provided for those individuals/bodies responsible for the 

approval of different uses of patient-identifiable 

information. 

 

 Recommendation 5 - Protocols should be developed 

to protect the exchange of patient-identifiable 

information between NHS and non-NHS bodies.  

 

 Recommendation 6 - The identity of those responsible 

for monitoring the sharing and transfer of information 

within agreed local protocols should be clearly 

communicated. 

 

 Recommendation 7 - An accreditation system which 

recognizes those organizations following good practice 

with respect to confidentiality should be considered. 

 

 Recommendation 8 - The NHS number should replace 

other identifiers wherever practicable, taking account of 

the consequences of errors and particular requirements 

for other specific identifiers. 

 

 Recommendation 9 - Strict protocols should define 

who is authorized to gain access to patient identity 
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where the NHS number or other coded identifier is 

used. 

 

 Recommendation 10 - Where particularly sensitive 

information is transferred, privacy enhancing 

technologies (e.g., encrypting identifiers or "patient 

identifying information") must be explored. 

 

 Recommendation 11 - Those involved in developing 

health information systems should ensure that best 

practice principles are incorporated during the design 

stage. 

 

 Recommendation 12 - Where practicable, the internal 

structure and administration of databases holding 

patient-identifiable information should reflect the 

principles developed in this report. 

 

 Recommendation 13 - The NHS number should 

replace the patient's name on Items of Service Claims 

made by General Practitioners as soon as practically 

possible. 

 

 Recommendation 14 - The design of new systems for 

the transfer of prescription data should incorporate the 

principles developed in this report. 

 

 Recommendation 15 - Future negotiations on pay and 

conditions for General Practitioners should, where 

possible, avoid systems of payment that require patient 

identifying details to be transmitted.  

 

 Recommendation 16 - Consideration should be given 

to procedures for General Practice claims and 

payments which do not require patient-identifying 

information to be transferred, which can then be piloted. 

 

The U.K. is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data along with the European 
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Convention for the Protection of Human Rights and Fundamental 

Freedoms. In addition to these commitments, the U.K. is a member of 

the Organization for Economic Cooperation and Development and has 

adopted the OECD Guidelines on the Protection of Privacy and 

Transborder Flows of Personal Data. 
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8. Review of Regulatory Responses: 
         National Initiatives in European Countries 
         Not Members of the European Union 
 

 

8.1. Bulgaria 
 

The Bulgarian Constitution of 1991 recognizes rights of privacy, 

secrecy of communications, and access to information. Article 32 states: 

“(1) The privacy of citizens shall be inviolable. Everyone shall be entitled 

to protection against any illegal interference in his private or family 

affairs and against encroachments on his honor, dignity and reputation. 

(2) No one shall be followed, photographed, filmed, recorded or 

subjected to any other similar activity without his knowledge or despite 

his express disapproval, except when such actions are permitted by 

law.” Article 33 states: “(1) The home shall be inviolable. No one shall 

enter or stay inside a home without its occupant’s consent, except in the 

cases expressly stipulated by law. (2) Entry into, or staying inside, a 

home without the consent of its occupant or without the judicial 

authorities’ permission shall be allowed only for the purposes of 

preventing an immediately impending crime or a crime in progress, for 

the capture of a criminal, or in extreme necessity.” Article 34 states: “(1) 

The freedom and confidentiality of correspondence and all other 

communications shall be inviolable. (2) Exceptions to this provision shall 

be allowed only with the permission of the judicial authorities for the 

purpose of discovering or preventing a grave crime.” Article 41 states: 

“(1) Everyone shall be entitled to seek, obtain and disseminate 

information. This right shall not be exercised to the detriment of the 

rights and reputation of others, or to the detriment of national security, 

public order, public health and morality. (2) Citizens shall be entitled to 

obtain information from state bodies and agencies on any matter of 

legitimate interest to them which is not a state or other secret prescribed 

by law and does not affect the rights of others” [148]. 

 

There are currently efforts to enact comprehensive data 

protection legislation in Bulgaria. In 1996, the government began 

developing data protection legislation in preparation for integration into 

the EU Internal Market under the Treaty for Association of Bulgaria to 
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the EU. Data protection is also a key element of the information 

legislation, which is a priority in the National Assembly’s legislative 

activities. The draft Personal Data Protection Act closely follows the EU 

Data Protection Directive. It sets rules on the fair and responsible 

handling of personal information by the public and private sector. 

 

Entities collecting personal information must inform people why 

their personal information is being collected and what it is to be used for; 

allow people reasonable access to information about themselves and 

the right to correct it if it is wrong; ensure that the information is securely 

held and cannot be tampered with, stolen, or improperly used; and limit 

the use of personal information, for purposes other than the original 

purpose, without the consent of the person affected, or in certain other 

circumstances. The draft law creates a State Commission for the 

Protection of Personal Data to oversee the act. The Law for Access to 

Information to provide access to government records was enacted in 

June 2000 [149]. The law allows for access to records except in cases 

of state security or personal privacy.  

 

Bulgaria is a member of the Council of Europe and has signed 

but not ratified the Convention for the Protection of Individuals with 

Regard to Automatic Processing of Personal Data. It has signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms. 

 

 

8.2. Estonia 
 

The Constitution of the Republic of Estonia recognizes the right 

of privacy, secrecy of communications, and data protection. Article 42 

states: “No state or local government authority or their officials may 

collect or store information on the persuasions of any Estonian citizen 

against his or her free will.” Article 43 states: “Everyone shall be entitled 

to secrecy of messages transmitted by him or to him by post, telegram, 

telephone or other generally used means. Exceptions may be made on 

authorization by a court, in cases and in accordance with procedures 

determined by law in order to prevent a criminal act or for the purpose of 

establishing facts in a criminal investigation.” Article 44 (3): states, 

“Estonian citizens shall have the right to become acquainted with 

information about themselves held by state and local government 
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authorities and in state and local government archives, in accordance 

with procedures determined by law. This right may be restricted by law 

in order to protect the rights and liberties of other persons, and the 

secrecy of children’s ancestry, as well as to prevent a crime, or in the 

interests of apprehending a criminal or to clarify the truth for a court 

case” [150]. 

 

The Riigikogu – Estonia’s Parliament – enacted the Personal 

Data Protection Act in June 1996 [151]. The Act protects the 

fundamental rights and freedoms of persons with respect to the 

processing of personal data and in accordance with the right of 

individuals to obtain freely any information that is disseminated for public 

use. The Personal Data Protection Act divides personal data into two 

groups – non-sensitive and sensitive personal data. Sensitive personal 

data are data that reveal political opinions, religious or philosophical 

beliefs, ethnic or racial origin, health, sexual life, criminal convictions, 

legal punishments, and involvement in criminal proceedings. Processing 

of non-sensitive personal data is permitted without the consent of the 

respective individual if it occurs under the terms that are set out in the 

Personal Data Protection Act. Processed personal data are protected by 

organizational and technical measures that must be documented. 

 

In April 1997, the Riigikogu passed the Databases Act [152]. 

The Databases Act is a procedural law for the establishment of national 

databases. The law sets out the general principles for the maintenance 

of databases, prescribes requirements and protection measures for data 

processing, and unifies the terminology to be used in the maintenance 

of databases. 

 

Pursuant to the Databases Act, the statutes of state registers or 

databases that were created before the law took effect must be brought 

into line with the Act within two years. The Databases Act also 

mandates the establishment of a state register of databases for state 

and local government databases, as well as databases containing 

sensitive personal data that are maintained by private persons or 

organizations. The Data Protection Inspectorate is the supervisory 

authority for the Personal Data Protection Act and the Databases Act. 

The Inspectorate, a division of the Ministry of Internal Affairs, monitors 

compliance, issues licenses, takes complaints, and settles disputes. 

The agency can conduct investigations and demand documents, impose 
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fines, and impose administrative sanctions [153]. Data processing 

organizations must register the processing of sensitive personal data 

with the data protection supervision authority. The Digital Signatures Act 

was approved in March 2000 [154]. 

 

Estonia is a member of the Council of Europe and signed the 

Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data. Estonia has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. 

 

 

8.3. Greenland 
 

The original unamended Danish Public and Private Registers 

Acts [73, 74] continue to apply within Greenland, a self-governing 

territory. The amendments that brought Denmark into compliance with 

the Council of Europe's Convention do not apply to Greenland. 

Greenland is not part of the European Union and therefore has not 

adopted the EU Privacy Directive. Greenland's data protection 

requirements are much less stringent than those of Denmark and the 

other nations of the EU. 

 

 

8.4. Hungary 
 

Article 59 of the Constitution of the Republic of Hungary reads, 

“Everyone in the Republic of Hungary shall have the right to good 

reputation, the inviolability of the privacy of his home and 

correspondence, and the protection of his personal data” [155]. In 1991, 

the Supreme Court ruled that a law creating a multi-use personal 

identification number violated the constitutional right of privacy [156]. 

 

In 1992 an act was enacted on the Protection of Personal Data 

and Disclosure of Data of Public Interest. This Act covers the collection 

and use of personal information in both the public sector and private 

sector [157]. It is a combined Data Protection and Freedom of 

Information Act. Its basic principle is informational self-determination. As 

Hungary is an applicant for EU membership only minor changes are 

required to make the Act compliant with the EU Directive. In June 1999, 
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the Parliament amended the Act to treat data controllers and data 

processors differently to make it more consistent with the EU Directive 

[158].  

 

The Parliamentary Commissioner for Data Protection and 

Freedom of Information oversees the 1992 Act [159]. Besides acting as 

an ombudsman for both data protection and freedom of information, the 

Commissioner’s tasks include maintaining the Data Protection Register 

and providing opinions on related draft legislation, as well as each 

category of official secrets. Under the Secrecy Act of 1995, the 

Commissioner is entitled to change the classification of state and official 

secrets as well. The Commission has been very active reviewing cases 

involving personal information. 

 

Many laws contain rules for handling personal data, including 

addresses [160], universal identifiers [161], medical information [162], 

public records [163], and telecommunications [164]. The Direct 

Marketing Act provides for opt-out, but only for name and address 

information [165]. There is no sectoral legislation covering the Internet. 

 

Hungary is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data. It has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data.   

 

 

8.5. Iceland 
 

Section 72 of the Constitution of Iceland states: “The dwelling 

shall be inviolable. House searching, seizure, and examination of letters 

and other papers as well as any breach of the secrecy to be observed in 

postal, telegraph, and telephone matters shall take place only under a 

judicial order unless particular exception is warranted by Statute [166]. 

 

The Act on Protection of Individuals with regard to the 

Processing of Personal Data regulates the processing of personal 
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information for government agencies and corporations enacted to 

ensure compliance with the EU Directive [167]. The Act covers both 

automated and manual processing of personal information. It also 

covers video surveillance and limits the use of National Identification 

Numbers. The Statistical Bureau of Iceland shall maintain a registry of 

individuals not willing to allow the use of their names in product 

marketing. It replaces the 1989 Act on the Registration and Handling on 

Personal Data [168]. The Act is enforced by the Icelandic Data 

Protection Commission (Datatilsynet). The Commission maintains the 

registry of activities and can investigate and issue rulings. It can also 

impose fines for non-compliance and can seek criminal sanctions. The 

Authority can also prohibit or mandate the use of the National 

Identification Numbers. 

 

In December 1998, the Parliament approved a bill to create a 

nationwide centralized health database to be used for genetic research 

[169]. The Government gave an exclusive 12-year license for the 

database to the American biotechnology company deCODE Genetics, 

which will create a nationwide genetic database of the entire Icelandic 

population based on 30 years of patients’ records. Patients were 

originally required to opt out of the database by June 1999. After that 

date, their information could not be removed. Pressed by criticism from 

the EU, the Government enacted the Act on Biobanks on 13 May 2000 

[170]. The act sets rules for the “collection, keeping, handling and 

utilization of biological samples from human beings” to ensure 

confidentiality and prohibit discrimination. The Act requires informed 

consent from the person for the collection of samples. However, under 

the Act “if samples have been collected for the purpose of clinical tests 

or treatment, the consent of the patient may be assumed for the storage 

of the biological sample in a biobank,” if the doctor gives general 

information to the patient.  

 

The Freedom of Information Act of 1996 (Upplysingalög) 

governs the release of records [171]. Under the Act, individuals 

including non-residents and legal entities, have a legal right to 

documents without having to show a reason for the document. There 

are exceptions for national security, commercial, and personal 

information. 
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Iceland is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and has signed and ratified 

the European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data. Iceland is not an EU member state but has been granted 

associate status. 

 

 

8.6. Latvia 
 

Freedom of expression is granted by the Satversme 

(Constitution of Latvia). Article 17 of the Constitutional Law on Rights 

and Obligations of a Citizen and a Person states: “(1) The State 

guarantees the confidentiality of correspondence, telephone 

conversations, telegraph and other communications. (2) These rights 

may be restricted by a judge’s order for the investigation of serious 

crimes” [172]. 

 

Privacy, data protection, and consumer protection are covered 

by a draft law on Personal Data Protection, which has passed the 

second reading in the Saeima (Parliament), and the law on Consumer 

Protection is in effect as of March 1999 [173]. Electronic protection, 

legal protection and security (encryption, electronic commerce) have not 

been thus far addressed by legislative acts. The Law on Freedom of 

Information is in effect as of October 1998 [174]. The Law requires 

information of Government bodies and local governments to be freely 

accessible unless it is in conflict with other law. 

 

The Law on Personal Data Protection was adopted by the 

Parliament on 23 March 2000. The law is based on the EU Data 

Directive and the Council of Europe Convention No. 108. The bill will 

also create a Data Protection Inspectorate. The approval follows several 

years of EU pressure to adopt the law.  

 

Latvia is a member of the Council of Europe and signed the 

Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data and has signed and ratified the European 
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Convention for the Protection of Human Rights and Fundamental 

Freedoms. 

 

 

8.7. Lithuania 
 

Article 22 of the Constitution states: “The private life of an 

individual shall be inviolable. Personal correspondence, telephone 

conversations, telegraph messages, and other intercommunications 

shall be inviolable. Information concerning the private life of an individual 

may be collected only upon a justified court order and in accordance 

with the law. The law and the court shall protect individuals from 

arbitrary or unlawful interference in their private or family life, and from 

encroachment upon their honor and dignity” [175]. 

 

Lithuania enacted its Law on Legal Protection of Personal Data 

in 1996 [176] and amended it in March 1998 to extend it to 

computerized information held by the private sector [177]. The Law 

regulates the processing of all types of personal data, not just in state 

information systems. It defines the time and the general means of 

protecting personal data and sets rights of access and correction. It also 

sets rules on the collecting, processing, transferring, and using of data. 

The Administrative Code defines various monetary penalties in cases of 

the infringement of the processing and use of data. 

 

There is also a Law on Public Registers [178] that governs the 

use and legitimacy of state data registers that contain person-identifiable 

information. The law also mandates that data registers may only be 

erased or destroyed in cooperation with the State Data Protection 

Inspectorate. The Parliament is reviewing extensive amendments to the 

law [179]. The amendments would ensure the law’s compliance with the 

EU Directives on Data Protection and Telecommunications. It will cover 

not just the processing of personal information by computers, but also 

by other means. It also adopts the Council of Europe recommendations 

on direct marketing, healthcare, science research, telecommunications, 

and statistics. 

  

The State Data Protection Inspectorate was established in 1996 

to enforce the provisions of the Law on Legal Protection of Personal 

Data and the Law on State Registers [180, 181]. It registers data 
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controllers, supervises processing, handles appeals for denial of access 

to records, and approves transborder data flows. There are specific 

privacy protections in laws relating to telecommunications [182], 

statistics [183], the population register [184], and health information 

[185]. The 1996 Law on the Provision of Information to the Public 

provides for a limited right of access to official documents and to 

documents held by political parties, political and public organizations, 

trade unions and other entities [186]. A more comprehensive law on the 

Right to Receive Information from the State and Municipal Institutions 

drafted by the Lithuanian Center for Human Rights is currently being 

reviewed by the Parliament. 

 

Lithuania is in the process of preparing for membership in the 

EU and has a National Program for the Adoption of EU Regulations. It is 

a member of the Council of Europe but has not yet signed and ratified 

the Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data. It has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. 

 

 

8.8. Norway 
 

There is no provision in the Norwegian Constitution of 1814 

dealing specifically with the protection of privacy [187]. The closest 

provision is Section 102, which prohibits searches of private homes 

except in “criminal cases.” More generally, Section 110c of the 

Constitution places state authorities under an express duty to “respect 

and secure human rights.” The Norwegian Supreme Court has held that 

there exists in Norwegian law a general legal protection of “personality” 

which embraces a right to privacy. This protection of personality exists 

independently of statutory authority but helps form the basis of the latter, 

including data protection legislation, and can be applied by the courts on 

a case-by-case basis. 

 

The Personal Data Registers Act of 2000 was approved on April 

2000 [188]. It is designed to update Norwegian law and closely follows 

the EU Directive, even though Norway is not a member of the EU. The 

new law also sets specific rules on video surveillance and biometrics. It 

replaces the Personal Data Registers Act of 1978 [189]. 
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The Data Inspectorate (Datatilsynet) is an independent 

administration body set up under the Ministry of Justice in 1980. The 

Inspectorate accepts applications for licenses for data registers and 

evaluates the licenses, enforces the privacy laws and regulations, and 

provides information. The Inspectorate can conduct inspections and 

impose sanctions [190]. 

 

The Telecommunications Act imposes a duty of confidentiality 

on telecommunications providers [191]. A large number of other pieces 

of legislation contain provisions relevant to privacy and data protection. 

These include the Administrative Procedures Act of 1967 and the 

Criminal Code of 1902. The Freedom of Information Act regulates public 

access to documents in the public administration and to government 

records [192]. Under the Act, there is a broad right of access to records. 

 

Norway is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and has signed and ratified 

the European Convention for the Protection of Human Rights and 

Fundamental Freedoms. It is a member of the Organization for 

Economic Cooperation and Development and has adopted the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 

Personal Data. Norway is a party to the 1992 Agreement on the 

European Economic Area (EEA). As such, it is required to comply with 

the EU Directive before it is formally incorporated into the EEA. 

 

 

8.9. Poland 
 

The Polish Constitution recognizes the rights of privacy and 

data protection. Article 47 states: “Everyone shall have the right to legal 

protection of his private and family life, of his honor and good reputation 

and to make decisions about his personal life.” Article 51 states: “(1) No 

one may be obliged, except on the basis of statute, to disclose 

information concerning his person. (2) Public authorities shall not 

acquire, collect nor make accessible information on citizens other than 

that which is necessary in a democratic state ruled by law. (3) Everyone 

shall have a right of access to official documents and data collections 

concerning him/herself. Limitations upon such rights may be established 
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by statute. (4) Everyone shall have the right to demand the correction or 

deletion of untrue or incomplete information, or information acquired by 

means contrary to statute. (5) Principles and procedures for collection of 

and access to information shall be specified by statute” [193]. 

 

The Law on the Protection of Personal Data Protection was 

approved in October 1997 and took effect in April 1998 [194]. The law is 

based on the European Union Data Protection Directive. Under the Law, 

personal information may be processed only with the consent of the 

individual. Everyone has the right to verify his or her personal records 

held by government agencies or private companies. Every citizen has 

the right to be informed whether such databases exist and who 

administers them; queries should be answered within thirty days. Upon 

finding out that data are incorrect, inaccurate, outdated or collected in a 

way that constitutes a violation of the Act, citizens have the right to 

request that the data be corrected, filled in or withheld from processing. 

Personal information cannot generally be transferred outside of Poland 

unless the country has “comparable” protections. A 1998 regulation from 

the Minister of Internal Affairs and Administration sets out standards for 

the security of information systems that contain personal information. 

 

The Act is enforced by the Bureau of Inspector General for the 

Protection of Personal Data [195]. The Bureau maintains a register of 

data files and can make checks on the basis of a complaint or by 

random inspections. The Bureau is also responsible for registering 

databases. An inspector has the right to access data, check data 

transfer and security systems, and determine whether the information 

gathered is appropriate for the purpose that it is supposed to serve. The 

office monitors the activities of all central government, local government 

and private institutions, individuals, and corporations. 

 

Poland enacted the Classified Information Protection Act in 

January 1999 as a condition to entering NATO [196]. The Act covers 

classified information or information collected by government agencies 

whose disclosure “might damage interests of the state, public interests, 

or lawfully protected interests of citizens or of an organization.”  

 

Poland is a member of the Council of Europe and signed the 

Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data but has not yet ratified it. Poland has 
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signed and ratified the European Convention for the Protection of 

Human Rights and Fundamental Freedoms. Poland is a member of the 

Organization for Economic Cooperation and Development and has 

adopted the OECD Guidelines on the Protection of Privacy and 

Transborder Flows of Personal Data.   

 

 

8.10. Russia 
 

The Constitution of the Russian Federation recognizes rights of 

privacy, data protection and secrecy of communications. Article 23 

states: “(1) Everyone shall have the right to privacy, to personal and 

family secrets, and to protection of one’s honor and good name. (2) 

Everyone shall have the right to privacy of correspondence, telephone 

communications, mail, cables and other communications. Any restriction 

of this right shall be allowed only under an order of a court of law.” 

Article 24 states: “(1) It shall be forbidden to gather, store, use and 

disseminate information on the private life of any person without his/her 

consent. (2) The bodies of state authority and the bodies of local self-

government and the officials thereof shall provide to each citizen access 

to any documents and materials directly affecting his/her rights and 

liberties unless otherwise stipulated under the law.” Article 25 states: 

“The home shall be inviolable. No one shall have the right to enter the 

home against the will of persons residing in it except in cases stipulated 

by the federal law or under an order of a court of law” [197].  

 

In 1985, the Duma approved the Law of the Russian Federation 

on Information, Informatization, and Information Protection [198]. The 

law covers both the government and private sectors and licenses the 

processing of personal information by the private sector. It imposes a 

code of fair information practices on the processing of personal 

information. It prohibits the use of personal information to “inflict 

economic or moral damage on citizens.” The use of sensitive 

information  such as social origin, race, nationality, language, religion, or 

party membership is also prohibited. Citizens and organizations have 

the right of access to the documented information about them, to correct 

it and supplement it. 

 

The Law of the Russian Federation on Information, 

Informatization, and Information Protection also serves as a Freedom of 
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Information law. The law specifies that responsibility for data protection 

rests with the data controllers. The law is overseen by the Committee of 

the State Duma on Information and Informatization and the State 

Committee on Information and Informatization under the Russian 

President Authority. The scope of the law is generally limited. 

 

A more broad bill entitled “Federal Law on the Right to Access 

Information” is currently pending in the Duma. The Duma is reviewing 

the Law on Information of Personal Character bill to update the 1995 act 

to make it more compliant with the Council of Europe’s Convention 108 

and the EU Directive. The bill creates a presumption that information is 

“available and open,” “reliable and complete,” and “must be timely 

disclosed.” Agencies must respond within thirty days. Information can be 

withheld if it is a “national, commercial, official, professional or banking 

secret” or related to a “valid investigation and fact-finding proceedings.” 

If information is withheld, the person can appeal to the agency, then to a 

court and the Human Rights Ombudsman.  

 

Secrecy of communications is protected by the 1995 

Communications Act. The tapping of telephone conversations, scrutiny 

of electronic-communications messages, delay, inspection and seizure 

of postal mailings and documentary correspondence, receipt of 

information therein, and other restriction of communications secrets are 

allowed only on the basis of a court order [199]. There are also privacy 

protections in the Civil Code [200] and the Criminal Code [201].  

 

Russia is a member of the Council of Europe but has not signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data. Russia signed and ratified 

the European Convention for the Protection of Human Rights and 

Fundamental Freedoms. 

 

 

8.11. Slovakia 
 

The 1992 Constitution of the Slovak Republic provides for 

protections for privacy, data protection, and secrecy of communications. 

Article 16 states: “(1) The inviolability of the person and its privacy is 

guaranteed. It can be limited only in cases defined by law.” Article 19 

states: “(1) Everyone has the right to the preservation of his human 
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dignity and personal honor, and the protection of his good name. (2) 

Everyone has the right to protection against unwarranted interference in 

his private and family life. (3) Everyone has the right to protection 

against the unwarranted collection, publication, or other illicit use of his 

personal data.” Article 22 states: “(1) The privacy of correspondence 

and secrecy of mailed messages and other written documents and the 

protection of personal data are guaranteed. (2) No one must violate the 

privacy of correspondence and the secrecy of other written documents 

and records, whether they are kept in private or sent by mail or in 

another way, with the exception of cases to be set out in a law. Equally 

guaranteed is the secrecy of messages conveyed by telephone, 

telegraph, or other similar means” [202].  

 

The Act on Protection of Personal Data in Information Systems 

was approved in February 1998 and went into effect in March 1998 

[203, 204]. The Act replaces the previous 1992 Czechoslovakian 

legislation on the protection of personal data [205]. The new act closely 

follows the EU Data Protection Directive and limits the collection, 

disclosure, and use of personal information by government agencies 

and private enterprises in either electronic or manual form. It creates 

duties of access, accuracy, and correction, security, and confidentiality 

on the data processor. Processing of information on racial, ethnic, 

political opinions, religion, philosophical beliefs, trade union 

membership, health, and sexuality is forbidden. Transfers to other 

countries are limited unless the country has “adequate” protection. All 

systems are required to be registered with the Statistical Office of the 

Slovak Republic [206]. The Act creates a new office for a Commissioner 

for the Protection of Personal Data in Information Systems who will 

supervise and enforce the Act. The Commission monitors the protection 

of personal data in information systems and their registration, inspects 

the processing of personal data in information systems, receives and 

handles complaints concerning the violation of personal data protection 

in information systems, and initiates corrective actions whenever a 

breach of legal obligations is ascertained. The Commission has an 

Inspection Unit for Personal Data Protection, which carries out 

supervision of tasks. There are also other legal protections. Article 11 of 

the Civil Code states: “Everyone shall have the right to be free from 

unjustified interference in his or her privacy and family life.” There are 

also computer-related offenses linked with the protection of a person, 

like the unjustified treatment of a personal data. 
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The Act on Free Access to Information was approved by the 

Parliament in May 2000 [207]. It sets broad rules on disclosure of 

information held by the government. There are limitations on information 

that is classified, a trade secret, would violate privacy, was obtained 

“from a person not required by law to provide information, who upon 

notification of the Obligee instructed the Obligee in writing not to 

disclose information,” or “concerns the decision-making power of the 

courts and law enforcement bodies.” Appeals are made to higher 

agencies and can be reviewed by a court. There are separate 

requirements for disclosure of environmental information that covers 

private organizations. It became effective 1 January 2001.  

 

Slovakia is a member of the Council of Europe and signed the 

Convention for the Protection of Individuals with Regard to Automatic 

Processing of Personal Data in April 2000. It has signed and ratified the 

European Convention for the Protection of Human Rights and 

Fundamental Freedoms. 

 

 

8.12. Slovenia 
 

The 1991 Constitution of the Republic of Slovenia recognizes 

many privacy rights. Article 35 on the Protection of the Right to Privacy 

and of Personal Rights states: “The physical and mental integrity of 

each person shall be guaranteed, as shall be his right to privacy and his 

other personal rights.” Article 37 on the Protection of Privacy of Post and 

Other Means of Communication states: “The privacy of the post and of 

other means of communication shall be guaranteed. In accordance with 

statute, a court may authorize action infringing on the privacy of the post 

or of other means of communication, or on the inviolability of individual 

privacy, where such actions are deemed necessary for the institution or 

continuance of criminal proceedings or for reasons of national security.” 

Article 38 on the Protection of Personal Data states: “The protection of 

personal data relating to an individual shall be guaranteed. Any use of 

personal data shall be forbidden where that use conflicts with the 

original purpose for which it was collected. The collection, processing 

and the end-use of such data, as well as the supervision and protection 

of the confidentiality of such data, shall be regulated by statute. Each 

person has the right to be informed of the personal data relating to him 
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which has been collected and has the right to legal remedy in the event 

of any misuse of same” [208]. 

 

A new Law on Personal Data Protection [209] went into effect in 

August 1999 and is based on the EU Data Protection Directive and the 

Community of Europe Convention ETS No. 108 [55]. The 

implementation of the law will create an “Inspectorate” to supervise and 

enforce dispositions. The previous law [210] had limited oversight of 

personal data protection practices. The Law on National Statistics 

regulates the privacy of information collected for statistical purposes 

[211]. The Law on Telecommunications [212] requires 

telecommunications service providers to “guarantee the confidentiality of 

transmitted messages and of personal and non-personal data known 

only to them”, however, privacy and data protection in 

telecommunications and Internet are treated rather inconsistently. The 

Electronic Commerce and Electronic Signature Act was approved in 

June 2000 [213]. A Law on Databases in the Healthcare Sector is being 

discussed at the National Assembly. 

 

Slovenia is a member of the Council of Europe and has signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and has also signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms. 

 

 

8.13. Switzerland 
 

Article 36(4) of the 1874 Swiss Confederation Constitution 

already guaranteed “the inviolability of the secrecy of letters and 

telegrams” [214]. This Constitution was replaced by public referendum 

in April 1999 and the new constitution, which entered into force on 1 

January 2000, greatly expanded the older privacy protection provision. 

Article 13 of the Constitution now states: “All persons have the right to 

receive respect for their private and family life, home, mail and 

telecommunications. All persons have the right to be protected against 

abuse of their personal data” [215]. 

 

The Federal Act of Data Protection of 1992 regulates personal 

information held by government and private bodies [216]. The Act 
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requires that information must be legally and fairly collected and places 

limits on its use and disclosure to third parties. Private companies must 

register if they regularly process sensitive data or transfer the data to 

third parties. Transfers to other nations must be registered and the 

recipient nation must have equivalent laws. Individuals have a right of 

access to correct inaccurate information. Federal agencies must register 

their databases. There are criminal penalties for violations. There are 

also separate data protection acts for the Cantons (states). In June 

1999, the European Union Data Protection Working Party determined 

that Swiss law was adequate under the EU Directive [217]. In July 2000, 

the European Commission formally adopted this position, thereby 

approving all future transfers of all personal data transfers to 

Switzerland. 

 

The 1992 Act created a Federal Data Protection Commission 

[218]. The Commission maintains and publishes the Register for Data 

Files, supervises federal government and private bodies, provides 

advice, issues recommendations and reports, and conducts 

investigations. The Commissioner also consults with the private sector. 

Its most recent report recommended improvements in 

telecommunications privacy, controls on workplace monitoring, legal 

limitations on DNA databases, the development of strong privacy-

enhancing technologies, and greater consumer protections in the areas 

of unwanted telemarketing, Caller-ID, spamming, online profiling, and 

data mining. It also recommended increased cooperation at the 

international level to protect privacy and the introduction of legislation, 

similar to that in Germany, providing an explicit right to anonymity. 

Telecommunications are governed by the Penal Code and Penal 

Procedure Code amended by the 1997 Telecommunication Act that 

came into effect on 1 January 1998 [219].  

 

Besides the Data Protection Act, there are also legal protections 

for privacy in the Civil Code [220] and Penal Code [221], and special 

rules relating to the protection of workers’ privacy from surveillance, 

telecommunications information [222], healthcare statistics [223], 

professional confidentiality including medical and legal information, 

medical research [224], police files [225, 226, 227], and identity cards 

[228].  
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Switzerland is a member of the Council of Europe and signed 

and ratified the Convention for the Protection of Individuals with Regard 

to Automatic Processing of Personal Data and the European 

Convention for the Protection of Human Rights and Fundamental 

Freedoms. Switzerland is a member of the Organization for Economic 

Cooperation and Development and has adopted the OECD Guidelines 

on the Protection of Privacy and Transborder Flows of Personal Data. 

Switzerland is not an EU member state but has been granted associate 

status.   

 

 

8.14. Turkey 
 

Section Five of the 1982 Turkish Constitution is entitled “Privacy 

and Protection of Private Life” [291]. Article 20 of the Turkish 

Constitution deals with “Privacy of the Individual’s Life,” and it states: 

“Everyone has the right to demand respect for his private and family life. 

Privacy of individual and family life cannot be violated. Exceptions 

necessitated by judiciary investigation and prosecution are reserved. 

Unless there exists a decision duly passed by a judge in cases explicitly 

defined by law, and unless there exists an order of an agency authorized 

by law in cases where delay is deemed prejudicial, neither the person 

nor the private papers, nor belongings of an individual shall be searched 

nor shall they be seized.” Article 22 states: “Secrecy of communication 

is fundamental. Communication shall not be impeded nor its secrecy be 

violated, unless there exists a decision duly passed by a judge in cases 

explicitly defined by law, and unless there exists an order of an agency 

authorized by law in cases where delay is deemed prejudicial. Public 

establishments or institutions where exceptions to the above may be 

applied will be defined by law.”  

 

The Turkish Ministry of Justice as of the summer of 2000 has 

been working on the draft of legislation addressing the protection of 

personal data. A working group was established to draft a Turkish Data 

Protection law based on proposals discussed within the May 1998 E-

Commerce Laws Working Party Report [292]. The proposed law 

emphasizes both the importance of facilitating the collection and 

processing of personal data and the protection of personal data of 

individuals in the information age. There is no criminal liability for such 
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violations of personal rights and currently there is no protection for 

personal data under the Turkish Criminal Code.  

 

Turkey is a member of the Council of Europe and has accepted 

the Council’s monitoring mechanism. It signed the Convention for the 

Protection of Individuals with Regard to Automatic Processing of 

Personal Data in 1981 but has not ratified the act. It has signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms. Turkey has also been a member of the 

Organization for Economic Cooperation and Development since 1961. 

 

 

8.15. Ukraine 
 

The Constitution of the Republic of Ukraine guarantees the right 

of privacy and data protection [229]. Article 31 states: “Everyone is 

guaranteed privacy of mail, telephone conversations, telegraph and 

other correspondence. Exceptions shall be established only by a court in 

cases envisaged by law, with the purpose of preventing crime or 

ascertaining the truth in the course of the investigation of a criminal 

case, if it is not possible to obtain information by other means.” Article 

32 states: “No one shall be subject to interference in his or her personal 

and family life, except in cases envisaged by the Constitution of Ukraine. 

The collection, storage, use and dissemination of confidential 

information about a person without his or her consent shall not be 

permitted, except in cases determined by law, and only in the interests 

of national security, economic welfare and human rights. Every citizen 

has the right to examine information about himself or herself, that is not 

a state secret or other secret protected by law, at the bodies of state 

power, bodies of local self-government, institutions and organizations. 

Everyone is guaranteed judicial protection of the right to rectify incorrect 

information about himself or herself and members of his or her family, 

and of the right to demand that any type of information be expunged, 

and also the right to compensation for material and moral damages 

inflicted by the collection, storage, use and dissemination of such 

incorrect information.” There is also a limited right of freedom of 

information. Article 50 states: “Everyone is guaranteed the right of free 

access to information about the environmental situation, the quality of 

food and consumer goods, and also the right to disseminate such 

information. No one shall make such information secret.” 
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The Act “On Information” defines only general principles of 

citizens’ access to information personally related to them. Article 9 

provides individuals with access to information concerning them. 

Exceptions are to be defined by Law. Article 23 of the Statute prohibits 

collection of personal data without consent of the data subject, and 

provides the right to know about data collection [230]. The Constitutional 

Court of Ukraine ruled in October 1997 that Article 23 prohibited not only 

the collection of information, but also the storage, use and dissemination 

of confidential personal information without the consent of the individual 

[231]. There are exceptions for national security, economic wellbeing, 

and information that would affect another’s rights and freedoms. 

Confidential information includes, in particular, information about a 

person such as education, marital status, state of health, date and place 

of birth, property status, and other personal details. 

 

The 1992 Act on Information provides a right of access to 

government records. Article 21 sets out methods for making official 

information public, including disclosing it to interested persons orally, in 

writing, or in other ways. Article 29 of the Statute prohibits the limitation 

of the right to obtain non-covert information. Article 37 sets out a long 

list of exceptions. The author of a rejected or postponed request has a 

right to appeal against the decision to a higher echelon or court (Article 

34). 

 

Currently there is an effort to enact a broader data protection 

act. The draft bill on Data Protection prepared by State Committee of 

Communications and Computerization was introduced to the Cabinet of 

Ministers and is loosely based on the Council of Europe Convention No. 

108 and the State of Hesse’s (Germany) 1970 data protection act and 

focuses on property rights for privacy control. The original drafts 

proposed the establishment of a Data Protection Ombudsman but the 

most recent draft leaves out the office because of opposition by the 

State Security Service and Ministry of Justice. There are a number of 

other laws that control personal information [232]. There are laws 

relating to tax information, social insurance, domicile registration, 

retirement insurance, unemployment insurance, criminal investigations, 

juvenile records, former prisoners, military service records, medical 

records [233], and HIV records [234]. 
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Ukraine is a member of the Council of Europe but has not 

signed or ratified the Convention for the Protection of Individuals with 

Regard to Automatic Processing of Personal Data. It has signed and 

ratified the European Convention for the Protection of Human Rights 

and Fundamental Freedoms.  
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9. Review of Regulatory Responses: 
         National Initiatives in the Americas 

 

 

9.1. Argentina 
 

Articles 18 and 19 of the Argentine Constitution provide: "The 

home is inviolable as is personal correspondence and private papers; 

the law will determine what cases and what justifications may be 

relevant to their search or confiscation. The private actions of men that 

in no way offend order nor public morals, nor prejudice a third party, are 

reserved only to God’s judgment, and are free from judicial authority. No 

inhabitant of the Nation will be obligated to do that which is not required 

by law, nor be deprived of what is not prohibited." Article 43, enacted in 

1994, provides a right of habeas data: "Every person may file an action 

to obtain knowledge of the data about them and its purpose, whether 

contained in public or private registries or databases intended to provide 

information; and in the case of false data or discrimination, to suppress, 

rectify, make confidential, or update the data. The privacy of news 

information sources may not be affected" [235]. 

 

In 1994, Argentina adopted the American Convention on 

Human Rights into domestic law. The Argentine Supreme Court has 

used international human law to determine domestic cases. In 

November 1998 the Senate approved a Law for the Protection of 

Personal Data [236]. It is in conformance with Article 43 of the 

Constitution and based on the European Union Data Protection 

Directive. The bill covers electronic and manual records. It requires 

express consent before information can be collected, stored, processed, 

or transferred. Collection of sensitive data is given additional protections 

and is prohibited unless authorized by law. International transfer of 

personal information is prohibited to countries without adequate 

protection. Individuals have an express right to access information about 

themselves held by government or private entities. The bill sets up an 

independent commission within the Ministry of Justice to enforce the 

law. The U.S. Direct Marketing Association launched a lobbying effort 

against the bill in December 1998 urging Argentinean companies to 

oppose the efforts to enact the law.  
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Under the Code of Penal Procedure, "A judge may arrange, for 

the purposes of building a case, the intervention of telephone 

communications or whatever other means of communication" [237]. The 

Civil Code does not mention electronic communications, nor does the 

Penal Code provide penalties for such privacy violations.  

 

In November 1998, the City of Buenos Aires approved a law on 

access to information. The law gives all persons the right to ask for and 

to receive information held by the local authorities and the right of 

judicial review of data held in databases. Individuals have the right under 

habeas data to update, rectify, make confidential, or suppress 

information [238]. 

 

 

9.2. Brazil 
 

Article 5 of the 1988 Constitution of Brazil provides, in part: “(10) 

The privacy, private life, honor, and image of persons are inviolable, and 

the right to compensation for property or moral damages resulting from 

the violation thereof is ensured; (11) The home is the inviolable asylum 

of the individual, and no one may enter it without the dweller's consent, 

save in the case of in flagrante delicto or disaster, or to give help, or, 

during the day, by court order; (12) The secrecy of correspondence and 

of telegraphic, data and telephone communications is inviolable, except, 

in the latter case, by court order, in the events and in the manner 

established by the law for purposes of criminal investigation or criminal 

procedural discovery; (14) Access to information is ensured to everyone 

and confidentiality of the source is protected whenever necessary for the 

professional activity” [239]. 

  

The Informatics Law of 1984 protects the confidentiality of 

stored, processed, and disclosed data, and the privacy and security of 

physical, legal, public, and private entities [240]. Citizens are entitled to 

access and correct their personal information recorded in private or 

public databases. 

 

The 1990 Code of Consumer Protection and Defense [241] 

allows all consumers to "access any information derived from personal 

and consumer data stored in files, archives, registries, and databases, 
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as well as to access their respective sources. Consumer files and data 

shall be objective, clear, true, and written in a manner easily understood, 

and shall not contain derogatory information for a period over five years. 

Whenever consumers find incorrect data and files concerning their 

person, they are entitled to require immediate correction, and the 

archivist shall communicate the due alterations to the incorrect 

information within five days. Consumer databases and registries, credit 

protection services, and similar institutions are considered entities of 

public nature. Once the consumer has settled his/her debts, Credit 

Protection Services shall not provide any information which may prevent 

or hinder further access to credit for this consumer." Brazil signed the 

American Convention on Human Rights on 25 September 1992.  

 

A bill promoting the privacy of personal data in conformance 

with the OECD guidelines, to affect both public and private sector 

databases, was proposed in the Senate in 1996 and has yet to be voted 

on by the Federal Senate. The Bill provides that, "No personal data nor 

information shall be disclosed, communicated, or transmitted for 

purposes different than those that led to structuring such data registry or 

database, without express authorization of the owner, except in case of 

a court order, and for purposes of a criminal investigation or legal 

proceedings. It is forbidden to gather, register, archive, process, and 

transmit personal data referring to: ethnic origin, political or religious 

beliefs, physical or mental health, sexual life, police or penal records, 

family issues, except family relationship, civil status, and marriage 

system. Every citizen is entitled to, without any charge, access his/her 

personal data, stored in data registries or databases, and correct, 

supplement, or eliminate such data, and be informed by data registry or 

database managers of the existence of data regarding his/her person" 

[242].  

 

On April 2001 the Constitution and Justice Committee of the 

Brazilian House of Representatives approved the Bill of Law No. 

3173/97, which sets forth general provisions regarding public and 

private documents produced and recorded by electronic means, 

including its authenticity and their use as evidence in court. 

 

On 26 March 2001 the Regional Council of Medicine of the 

State of São Paulo (CREMESP) published a number of ethics guidelines 

concerning healthcare-related websites. The guidelines consider any 
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website that allows the purchase of medicine without prescription to be 

offensive to medical ethics. In order to protect the privacy of personal 

and health data of patients, the guidelines require website owners to 

inform users about the website's storage mechanisms and security, as 

well as to allow users to access their own files and cancel or update 

them. 

 

The Brazilian government is working towards the 

implementation of a national health card, on which healthcare 

professionals would log patient information. As part of the endeavor, 

some institutions are seeking to use computerized patient records, 

though the drafting of standards to govern the technology utilized in 

such systems is just beginning [243]. As in many countries, defining a 

common set of data elements is often one of the initial steps in such a 

process and some institutions in Brazil have reportedly developed the 

first stages of the application. 

 

 

9.3. Canada 
 

There is no explicit right to privacy in Canada’s Constitution and 

Charter of Rights and Freedoms [244]. However, in interpreting Section 

8 of the Charter, which grants the right to be secure against 

unreasonable search or seizure, Canada’s courts have recognized an 

individual’s right to a reasonable expectation of privacy. 

 

Canada has been very active in the area of privacy, 

confidentiality and the regulation of health information. A Charter of 

Privacy Rights [245] was proposed to the Parliament in March 2000. 

The Charter would create a broad constitutional right of privacy for all 

Canadians in all spheres and prevail over acts of Parliament. Under the 

proposed bill, every individual would be given the right to privacy. This 

right would include, but not be limited to, personal privacy, which 

includes physical and psychological privacy; privacy of space, which 

includes freedom from surveillance; privacy of communication, which 

includes freedom from monitoring and interception; and privacy of 

information, which includes freedom from collection, use, and disclosure 

of their personal information by others. Any interference with an 

individual’s privacy would be an infringement of the individuals right to 

privacy unless the interference is reasonably justified, and unless it is 
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impossible or inappropriate to do so, the individual’s informed consent 

has been obtained. A four-part test is proposed to determine if 

interferences are reasonably justified. The only permissible 

interferences would be: (1) where lawful; (2) where necessary to 

achieve a compelling societal interest that warrants limiting an 

individual’s privacy; (3) where no other lesser measure will accomplish 

this objective; and (4) where both the importance of the objective and 

the beneficial effects of the interference outweigh the privacy loss. 

 

In April 2000, the Federal Parliament approved Bill C-6, the 

Personal Information Protection and Electronic Documents Act [246]. 

The Act adopts the CSA International Privacy Code, now a national 

standard (CAN/CSA-Q830-96), into law for enterprises that process 

personal information “in the course of a commercial activity,” and for 

federally regulated employers with respect to their employees. It does 

not apply to information collected for personal, journalistic, artistic, 

literary, or non-commercial purposes. The measure is significant not 

only because it addresses a wide spectrum of electronic commerce, but 

also because it speaks to the definition of “personal health information” 

and how such data are to be treated. In relevant part, it states that 

“personal health information,” with respect to an individual, whether 

living or deceased, means: 

 

 Information concerning the physical or mental health of the 

individual; 

 

 Information concerning any health service provided to the 

individual; 

 

 Information concerning the donation by the individual of any 

body part or any bodily substance of the individual or 

information derived from the testing or examination of a 

body part or bodily substance of the individual; 

 

 Information that is collected in the course of providing health 

services to an individual; or 

 

 Information that is collected incidentally to the provision of 

health services to the individual. 
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By contrast, “personal information” is much broader and is 

defined as “information about an identifiable individual, but does not 

include the name, title, or business address or telephone number of an 

employee of an organization.” The law is rather comprehensive and 

deals with how various categories of information can be collected, used, 

and disclosed. In some situations, information can be collected, used, 

and disclosed without an individual’s knowledge or consent so long as 

certain conditions are met. Record retention, the refusal of information 

access, and the resolution of disputes are all dealt with to some degree. 

 

The law went into effect for companies that are under federal 

regulation, such as banks, telecommunications, transportation, and 

businesses that trade data interprovincially and internationally in January 

2001, except with respect to medical records, which are exempted from 

the new law until 2002, although most medical records, however, fall 

under provincial jurisdiction. In three years, the Act will cover provincially 

regulated sectors unless the province enacts “substantially similar” laws, 

such as Quebéc’s law.  The scope of the act is still limited. Still missing 

is an adequate legal regime covering such things as video surveillance, 

physical privacy, biomedical privacy, drug and DNA testing, to mention a 

few. 

 

The federal Privacy Act [247] provides individuals with a right of 

access to personal information held by the federal public sector. In 

addition, the Privacy Act contains provisions regulating the 

confidentiality, collection, correction, disclosure, retention, and use of 

personal information. Individuals may request records directly from the 

institution that has the custody of the information. The Act establishes a 

code of fair information practices that apply to government handling of 

personal records. However, its provisions can be ignored when another 

federal Act allows for the processing of personal information. Individuals 

can appeal to a federal court for review if access to their records is 

denied by an agency, but are not authorized to challenge the collection, 

use, or disclosure of information. 

 

Both the Personal Information Protection and Electronic 

Documents Act and the Privacy Act are overseen by the independent 

Privacy Commissioner of Canada [248]. Under the Privacy Act, the 

Commissioner has the power to investigate, mediate, and make 

recommendations, but cannot issue binding orders. The Commissioner 
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can initiate a Federal Court review in limited circumstances relating to 

denial of access to records. In May 2000, the Commissioner called for 

an update of the Federal Privacy Act and expressed concern about the 

misuse of the Social Insurance Number, health privacy, and the release 

of census records. 

 

Privacy legislation covering government bodies exists in almost 

all provinces and territories [249]. In the province of Québec, the Charter 

of Rights specifically mentions the right to privacy and the law regulates 

the collection and use of personal information held by private sector 

businesses operating in the province of Québec [250]. This law sets 

rules for the collection, confidentiality, correction, disclosure, retention 

and use of personal information by these businesses. It also provides 

individuals with a right of access and correction. Nearly every province 

has some sort of oversight body, but their powers vary. Québec’s 

“Commission d’accès à l’information” has broad powers over the public 

and private sectors. 

 

The government of the Province of Ontario recently passed 

legislation facilitating electronic commerce [251]. Effective in October 

2000, the law is careful not to override existing privacy protections and 

contains specific language mandating that it should not be construed to 

limit certain enumerated privacy-related laws, or limit other laws 

intended to “protect the privacy of individuals.” The Information and 

Privacy Commissioner of British Columbia has also been very active in 

promoting privacy through his/her oversight powers of public bodies and 

public education efforts. A number of provinces are now looking into 

adopting privacy legislation based on the Personal Information 

Protection and Electronic Documents Act. 

 

Canada’s Criminal Code makes the unlawful interception of 

private communications a criminal offense. Other federal legislation also 

has provisions related to privacy. The Telecommunications Act has 

provisions to protect the privacy of individuals, including the regulation of 

unsolicited communications. Identity issues are currently under debate 

in Canada. There is great concern about the use of the Social Insurance 

Number (SIN) by the private sector and identity theft. A Parliamentary 

committee recommended in May 1999 that an Act setting out limitations 

on the use of the SIN be developed and that agencies’ use of the SIN 

should be documented [252]. Human Resources Development Canada 
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released its recommendations in November 1999 stating that the SIN 

should not become a national client identifier because of “severe privacy 

concerns” and costs. Québec considered creating a mandatory ID card 

but dropped the idea in 1998. In Toronto, a system to fingerprint all 

welfare recipients was dropped in March 1999 after the contractor was 

unable to create a working system. The Ontario government continues 

to discuss a smartcard system for all citizens to access government 

services. 

  

The federal Access to Information Act [253] provides individuals 

with a right of access to information held by the federal public sector. 

The Act gives Canadians and other individuals and corporations present 

in Canada the right to apply for and obtain copies of federal government 

records. “Records” include letters, memos, reports, photographs, films, 

microforms, plans, drawings, diagrams, maps, sound and video 

recordings, and machine-readable or computer files. The Act is 

overseen by the Office of the Information Commissioner of Canada 

[254]. 

 

The Commissioner can investigate and issue recommendations 

but does not have power to issue binding orders. The Canadian Federal 

Court has ruled that government has an obligation to answer all access 

requests regardless of the perceived motives of the requesters. 

Similarly, the Commissioner must investigate all complaints even if the 

government seeks to block him from so doing on the grounds that the 

complaints are made for an improper purpose. Each of the provinces 

also has a Freedom of Information law 

 

 Since 1998, COACH - Canada’s Health Informatics Association, 

has provided leadership and guidance in the areas of security, privacy, 

and confidentiality. In 2001, COACH’s Security and Privacy Committee, 

a multidisciplinary team of practitioners and experts from across 

Canada, developed a set of far-reaching guidelines for the protection of 

health information [255]. This very detailed work builds on international 

experience and is intended as a resource to assist health organizations 

to protect the information with which they are entrusted. At this time it is 

probably the most comprehensive set of guidelines for the protection of 

health information ever assembled. 
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9.4. Chile 
 

Article 19 of Chile’s Constitution secures for all persons: 

“Respect and protection for public and private life, the honor of a person 

and his family. The inviolability of the home and of all forms of private 

communication. The home may be invaded and private communications 

and documents intercepted, opened, or inspected only in cases and 

manners determined by law” [256]. 

 

Recently, Chile became the first Latin American country to enact 

a data protection law, although there are many insufficiencies that will 

require corrections to harmonize the law with the OECD and European 

Union recommendations. Act No. 19628, titled “Law for the Protection of 

Private Life” [257] came into force on October 1999. The law has 

twenty-four articles, covering processing and use of personal data in the 

public and the private sector and the rights of individuals to access, 

correct, and request judicial control. The law contains a chapter 

dedicated to the use of financial, commercial and banking data, and 

specific rules addressing the use of information by government 

agencies. The law includes fines and damages for the unlawful denial of 

access and correction rights. Only databanks in the government must 

be registered. There is no data protection authority, and enforcement of 

the law is done individually by each affected person. The law does not 

contain restrictions on transfers to third countries. Chile signed the 

American Convention on Human Rights on August 20, 1990. 

 

 

9.5. Colombia 
 

 The country does not have specific legislation regarding privacy 

of personal data but in 18 August 1999 the Congress of Colombia 

passed the Law 527 by which the access and use of electronic 

messages, electronic commerce, and digital signatures are defined and 

regulated [258]. The Law also establishes certification authorities and 

other pertinent dispositions. In September 2000 the Law 527 was 

partially regulated by the Presidential Decree 1747 [259]. The Decree 

introduces (Article 13) restrictions regarding storage of private 

encryption keys. Privacy issues regarding personal data were not 

considered 
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9.6. Mexico 
 

Article 16 of the 1917 Mexican Constitution provides in part: 

“One’s person, family, home, papers or possessions may not be 

molested, except by virtue of a written order by a proper authority, based 

on and motivated by legal proceedings. The administrative authority may 

make home visits only to certify compliance with sanitary and police 

rules; the presentation of books and papers indispensable to verify 

compliance with the fiscal laws may be required in compliance with the 

respective laws and the formalities proscribed for their inspection. 

Correspondence, under the protective circle of the mail, will be free from 

all inspection, and its violation will be punishable by law” [260]. 

 

On 29 May 29 2000, the long awaited amendments to the Civil 

and Commercial Codes that set the ground for electronic transactions in 

Mexico were finally published (Mexican E-Commerce Act). These 

amendments, that follow the UNCITRAL model law, entered into force 

next June 7 [261]. The enactment amended the Federal Civil Code, the 

Federal Commercial Code, the Federal Civil Procedures Code, and the 

Federal Consumers’ Protection Law. It covers consumer protection, 

privacy and digital signatures and electronic documents. It includes a 

new article in the Federal Consumer Protection Act giving authority to 

the government “to provide for the effective protection of the consumer 

in electronic transactions or concluded by any other means, and the 

adequate use of the data provided by the consumer” (Art. 1.VIII); and 

also to coordinate the use of Code of Ethics by providers including the 

principles of this law. 

 

The law also creates a new chapter in the Consumer Law titled: 

“Rights of Consumers in electronic transactions and transactions by any 

other means.” The new article 76 now provides, “This article will be 

applied to the relation between providers and consumers in transactions 

effectuated by electronics means. The following principles must be 

observed: I. Providers shall use information provided by consumers in a 

confidential manner, and shall not be able to transfer it to third parties, 

unless there is express consent from the consumer or a requirement 

from a public authority ... II. Providers must use technical measures to 

provide security and confidentiality to the information submitted by the 

consumer, and notify the consumer, before the transaction, of the 
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characteristics of the system ... VI. Providers must respect consumer 

decisions not to receive commercial solicitations ...” 

 

Mexico is a member of the Organization for Economic 

Cooperation and Development, but does not appear to have adopted 

the OECD Guidelines on the Protection of Privacy and Transborder 

Flows of Personal Data. Mexico has signed the American Convention 

on Human Rights.   

 

 

9.7. Peru 
 

The 1993 Constitution [262] sets out extensive privacy, data 

protection and freedom of information rights. Article 2 states: “Every 

person has the right: (1) To solicit information that one needs without 

disclosing the reason, and to receive that information from any public 

entity within the period specified by law, at a reasonable cost. 

Information that affects personal intimacy and that is expressly excluded 

by law or for reasons of national security is not subject to disclosure. 

Secret bank information or tax information can be accessed by judicial 

order, the National Prosecutor, or a Congressional investigative 

commission, in accordance with law and only insofar as it relates to a 

case under investigation. (2) To be assured that information services, 

whether computerized or not, public or private, do not provide 

information that affects personal and family intimacy. (3) To honor and 

good reputation, to personal and family intimacy, both as to voice and 

image. Every person affected by untrue or inexact statements or 

aggrieved by any medium of social communication has the right to free, 

immediate and proportional rectification, without prejudice to 

responsibilities imposed by law. (4) To secrecy and the inviolability of 

communications and private documents. Communications, 

telecommunications or instruments of communication, may be opened, 

seized, intercepted or inspected only under judicial authorization and 

with the protections specified by law. All matters unconnected with the 

fact that motivates the examination are to be guarded from disclosure. 

Private documents obtained in violation of this precept have no legal 

effect. Books, ledgers, and accounting and administrative documents 

are subject to inspection or investigation by the competent authority in 

conformity with law. Actions taken in this respect may not include 

withdrawal or seizure, except by judicial order.” 
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A Data Protection Bill was introduced in Parliament in October 

1999 [263]. The bill is based on the new Spanish Data Protection Act, 

the Italian Data Privacy Act, the Privacy Act of 1988 of Australia, the 

U.S. Restatement of Torts and the EU Data Protection Directive. The bill 

proposes the creation of a Data Protection Commissioner. When 

approved, the bill will make Peru fully compatible with the EU Directive 

legal system. 

 

The Article 154 of the Penal Code states that “a person who 

violates personal or family privacy, whether by watching, listening to or 

recording an act, a word, a piece of writing or an image using technical 

instruments or processes and other means, shall be punished with 

imprisonment for not more than two years”.  Article 151 of the Penal 

Code states “that a person who unlawfully opens a letter, document, 

telegram, radiotelegram, telephone message or other document of a 

similar nature that is not addressed to him, or unlawfully takes 

possession of any such document even if it is open, shall be liable to 

imprisonment of not more than 2 years and to 60 to 90 days’ fine”.  

 

The Organic Law of the National Identification Registry and Civil 

Society (1995) created an autonomous agency which may “collaborate 

with the exercise of the functions of pertinent political and judicial 

authorities in order to identify persons” but is “vigilant regarding 

restrictions with respect to the privacy and identity of the person” and 

“guarantees the privacy of data relative to the persons who are 

registered.” The Law also requires all persons to carry a National 

Identity Document featuring a corresponding number, photograph and 

fingerprint [264]. The court must provide all personal data kept on file at 

the Public Registry upon request within 15 days [265]. In July 2000, a 

computer crimes act was enacted. Freedom of information is 

constitutionally protected under the right of habeas data. 

 

Peru signed the American Convention on Human Rights in 1978 

but withdrew from the jurisdiction of the American Court of Human 

Rights in July 1999.   
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9.8. United States of America 
 

There is no explicit right to privacy in the U.S. Constitution. The 

Supreme Court has ruled that there is a limited constitutional right of 

privacy based on a number of provisions in the Bill of Rights. This 

includes a right to privacy from government surveillance into an area 

where a person has a “reasonable expectation of privacy” [266] and also 

in matters relating to marriage, procreation, contraception, family 

relationships, child rearing and education. However, records held by 

third parties, such as financial records or telephone calling records, are 

generally not protected unless a legislature has enacted a specific law. 

The Court has also recognized a right of anonymity [267] and the right of 

political groups to prevent disclosure of their members’ names to 

government agencies [268]. In January 2000, the Supreme Court heard 

Reno v. Condon, a case addressing the constitutionality of the Drivers 

Privacy Protection Act (DPPA), a 1994 law that protects drivers’ records 

held by state motor vehicle agencies. In a unanimous decision, the 

Court found that the information was “an article of commerce” and can 

be regulated by the federal government [269]. 

 

The Privacy Act of 1974 protects records held by U.S. 

Government agencies and requires agencies to apply basic fair 

information practices [270]. Its effectiveness, however, is significantly 

weakened by administrative interpretations of a provision allowing for 

disclosure of personal information for a “routine use” compatible with the 

purpose for which the information was originally collected. Limits on the 

use of the Social Security Number have also been undercut in recent 

years for a number of purposes.  There is no independent privacy 

oversight agency in the U.S. The Office of Management and Budget 

plays a limited role in setting policy for federal agencies under the 

Privacy Act, but it has not been particularly active or effective. 

 

The Federal Trade Commission took an increasing interest in 

privacy issues during 1997 and the first part of 1998, particularly with 

regard to the Internet and electronic trade. In July 1998, it issued a call 

for legislation for the protection of data relating to children collected over 

the Internet and a recommendation regarding adult privacy that if self-

regulation had not improved by the end of the year then a legislative 

approach should also be taken there. The first part of 1998 saw White 
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House policy on data protection and privacy move further forward and, 

in July of the same year, Vice President Gore announced a series of 

steps in the direction of an Electronic Bill of Rights. The Bill included 

support for regulation in the areas of medical and financial data, identity 

theft, children's privacy, and industry self-regulation with effective 

enforcement mechanisms in other areas. 

 

An office within the Office of Management and Budget to 

coordinate federal stances towards privacy was created in early 1999, 

and a Chief Counselor for Privacy was appointed. The Counselor has 

only a limited advisory capacity, and most privacy advocates believe the 

position is ineffective in promoting privacy within the government. The 

Federal Trade Commission (FTC) has oversight and enforcement 

powers for the laws protecting children’s online privacy, consumer credit 

information and fair trading practices but has no general authority to 

enforce privacy rights [271]. The FTC has received thousands of 

complaints but has issued opinions in only a few cases. It has also 

organized a series of workshops and surveys, which have found that 

industry protection of privacy on the Internet is poor, but the FTC had 

long said that the industry should have more time to make self-

regulation work. In a shift from this historical position, the FTC has more 

recently recommended to the U.S. Congress that legislation is 

necessary to protect consumer privacy on the Internet due to the dismal 

findings in a survey of online privacy policy [272].  

 

The U.S. has no comprehensive privacy protection law for the 

private sector. A patchwork of federal laws covers some specific 

categories of personal information. These include financial records, 

credit reports, video rentals, cable television, children’s online activities, 

educational records, motor vehicle registrations, and telephone records. 

However other activities such as the selling of medical records and bank 

records, monitoring of workers, and video surveillance of individuals are 

currently not prohibited under federal law. There is also a variety of 

sectoral legislation on the state level that may give additional protections 

to citizens of individual states [273]. The tort of privacy was first adopted 

in 1905 and all but two of the 50 states recognize a civil right of action 

for invasion of privacy in their laws. 

 

The Freedom of Information Act was enacted in 1966 and has 

been amended several times [274]. It allows for access to federal 
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government records by any requestor, except those held by the courts 

or the White House. However, there are numerous exceptions, long 

delays at many agencies, and little oversight unless a requestor files a 

lawsuit to enforce his or her rights. It was amended in 1996 by the 

Electronic Freedom of Information Act to specifically provide access to 

records in electronic form [275]. There are also laws in all states on 

providing access to government records. 

 

There has been significant debate in the United States in recent 

years about the development of privacy laws covering the private sector. 

The White House and the private sector maintain that self-regulation is 

sufficient and that no new laws should be enacted except for a limited 

measure on medical information. There are currently efforts in Congress 

to improve financial privacy by prohibiting banks from selling personal 

information of customers without permission, but the proposal is strongly 

opposed by the banking industry. There is substantial activity in the 

states, particularly in California, New York and Minnesota. In 

Massachusetts and Hawaii comprehensive privacy bills for the private 

sector are now under consideration. 

 

Internet privacy has been a major issue. A series of companies, 

including Intel and Microsoft, were discovered to have released products 

that secretly track the activities of Internet users. Users have filed 

lawsuits under the wiretap and computer crime laws. In several cases, 

TRUSTe, an industry-sponsored self-regulation watchdog group ruled 

that the practices did not violate its privacy seal program. Significant 

controversy arose around online profiling, the practice of advertising 

companies to track Internet users and compile dossiers on them in 

order to target banner advertisements. The largest of these advertisers, 

DoubleClick, set off widespread public outrage when it began attaching 

personal information from a marketing firm it purchased to the estimated 

100 million previously anonymous profiles it had collected. In July 2000 

the Federal Trade Commission reached an agreement with the Network 

Advertisers Initiative, a group consisting of the largest online advertisers 

including DoubleClick, which will allow for online profiling and any future 

merger of such databases to occur with only the opt-out consent. The 

Childrens’ Online Privacy Protection Act (COPPA), passed by Congress 

in 1998 and requiring parental consent before information is collected 

from children under the age of 13, went into effect in April 2000 [276]. 
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In late December 2000, the U.S. Department of Health and 

Human Services (DHHS) released the long-awaited rules regarding the 

privacy and confidentiality of personal health information, referred to as 

"individually identifiable health information” [277]. The rules implement 

the privacy requirements of the Administrative Simplification segment of 

the Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

and became effective in February 26, 2001. It includes standards to 

protect the privacy of individually identifiable health information and 

applies to health plans, healthcare clearinghouses, and certain 

healthcare providers engaged in certain electronic transactions. The use 

of the standards is expected to improve the efficiency and effectiveness 

of public and private health programs and healthcare services by 

providing enhanced protections for individually identifiable health 

information. These protections will begin to address growing public 

concerns that advances in electronic technology and evolution in the 

healthcare industry are resulting, or may result, in a substantial erosion 

of the privacy surrounding individually identifiable health information 

maintained by healthcare providers, health plans and their 

administrative contractors. 

 

Disclosure of information without a patient's consent is 

permitted for certain law enforcement purposes, such as: compliance 

with court orders, subpoenas and warrants; mandatory reporting of 

certain wounds or injuries; notification of law enforcement of the 

commission of a crime, or death, that may have been the result of 

criminal conduct; and compliance with a law enforcement request for 

information associated with identifying a suspect or fugitive relating to a 

crime. 

 

The privacy rules are based on a set of guiding principles 

regarding how medical information should be treated. The principles 

are: 

 

 Control - persons should have the right to control how their 

personal medical information is used. This supports the 

provisions relating to patient consent for certain information 

disclosures, the right of patients to view and correct medical 

information, having the ability to obtain a covered entity’s 

disclosure policy, and a patient’s right to secure a disclosure 

history relating to their information. 
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 Accountability - those that hold, or exercise control over, a 

person’s medical information can be held accountable for 

rule violations. Sanctions can be criminal, civil, or both, 

depending upon the particular circumstances involved.  

 

 Boundaries - persons should have their health information 

used only for health purposes and not for some other 

unrelated matter unless their consent is obtained first. 

Additionally, if it is necessary to disclose medical 

information, only the minimum amount considered 

necessary ought to be disclosed. 

 

 Public Responsibility - the rules appear to strike a 

balance between an individual’s right to protect his/her 

medical information and the public need for certain 

information relating to the protection of public health, 

medical research, and other worthwhile endeavors. The 

final rules address some of these aspects so that legitimate 

public purposes can still be pursued. 

 

 Security - those who hold and store private medical 

information must do so in a manner that maintains both the 

integrity and confidentiality of the information itself. Part of 

this effort may involve a privacy officer to oversee the 

development and implementation of policies and 

procedures consistent with the security requirements. 

 

The "electronic transactions" to which the rules refer include 

various types of information transmitted electronically, such as 

healthcare claims, payments, eligibility information, and coordination of 

benefits information. Additionally, the rules govern all forms of 

individually identifiable health information, including oral 

communications and written records. This is particularly important in 

view of the growing use of public networks to access medical record 

repositories [278, 279]. 

 

Where the previous draft rules covered only electronic records, 

the final rules have been broadened to encompass all oral, written and 



Review of Regulatory Responses: 
National Initiatives in the Americas 

 

 138 

electronic health information. The rules are over 1,500 pages in length; 

some important aspects are summarized below: 

 

 Limited Disclosure - the use and disclosure of individually 

identifiable health information for purposes of treatment, 

payment, or routine healthcare operations are to be kept to 

the minimum necessary. Healthcare providers are given 

discretion in determining what health information is needed 

when sending medical records to other providers for 

purposes of medical treatment. 

 

 Patient Consent - healthcare providers are to secure a 

patient's consent for the use, or disclosure of, medical 

information for routine matters such as treatment, payment 

and other public health purposes. Non-routine matters, such 

as healthcare marketing or insurance underwriting, require 

specific authorizations by patients that are specific and 

time-limited. In general, individually identifiable health 

information is not to be used for non-health purposes 

without patient consent. 

 

 Employer Limits - employers sponsoring health plans 

covered by the Employee Retirement Income Security Act 

(ERISA) are required to separate the use of health 

information for medical purposes from employment 

purposes dealing with, for example, promotions and hiring. 

In a practical sense, such employers will be obligated to 

separate information used for the two different purposes, 

and will likely necessitate the use of a computer firewall 

between the two. 

 

 Patient’s Right To Information - patients will have the 

right to access their medical information as well as correct 

errors therein. Additionally, they can obtain a copy of their 

records disclosure history as well as be provided advance 

notice of a "covered entity's" policy governing the disclosure 

of protected health information. 

 

 Penalties - violations of the new rule carry significant 

penalties, both criminal and civil. Civil penalties of up to 
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$25,000 per year and criminal penalties of $50,000/one year 

in prison to $250,000/ten years in prison are provided for. 

Criminal penalties are possible when the violations are 

knowing or intentional. The most severe sanctions are 

focused on instances where violations arise from the sale, 

transfer or use of protected information for personal gain, 

commercial advantage or malicious harm. 

 

 Security of Information - covered entities having personal 

health information are obligated to protect its integrity and 

confidentiality, and are to take measures to avoid misuses 

and disclosures, both inadvertent and deliberate. Covered 

entities are also directed to have "privacy officers" to 

oversee and monitor an entity's policies and training.  

 

 Business Associates - the final rule uses the term 

"business associate" rather that "business partner" to permit 

a covered entity to disclose protected health information to 

a business associate so long as the covered entity has 

secured written assurances that the associate will 

appropriately safeguard the information. A wide range of 

business associate relationships are possible, as such a 

relationship can arise when the covered entity discloses 

protected information to a third party for the purpose of 

performing a function on behalf of, or for providing services 

for, the covered entity. Excepted from the requirement for a 

written agreement, however, are disclosures made by a 

covered entity to health providers concerning healthcare 

treatment. In this respect, written disclosure agreements are 

apparently not necessary between a hospital and its 

physician medical staff. 

 

 Compliance Date - many covered entities will have until 26 

months after the effective date of the rule to comply with the 

new mandates. Based on the calculation of 26 months, 

most institutions will need to be in compliance by the early 

portion of 2003, depending upon final action taken by the 

present (G.W. Bush) administration. 
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 Enforcement and Preemption - the rules provide for the 

Department of Health and Human Services (DHHS) Office 

of Civil Rights to coordinate enforcement of these 

provisions. The new rules do not, however, preempt state 

laws that may be more strict. As a result, covered entities 

will need to be mindful of, and take into consideration, the 

privacy and confidentiality laws of other laws that are more 

stringent than the new rules. 

 

Another set of rules [280], proposed in 1998 and still under 

discussion, is directed to the implementation of standards for the 

security of individual health information and electronic signature use by 

health plans, healthcare clearinghouses, and healthcare providers. The 

health plans, healthcare clearinghouses, and healthcare providers would 

use the security standards to develop and maintain the security of all 

electronic individual health information. The electronic signature 

standard is applicable only with respect to use with the specific 

transactions defined in the Health Insurance Portability and 

Accountability Act of 1996, and when it has been determined that an 

electronic signature must be used. 

  

Implementation of the privacy requirements of the 

Administrative Simplification segment of the Health Insurance Portability 

and Accountability Act of 1996 (HIPAA) rules will be complex and there 

are many issues still being debated [281]. A comprehensive review of 

best principles for the implementation of privacy policies for the health 

sector has been recently published [282]. 

 

The U.S. Department of Commerce and the European 

Commission in June 2000 announced that they had reached an 

agreement on the Safe Harbor negotiations that would allow U.S. 

companies to continue to receive data from Europe. The European 

Parliament adopted a resolution in early July seeking greater privacy 

protections from the arrangement [283]. The Commission announced 

that it was going to continue with the agreement without changes.  

 

The European Commission has adopted a Decision determining 

that an arrangement put in place by the U.S. Department of Commerce 

known as the "safe harbor" provides adequate protection for personal 

data transferred from the EU. At the same time, the Commission has 
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adopted similar Decisions concerning Switzerland and Hungary. The 

purpose of the Agreement is to head-off the possibility that data 

transfers to the U.S. might be blocked following the entry into force in 

1998 of the EU Data Protection Directive, which provides that personal 

data can only be transferred to third countries providing "adequate 

protection". Under the "safe harbor" U.S. companies can voluntarily 

adhere to a set of data protection principles recognized by the 

Commission as providing adequate protection and thus meet the 

requirements of the Directive as regards transfers of data out of the EU.  

Although participation in the "safe harbor" is optional, its rules are 

binding for those U.S. companies that decide to join, and compliance 

with the rules is backed up by the law enforcement powers of the 

Federal Trade Commission and, for airlines, by the U.S. Department of 

Transportation.  

 

Data transfers to U.S. organizations that choose to remain 

outside the "safe harbor" will still be possible, but will either need to 

benefit from one of the allowed exceptions, e.g., where the individuals 

concerned have given their agreement, or will require alternative 

safeguards such as a contract.  EU data exporters wishing to check 

whether their intended U.S. recipient enjoy "safe harbor" status will be 

able to refer to a publicly-available list maintained by the Department of 

Commerce or by somebody it designates for that purpose. 

 

U.S. organizations that self-certify their adherence to the "Safe 

Harbor" Privacy Principles and publicly declare their commitment to it, 

will appear on the list, provided that they are subject to the jurisdiction of 

either the FTC or the Department of Transportation. They may lose their 

"safe harbor" benefits, and this will be made clear in the list, if they 

persistently fail to comply with the Principles. In many cases, individuals 

will also have the option of taking U.S. organizations to court in the U.S., 

under a "misrepresentation" statute – there would be misrepresentation 

if a company announced a certain privacy policy and then did not 

respect it – or under a specific statute such as the Fair Credit Reporting 

Act, which covers a number of situations where financial loss might 

occur, e.g., refusal of a loan. 

 

The U.S. is a member of the Organization for Economic 

Cooperation and Development but has not implemented the OECD 

Guidelines on the Protection of Privacy and Transborder Flows of 
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Personal Data in many sectors, including the financial sector and the 

medical sector. The U.S. companies that signed the OECD Guidelines 

in 1981 do not appear to have kept their promises to enforce fair 

information practices once the threat of legislation faded in the early 

1980s and many actively lobby against privacy laws. 
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10. Review of Regulatory Responses: 
         National Initiatives in the Middle East 
         and Africa 
 

 

10.1. Israel 
 

Section 7 of The Basic Law: Human Dignity and Freedom states 

that “(a) All persons have the right to privacy and to intimacy. (b) There 

shall be no entry into the private premises of a person who has not 

consented thereto. (c) No search shall be conducted on the private 

premises or body of a person or in the body or belongings of a person. 

(d) There shall be no violation of the secrecy of the spoken utterances, 

writings or records of a person” [284]. 

  

The Protection of Privacy Law regulates the processing of 

personal information in computer data banks [285]. The law set out 

eleven types of activities that violated the law and could subject violators 

to criminal or civil penalties. Holders of data banks of over 10,000 

names must register. Information in the database is limited to purposes 

for which it was intended and must provide access to the subject. There 

are broad exceptions for police and security services. It also sets up 

basic privacy laws relating to surveillance, publication of photographs 

and other traditional privacy features. The law was amended in 1996 to 

broaden the databases covered such as those used for direct marketing 

purposes, and also increased penalties. 

 

The Act is enforced by the Registrar of Databases within the 

Ministry of Justice. The Registrar maintains the register of databases 

and can deny registration if he believes that a database is used for 

illegal activities. The registrar can also investigate and enforce the Act. 

A public council for the protection of privacy has also been set up to 

advise the Justice Minister on legislative matters related to the 

Protection of Privacy Law and its subsidiary regulations and orders. The 

council sets guidelines for the protection of computerized databases and 

guides the Registrar of Databases in his/her work. 
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Interception of communications is governed by the Secret 

Monitoring Law of 1979, which was amended in 1995 to tighten 

procedures and to cover new technologies such as cellular phones and 

e-mail. Unauthorized access to computers is punished by the 1995 

Computer Law [286]. The Postal and Telegraph Censor, which operates 

as a civil department within the Ministry of Defense, has the power to 

open any postal letter or package to prevent harm to state security or 

public order. 

 

The 1996 Patient Rights Law imposes a duty of confidentiality 

on all medical personnel [287]. The Supreme Court ruled that there was 

a fundamental right for citizens to obtain information from the 

government [288]. The Freedom of Information Law was approved 

unanimously by the Knesset in May 1998. It provides for broad access 

to records held by government offices, local councils and government-

owned corporations. Requests for information must be processed within 

thirty days. A court can review decisions to withheld information.  

 

 

10.2. South Africa 
 

Section 14 of the South African Constitution of 1996 states: 

“Everyone has the right to privacy, which includes the right not to have – 

(a) their person or home searched; (b) their property searched; (c) their 

possessions seized; or (d) the privacy of their communications 

infringed.” Section 32 states: “(1) Everyone has the right of access to – 

(a) any information held by the state; and (b) any information that is held 

by another person and that is required for the exercise or protection of 

any rights; (2) National legislation must be enacted to give effect to this 

right, and may provide for reasonable measures to alleviate the 

administrative and financial burden on the state”. 

 

The provisional Constitution contained an provision essentially 

similar to Section 14, in Section 13 [289]. The South African 

Constitutional Court has delivered a number of judgments on the right to 

privacy relating to the scope of privacy in society. All the judgments were 

delivered under the provisions of the Interim Constitution as the causes 

of action arose prior to the enactment of the Final Constitution. 

However, as there is no substantive difference between the privacy 
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provisions in the Interim and Final Constitutions, the principles remain 

authoritative for future application.  

 

The Access to Information Act was approved in February 2000 

[290]. The bill covers both public and private sector entities and allows 

for access, rights of correction and limitations on disclosure of 

information. Originally introduced as the Open Democracy Bill, the 

proposed legislation also included comprehensive data protection 

provisions. However, those provisions were removed by the 

Parliamentary Committee in November 1999. The Committee wrote that 

it would be dealing with the right to privacy in Section 14 of the 

Constitution in an ad hoc and undesirable manner and that the intention 

is that South Africa, in following the international trend, should enact 

separate privacy legislation. The Committee, therefore, requested the 

Minister for Justice and Constitutional Development to introduce Privacy 

and Data Protection legislation, after thorough research on the matter, 

as soon as reasonably possible. The Privacy and Data Protection Bill is 

still in its early stages of development. 

 

South Africa does not have a privacy commission but has a 

Human Rights Commission which was established under Chapter 9 of 

the Constitution and whose mandate is to investigate infringements on 

and to protect the fundamental rights guaranteed in the Bill of Rights, 

and to take steps to secure appropriate redress where human rights 

have been violated. The Commission has limited powers to enforce the 

Access to Information Act. There are no other specific pieces of 

legislation on general data protection law. Other than the Constitutional 

right to privacy, the South African common law protects rights of 

personality under the broad umbrella of the actio injuriarum. The 

elements of liability for an action based on invasion of privacy are the 

same as any other injury to the personality, namely an unlawful and 

intentional interference with another’s right to seclusion and to private 

life. The Law Commission is currently drafting a new computer crimes 

law. 

 

The Cabinet approved a plan in March 1998 to issue a multi-

purpose smartcard that combines access to all government 

departments and services with banking facilities. This is part of the 

information technology strategy formulated by the Department of 

Communications to provide kiosks for access to government services. 
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In the long term, the smartcard is intended to function as passport, 

driver’s license, identity document, and bankcards. 
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11. Review of Regulatory Responses: 
         National Initiatives in Asia 
 

 

11.1. Australia 
 

 

The Australian Federal Constitution and the Constitutions of the 

six Australian States do not contain any express provisions relating to 

privacy. The principal federal statute is the Privacy Act of 1988 [293]. 

The Privacy Act gave effect to Australia's agreement to implement in the 

public sector the guidelines adopted in 1980 by the Organization for 

Economic Cooperation and Development (OECD) for the Protection of 

Privacy and Transborder Flows of Personal Data, as well as to its 

obligations under Article 17 of the International Covenant on Civil and 

Political Rights.  

 

The Act defined a set of eleven Information Privacy Principles 

(IPPs), based on those in the OECD Guidelines, which apply to the 

activities of most federal government agencies. A separate set of rules 

about the handling of consumer credit information, added to the law in 

1989, applies to all private and public sector organizations. The third 

area of coverage is the use of the government issued Tax File Number 

(TFN), where the entire community is subject to Guidelines issued by 

the Privacy Commissioner, which take effect as subordinate legislation. 

 

The Office of the Privacy Commissioner is a member of the 

Human Rights and Equal Opportunity Commission but with the functions 

vested in the office rather than in the Commission. The origins of the 

Privacy Act were the protests in the mid-1980s against the Australia 

Card scheme – a proposal for a universal national identity card and 

number. The controversial proposal was dropped, but use of the tax file 

number was enhanced to match income from different sources with the 

Privacy Act providing some safeguards. The use of the tax file number 

has been further extended by law to include benefits administration as 

well as taxation. Some controls over this matching activity were 

introduced in 1990. 
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The government examined the advisability of extending 

legislation on privacy to the private sector. In March 1997 the Prime 

Minister called upon Australian businesses to develop voluntary codes 

of conduct to meet privacy standards. Subsequently informal 

consultations with business and consumers were held and a 

consultation paper was issued that addressed options for the content 

and implementation of a national scheme for fair information practices in 

the private sector. The scheme attempted to provide a viable self-

regulatory option but was designed to be compatible with existing 

Commonwealth privacy laws and any further legislation that might be 

considered necessary in particular sectors, States or Territories. In the 

broad consultations that followed, it quickly became clear that the major 

issue was the need for national consistency in privacy standards to 

avoid a patchwork of different standards applying across industries, 

technologies, and State and Territory boundaries. 

 

It also became clear that, while there were contentious issues in 

relation to the content of the principles that would underlie a national 

scheme, issues around coverage, implementation, and compliance 

mechanisms would be even more difficult to resolve. The National 

Principles for the Fair Handling of Personal Information represent the 

first stage in the development of a national privacy scheme for Australia.  

 

The Commission had the opportunity to provide informal 

comments on the principles to the Australian Privacy Commissioner. 

The Commonwealth Government carried out a nationwide consultation 

with a view to introducing a national privacy standard, on a purely 

voluntary basis. In parallel however, the State of Victoria, introduced 

privacy legislation covering both the public and private sector in the 

Spring 1998 session of Parliament. It is designed to be the default 

privacy legislation covering those sectors and companies that fail to 

develop appropriate self-regulatory initiatives. 

 

After several policy reversals, the re-elected conservative 

government introduced legislation to extend privacy protection to the 

private sector in April 2000. The Privacy Amendment (Private Sector) 

Bill 2000 applies a set of National Privacy Principles developed by the 

Privacy Commissioner during 1997 and 1998, originally as a self-

regulatory substitute for legislation. The National Principles impose a 

lower standard of protection in several areas than the EU Directive. For 
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example, organizations are required to obtain consent from customers 

for secondary use of their personal information for marketing purposes 

where it is “practicable”; otherwise, they can initiate direct marketing 

contact, providing they give the individual the choice to opt out of further 

communications. Controls on the transfer of personal information 

overseas are also limited, requiring only that organizations take 

“reasonable steps” to ensure personal information will be protected, or 

“reasonably believes” that the information will be subject to similar 

protection as applied in the Australian law. Nevertheless, the Bill 

includes an innovative principle of anonymity. Principle 8 states that: 

“Wherever it is lawful and practicable, individuals must have the option 

of not identifying themselves when entering into transactions with an 

organization.” The Privacy Amendment (Private Sector) Act 2000 was 

passed in December 2000 [294]. 

 

The Government has described the Bill as a “light touch 

legislative regime” which establishes a minimum standard of privacy 

protection which can be replaced by approved industry codes, which 

must meet at least the minimum standards in the National Principles. 

The Bill attracted controversy and widespread debate, with privacy and 

consumer groups and some business groups expressing concern at its 

failure to meet international standards of privacy protection.  

 

Public sector privacy issues continue to raise concerns. As part 

of reforms to the Australian tax system from July 2000, the Australian 

Taxation Office (ATO) required all enterprises to obtain an Australian 

Business Number. The ATO collected registration details including 

address and e-mail account, and planned to make this available to the 

public through the Australian Business Register and through selling it to 

database companies. A storm of protest occurred in June 2000 when it 

was realized that the register would include the home address and other 

details of almost 2 million individuals, who were sole traders, contractors 

or even had just a minor income from a hobby or some other activity. 

The Government agreed to amend the legislation, limit the content of 

the Australian Business Register, and allow individuals to suppress their 

details. At the same time, the Government was forced into another 

defeat after receiving legal advice that the Australian Electoral 

Commission had illegally disclosed information on around 10 million 

registered Australian voters. 
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The Office of Privacy Commissioner [295] has a wide range of 

functions, including handling complaints, auditing compliance, promoting 

community awareness, and advising the government and others on 

privacy matters. The Commissioner’s office, which was initially well 

funded, suffered major budget cutbacks in 1997, at the same time as 

the Commissioner’s range of responsibilities under several laws and in 

response to government requests was expanding. 

 

A mix of privacy standards applies to the telecommunications 

sector. The Telecommunications (Interception) Act of 1979 [296] 

regulates the interception of telecommunications. A warrant is required 

under the Act, which also provides for detailed monitoring and reporting. 

Part 13 of the Telecommunications Act of 1997 [297] contains a general 

prohibition on the disclosure of telecommunications-related personal 

information. However, this principle contains a detailed list of 

exceptions. The Interception Act safeguards also need to be read 

alongside Part 15 of the Telecommunications Act of 1997, which places 

obligations on telecommunications providers to provide an interception 

capability and to positively assist law enforcement agencies with 

interception. 

 

The Crimes Act [298] also contains a range of other privacy 

related measures, such as offenses relating to unauthorized access to 

computers, unauthorized interception of mail and telecommunications 

and the unauthorized disclosure of Commonwealth government 

information.  

 

During 2000, Commonwealth and State governments have 

announced plans to move towards unique patient identifiers in the health 

sector, likely to be centered on a health smartcard. Health services are 

primarily delivered by the public sector in Australia, with only around a 

third of the population having private health insurance. The responsibility 

for delivery of health services is shared between the Commonwealth 

Government, which is responsible for much of the funding of the health 

system, and the States, which operate hospitals and community health 

services. The Commonwealth’s proposal, HealthConnect, is intended as 

a voluntary national health information network under which health-

related information about an individual would be collected in a standard, 

electronic format at the point of care.  
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The Australian States and Territories have various privacy laws. 

The New South Wales Privacy and Personal Information Protection Act 

of 1998 recently came into effect. It is based on a set of OECD-style 

Information Protection Principles and requires all government 

departments and agencies to develop a Privacy Management Plan 

demonstrating their compliance plans. It also allows government 

agencies to weaken the Information Protection Principles that form the 

foundation of the legislation. In Victoria, an information privacy bill was 

introduced in May 2000. It covers the public sector with principles similar 

to the National Privacy Principles. The Australian Capital Territory (ACT) 

enacted a health privacy law in 1997, and the Queensland government 

has committed to implement the April 1998 recommendation of a 

Parliamentary Committee for a public sector privacy law. 

 

The federal Freedom of Information Act of 1982 [299] provides 

for access to government records. The Commonwealth Ombudsman 

promotes the Act and handles complaints about procedural failures. 

 

 

11.2. China 
 

There is no general data protection law in China and few laws 

that limit government interference with privacy. There are limited rights 

to privacy in the Chinese Constitution. Article 37 provides that the 

“freedom of the person of citizens of the People’s Republic of China is 

inviolable,” and Article 40 states: “Freedom and privacy of 

correspondence of citizens of the People’s Republic of China are 

protected by law. No organization or individual may, on any ground, 

infringe on citizens’ freedom of privacy of correspondence, except in 

cases where to meet the needs of state security or of criminal 

investigation, public security or prosecutorial organs are permitted to 

censor correspondence in accordance with procedures prescribed by 

law” [300]. 

 

Concerns with the growing use of the Internet has led to 

technical and legal restrictions. With the assistance of American 

companies such as Bay Networks, China has developed a “Great 

Firewall” which limits traffic to the Internet outside China to only three 

gateways. The firewall also blocks some western news websites such 

as the BBC, New York Times and the Voice of America. In February 
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1999, the government announced the creation of the State Information 

Security Appraisal and Identification Management Committee which, 

according to the official Xinhua state news agency, “will be responsible 

for protecting government and commercial confidential files on the 

Internet, identifying any net user, and defining rights and 

responsibilities...” The move is intended to guard both individual and 

government users, protect information by monitoring, and keep 

information from being used without proper authorization.  

 

Under Article 7 of the Computer Information Network and 

Internet Security, Protection and Management Regulations [301], “the 

freedom and privacy of network users is protected by law. No unit or 

individual may, in violation of these regulations, use the Internet to 

violate the freedom and privacy of network users,” and Article 8 states 

that “units and individuals engaged in Internet business must accept the 

security supervision, inspection, and guidance of the public security 

organization. This includes providing to the public security organization 

information, materials and digital documents, and assisting the public 

security organization to discover and properly handle incidents involving 

law violations and criminal activities involving computer information 

networks.”  Articles 10 and 13 stipulate that Internet account holders 

must be registered with the public security organization and lending or 

transferring of accounts is strictly prohibited. 

 

The secrecy of communications is cited in the constitution and 

in law, but apparently with little effect. In practice, authorities often 

monitor telephone conversations, fax transmissions, electronic mail, and 

Internet communications of foreign visitors, businessmen, diplomats, 

and journalists, as well as Chinese dissidents, activists, and others. The 

government has created special Internet police units to increase control 

over Internet content and access. 

 

The Chinese government announced and then retracted a 

broad-sweeping rule that required all entities other than embassies to 

register any software using encryption or including encryption 

technology. The original rule was announced on 10 November 1999 by 

the People’s Republic of China State Encryption Management 

Commission and required registration by January 31, 2000. However, 

after few companies registered by the due date, and under increasing 

pressure due to successful China’s World Trade Organization bid, 
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officials reversed the hugely unpopular law, which would have banned 

foreign encryption software.  

 

The Practicing Physician Law requires that doctors not reveal 

health information obtained during treatment. Doctors who violate the 

law face criminal penalties. In May of 1999, the Ministry of Health, with 

the approval of the State Council, published an administrative order 

declaring that personal information about HIV/AIDS sufferers be kept 

secret, and that the legal rights and interests of those people and their 

relatives should not be infringed. The Ministry of Health order asked all 

units and individuals in charge of diagnosis, treatment, and 

management work not to publish any personal information about 

HIV/AIDS sufferers, such as the name and the family address. 

 

Special Administrative Region of Hong Kong 

 

Following the People’s Republic of China’s resumption of 

sovereignty over Hong Kong on 1 July 1997, the constitutional 

protections of privacy are contained in the Basic Law of the Hong Kong 

Special Administrative Region of the People’s Republic of China. Article 

29 provides “The homes and other premises of Hong Kong residents 

shall be inviolable. Arbitrary or unlawful search of, or intrusion into, a 

resident’s home or other premises shall be prohibited.” Article 30 

provides, “The freedom and privacy of communications of Hong Kong 

residents shall be protected by law. No department or individual may, on 

any grounds, infringe upon the freedom and privacy of communications 

of residents except that the relevant authorities may inspect 

communications in accordance with legal procedures to meet the needs 

of public security or of investigation into criminal offenses.” Also relevant 

is Article 17 of the International Covenant on Civil and Political Rights, 

which was incorporated into Hong Kong’s domestic law with the 

enactment of the Bill of Rights Ordinance. Article 39 of the Basic Law 

provides that the Covenant as applied to Hong Kong shall remain in 

force and implemented through the laws of Hong Kong. 

 

In 1995, Hong Kong enacted its Personal Data (Privacy) 

Ordinance, and most of its provisions took effect in December 1996. 

The legislation enacts most of the recommendations made by the Hong 

Kong Law Reform Commission following its six-year comparative study 

[302]. The statutory provisions adopted features of a variety of existing 
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data protection laws and the draft version of the EU Directive is also 

reflected in several provisions. It sets six principles to regulate the 

collection, accuracy, use, and security of personal data as well as 

requiring data users to be open about data processing and conferring on 

data subjects the right to be provided a copy of their personal data and 

to effect corrections. 

 

The Ordinance does not differentiate between the public and 

private sectors, although many of the exemptions will more readily apply 

to the former. A broad definition of “personal data” is adopted so as to 

encompass all readily retrievable data recorded in all media that relate 

to an identifiable individual. It does not attempt to differentiate personal 

data according to its sensitivity. The Ordinance imposes additional 

restrictions on certain processing, namely data matching, transborder 

data transfers, and direct marketing. Data matching requires the prior 

approval of the Privacy Commissioner. The transfer of data to other 

jurisdictions is subject to restrictions that mirror those of the EU 

Directive. Also based on the directive is the requirement that upon first 

use of personal data for direct marketing purposes, a data user must 

inform the data subject of the opportunity to opt out from further 

approaches. The Commissioner had informal discussions with the EU 

over the question of adequacy but has not received a formal note on the 

adequacy of the statute. 

 

The Ordinance establishes the Office of the Privacy 

Commissioner to promote and enforce compliance with statutory 

requirements. The Commissioner is given strong enforcement powers 

based on those contained in the U.K. Data Protection Act. In addition to 

investigating complaints, the Commissioner may initiate his/her own 

investigations of reasonably suspected contraventions. He may also 

conduct audits of selected data users. A contravention of any provision 

other than a data protection principle is a criminal offense. A 

contravention causing the data subject damage (including injured 

feelings) is a basis for claiming compensation. The Commissioner is 

empowered to designate classes of data users required to publicly 

register the main features of their data processing. The Commissioner 

may issue codes of conduct to provide guidance on compliance with the 

Ordinance’s necessarily general provisions. 
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The Code on Access to Information [303] requires civil servants 

to provide records held by government departments unless there are 

specific reasons for not doing so. Departments can withhold information 

if it relates to sixteen different categories including defense, external 

affairs, law enforcement and personal privacy. Formal complaints of 

denials can be filed with the Ombudsman. 

 

 

11.3. India 
 

The Constitution of India does not expressly recognize the right 

to privacy. However, the Supreme Court first recognized in 1964 that 

there is a right of privacy implicit in the Constitution under Article 21 of 

the Constitution, which states: “No person shall be deprived of his life or 

personal liberty except according to procedure established by law” [304]. 

 

There is no general data protection law in India. The National 

Task Force on Information Technology and Software Development 

[305], established by the Prime Minister’s Office in May 1998, submitted 

an “IT Action Plan” in July 1998 calling for the creation of a “National 

Policy on Information Security, Privacy and Data Protection Act for 

handling of computerized data.” It examined the U.K. Data Protection 

Act as a model and recommended a number of cyber laws including 

ones on privacy and encryption.  

 

In May of 2000, the government passed the Information 

Technology Act, a set of laws intended to provide a comprehensive 

regulatory environment for electronic commerce [306]. Chapter III of the 

bill gives electronic records and digital signatures legal recognition, and 

Chapter X creates a Cyber Appellate Tribunal to oversee adjudication of 

cybercrimes such as damage to computer systems (Section 43) and 

breach of confidentiality (Section 72). After strong criticism, sections 

requiring cybercafes to record detailed information about users were 

dropped. The legislation gives broad discretion to government law 

enforcers through a number of provisions – Section 69 allows for 

interception of any computer resource and requires that users disclose 

encryption keys or face a jail sentence up to seven years. Section 80 

allows deputy superintendents of police to conduct searches and seize 

suspects without a warrant; Section 44 imposes stiff penalties on 

anyone who fails to provide requested information to authorities; and 
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Section 67 imposes strict penalties for involvement in the publishing of 

materials deemed obscene in electronic form. There is also a right of 

privacy guaranteed by Indian laws. Unlawful attacks on the honor and 

reputation of a person can invite an action in tort and/or criminal law. 

 

A draft Freedom of Information Act was introduced into the 

Parliament in July 2000 [307]. The bill would provide a general right to 

access information and create a National Council for Freedom of 

Information and State Councils. It contains seven broad categories of 

exemptions. The draft was heavily criticized by campaigners who said 

that the bill provided only limited access to government records. 

 

 

11.4. Japan 
 

Article 21 of the 1946 Constitution states: “Freedom of 

assembly and association as well as speech, press and all other forms 

of expression are guaranteed; and that no censorship shall be 

maintained, nor shall the secrecy of any means of communication be 

violated.” Article 35 states: “The right of all persons to be secure in their 

homes, papers and effects against entries, searches and seizures shall 

not be impaired except upon warrant issued for adequate cause and 

particularly describing the place to be searched and things to be seized; 

and that each search or seizure shall be made upon separate warrant 

issued by a competent judicial officer” [308].  

 

The 1988 Act for the Protection of Computer Processed 

Personal Data Held by Administrative Organs governs the use of 

personal information in computerized files held by government agencies 

[309]. It is based on the OECD guidelines and imposes duties of 

security, access, and correction. Agencies must limit their collection to 

relevant information and publish a public notice listing their files 

systems. Information collected for one purpose cannot be used for a 

purpose “other than the file holding purpose.” The Act is overseen by the 

Government Information Systems Planning Division of the Management 

and Coordination Agency. The Japanese government has followed a 

policy of self-regulation for the private sector, especially relating to 

electronic commerce.  
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The Ministry of International Trade and Industry (MITI) has 

issued a set of personal data protection guidelines for the sectors under 

its responsibility [310]. Each sector was invited to draw up its guidelines. 

From April 1998, a privacy mark was introduced for those companies 

that implement the data protection guidelines, and a supervisory body 

was established with the responsibility of investigating noncompliance. 

The Japanese Information Processing Development Center (JIPDEC) 

developed the privacy mark following the Guidelines Concerning the 

Protection of Personal Data in Electronic Commerce in the Private 

Sector prepared by the MITI.  

 

The development of the guidelines was mostly coordinated by 

the privacy committee of the Electronic Network Consortium (ENC), 

which is concerned with resolving fundamental issues of network 

management.  It has investigated appropriate ways to protect and 

control personal data collected by Japanese online service providers, 

and it has prepared guidelines for protecting personal data in the 

Internet age.  The committee is a trade organization run by the New 

Media Development Association, an auxiliary organization of the Ministry 

of International Trade and Industry. To date, ninety-two organizations 

are members of the ENC, including most of the major online service 

providers in Japan: corporate members in the areas of commercial 

online services and Internet service providers, computer manufacturers, 

and communications and related software businesses. There are also 

special individual members, including academic and research 

professionals and fifty-one local community organizations that are 

interested in public networking.  

 

The guidelines clearly state that personal data may be collected 

only with the consent of the individuals concerned. They clarify the right 

to veto the use of personal data, so that personal data already available 

to an online service provider cannot be used or transferred to a third 

party without the consent of the individual concerned. To ensure the 

proper management of personal data, a manager within the organization 

who understands the objectives of the guidelines and who is capable of 

implementing them should be appointed to manage the personal data.  

 

Several committees have been set up to develop legislation for 

the private sector. In July 1999, government set up the Working Party 

on Personal Data Protection under the Advanced Information and 
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Telecommunications Society Promotion Headquarters. In January 2000, 

the government convened the Expert Committee for Drafting Law of 

Personal Data Protection under the Advanced Information and 

Telecommunications Society Promotion Headquarters to develop a 

comprehensive basic law to protect personal information on the basis of 

the Interim Report of the Working Party. The panel released an interim 

report in June 2000 urging the adoption of legal protections for the 

processing of personal information by businesses and the creation of a 

government office to handle complaints and investigations. It also 

recommended changes to laws on information held by government 

agencies. The panel is scheduled to release its final report in September 

2000 and the government will introduce a bill into Parliament in 2001 

[311]. The Ministry of Finance and MITI announced plans to introduce 

legislation to protect individuals credit data in 2000 after a task force 

issues proposals. 

 

The Law Concerning Access to Information Held by 

Administrative Organs was approved by the Diet in May 1999 after 20 

years of debate [312]. The law allows any individual or company to 

request government information in electronic or printed form. A nine-

person committee in the Office of the Prime Minister will receive 

complaints about information that the government refuses to make 

public and will examine whether the decisions made by the ministries 

and agencies were appropriate. Government officials will still have broad 

discretion to refuse requests but requestors will be able to appeal 

decisions to withhold documents to one of eight different district courts. 

The law goes into effect in 2001.  

 

Japan is a member of the Organization for Economic 

Cooperation and Development and a signatory to the OECD Guidelines 

on Privacy and Transborder Dataflows.  

 

 

11.5. South Korea 
 

The Constitution provides for protection of privacy and secrecy 

of communications. Article 16 states: “All citizens are free from intrusion 

into their place of residence. In case of search or seizure in a residence, 

a warrant issued by a judge upon request of a prosecutor has to be 

presented.” Article 17 states: “The privacy of no citizen may be 
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infringed.” Article 18 states: “The privacy of correspondence of no 

citizen shall be infringed” [313]. 

 

The Act on the Protection of Personal Information Managed by 

Public Agencies of 1994 sets rules for the management of computer-

based personal information held by government agencies and is based 

on the OECD privacy guidelines [314]. Under the Act, government 

agencies must limit data collected, ensure their accuracy, keep a public 

register of files, ensure the security of the information, and limit its use 

to the purposes for which it was collected. The Act is enforced by the 

Minister of Government Administration. 

 

Interest in promotion of electronic commerce has been a major 

impetus for recent developments. In May 1998 the Ministry of 

Commerce, Industry and Energy (MoCIE) proposed a set of guidelines 

for electronic commerce legislation, including protecting privacy in the 

digital trade environment. The Basic Act on Electronic Commerce was 

approved in January 1999. Chapter III of the Act requires that “electronic 

traders shall not use, nor provide to any third party, the personal 

information collected through electronic commerce beyond the alleged 

purpose for collection thereof without prior consent of the person of such 

information or except as specifically provided in any other law.” 

Individuals also have rights of access, correction, and deletion, and data 

holders have a duty of security [315].  

 

The Ministry of Information and Communication (MIC) set up a 

Cyber Privacy Center in April 2000 [316]. The Ministry issued guidelines 

in May 2000 on privacy. The guidelines require consent before collecting 

“sensitive information” such as political orientation, birthplace, and 

sexual orientation, and ISPs wishing to collect information about users 

under 14 must obtain parental consent. ISPs must display their privacy 

policies and establish security policies. The Ministry said it was planning 

to develop legislation in late 2000 that would incorporate the guidelines. 

A study by the Korea Information Security Agency in November 1999 

found that most sites were collecting information but were lacking 

adequate privacy policies. 

 

In 1997, the government proposed an “Electronic National 

Identification Card Project.” The plan was based on a smartcard system 

and according to a local human rights group would “include universal ID 
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card, driver’s license, medical insurance card, national pension card, 

proof of residence, and a scanned fingerprint, among other things” 

[317].  

 

The Act on Disclosure of Information by Public Agencies is a 

freedom of information act that allows Koreans to demand access to 

government records. It was enacted in 1996 and went into effect in 

1998. The Supreme Court ruled in 1989 that there is a constitutional 

right to information “as an aspect of the right of freedom of expression, 

and specific implementing legislation to define the contours of the right 

was not a prerequisite to its enforcement.” 

 

South Korea is a member of the Organization for Economic 

Cooperation and Development and has adopted the OECD Guidelines 

on the Protection of Privacy and Transborder Flows of Personal Data.   

 

 

11.6. Malasya 
 

The Constitution of Malaysia does not specifically recognize the 

right to privacy [318]. The Ministry of Energy, Communications and 

Multimedia is drafting a Personal Data Protection Act that will create 

legal protections for personal data as part of the “National Electronic 

Commerce Master Plan”. The purpose of the Bill is to ensure secrecy 

and integrity in the collection, processing, and utilization of data 

transmitted through the electronic network. The Ministry is looking at the 

OECD Guidelines, EU Data Directive, and the U.K., Hong Kong, and 

New Zealand legislation as models for the act. The bill has been 

delayed for several years as the Ministry has watched international 

developments such as the U.S./EU Safe Harbor negotiations. The 

government appears to be moving towards embracing a mix of self-

regulation and government intervention.  

 

In 1998, the Parliament approved the Communications and 

Multimedia Act, which has several sections on telecommunications 

privacy. Section 234 prohibits unlawful interception of communications. 

Section 249 sets rules for searches of computers and includes access 

to encryption keys. Section 252 authorizes police to intercept 

communications without a warrant if a public prosecutor considers that a 
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communication is likely to contain information that is relevant to an 

investigation [319]. 

 

Several other laws relating to technology were approved in 

1997, including The Digital Signature Act [320, 321] and the Computer 

Crime Act [322]. Section 8 of the Computer Crime Act allows police to 

inspect and seize computing equipment of suspects without a warrant or 

any notice. The suspect is also required to turn over all encryption keys 

for any encrypted data on his/her equipment. The act also outlaws 

eavesdropping, tampering with or falsifying data, sabotage through 

computer viruses or worms, among a host of cybercrimes. The Energy, 

Communications and Multimedia Ministry announced in July 2000 that it 

is developing a National Policy Framework on Information Security to 

provide guidelines on computer security. 

 

 

11.7. New Zealand 
 

Article 21 of the New Zealand Bill of Rights Act of 1990 states: 

“Everyone has the right to be secure against unreasonable search or 

seizure, whether of the person, property, or correspondence or 

otherwise” and the Human Rights Act 1994 prohibits discrimination. 

 

New Zealand’s Privacy Act was enacted in 1993 [323] and has 

been amended several times [324, 325, 326, 327, 328, 329]. It regulates 

the collection, use and dissemination of personal information in both the 

public and private sectors. It also grants to individuals the right to have 

access to personal information held about them by any agency. The 

Privacy Act applies to “personal information,” which is any information 

about an identifiable individual, whether automatically or manually 

processed. The news media are exempt from the Privacy Act in relation 

to their news activities.  

 

The Act creates twelve Information Privacy Principles generally 

based on the 1980 OECD guidelines and the information privacy 

principles in Australia’s Privacy Act 1988. In addition, the legislation 

includes a new principle that deals with the assignment and use of 

unique identifiers. The Information Privacy Principles can be individually 

or collectively replaced by enforceable codes of practice for particular 

sectors or classes of information. At present, there is only one complete 
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sectoral code of practice in force, the Health Information Privacy Code 

1994. There are several codes of practice that alter the application of 

single information privacy principles: the Superannuation Schemes 

Unique Identifier Code 1995, the EDS Information Privacy Code 1997, 

and the Justice Sector Unique Identifier Code 1998. 

 

In addition to the information privacy principles, the legislation 

contains principles relating to information held on public registers; it sets 

out guidelines and procedures in respect to information matching 

programs run by government agencies, and it makes special provision 

for the sharing of law enforcement information among specialized 

agencies. 

 

The Office of the Privacy Commissioner is an independent 

oversight authority that was created prior to the Privacy Act by the 1991 

Privacy Commissioner Act [330]. The Privacy Commissioner oversees 

compliance with the Act, but does not function as a central data 

registration or notification authority. The Privacy Commissioner’s 

principal powers and functions include promoting the objects of the Act, 

monitoring proposed legislation and government policies, dealing with 

complaints at first instance, approving and issuing codes of practice and 

authorizing special exemptions from the information privacy principles, 

and reviewing public sector information matching programs. Complaints 

by individuals are initially filed with the Privacy Commissioner who 

attempts to conciliate the matter. If conciliation fails, the Proceedings 

Commissioner or the complainant, if the Proceedings Commissioner is 

unwilling, can bring the matter before the Complaints Review Tribunal, 

which can issue decisions and award declaratory relief, issue restraining 

or remedial orders, and award special and general damages. 

 

The Official Information Act of 1982 [331] and the Local 

Government Official Information and Meetings Act of 1987 [332] are 

freedom of information laws governing the public sector. There are 

significant interconnections between this freedom of information 

legislation and the Privacy Act in subject matter, administration, and 

jurisprudence, so much so that the three enactments may be viewed, in 

relation to access to information, as complementary components of one 

overall statutory scheme. Enforcement is supervised by the Office of the 

Ombudsman [333] which hears complaints under the Official 
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Information Act and the Local Government Official Information and 

Meetings Act. 

 

New Zealand is a member of the Organization for Economic 

Cooperation and Development and has adopted the OECD Guidelines 

on the Protection of Privacy and Transborder Flows of Personal Data. 

New Zealand is one of six countries involved in a European Commission 

study of methods of assessing whether laws of “third countries” meet 

the provisions of the EU data protection directive. 

 

 

11.8. Philippines 
 

Article III of the 1987 Constitution protects the right of privacy. 

Section 2 states: “The right of the people to be secure in their persons, 

houses, papers, and effects against unreasonable searches and 

seizures of whatever nature and for any purpose shall be inviolable, and 

no search warrant or warrant of arrest shall issue except upon probable 

cause to be determined personally by the judge after examination under 

oath or affirmation of the complainant and the witnesses he may 

produce, and particularly describing the place to be searched and the 

persons or things to be seized.” Section 3 states: “(1) The privacy of 

communication and correspondence shall be inviolable except upon 

lawful order of the court, or when public safety or order requires 

otherwise as prescribed by law. (2) Any evidence obtained in violation of 

this or the preceding section shall be inadmissible for any purpose in 

any proceeding.” Section 7 states: “The right of the people to 

information on matters of public concern shall be recognized. Access to 

official records, and to documents and papers pertaining to official acts, 

transactions, or decisions, as well as to government research data used 

as basis for policy development, shall be afforded the citizen, subject to 

such limitations as may be provided by law” [334]. 

 

There is no general data protection law but there is a 

recognized right of privacy in civil law [335, 336]. The Civil Code also 

states that “every person shall respect the dignity, personality, privacy, 

and peace of mind of his neighbors and other persons,” and punishes 

acts that violate privacy by private citizens, public officers, or employees 

of private companies. The Republic Act 8972, the Electronic Commerce 

Act of 2000 [337] in its Sections 8, 9, and 10 of the law, gives legal 
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status to data messages, electronic writing, and digital signatures, 

making them admissible in court. Section 23 mandates a minimum fine 

and a prison term of six months to three years for unlawful and 

unauthorized access to computer systems, and extends the consumer 

act, RA7394, to transactions using data messages.  

 

The Code of Conduct and Ethical Standards for Public Officials 

and Employees [338] mandates the disclosure of public transactions 

and guarantees access to official information, records or documents. 

Agencies must act on a request within fifteen working days from receipt 

of the request. Complaints against public officials and employees who 

fail to act on request can be filed with the Civil Service Commission or 

the Office of the Ombudsman.   

 

 

11.9. Singapore 
 

The Singapore Constitution is based on the British system and 

does not contain any explicit right to privacy [339]. The High Court has 

ruled that personal information may be protected from disclosure under 

a duty of confidences. There is no general data protection or privacy law 

and the government has been aggressive in using surveillance to 

promote social control and limit domestic opposition [340]. 

 

In September 1998, the National Internet Advisory Board 

released an industry-based self-regulatory “E-Commerce Code for the 

Protection of Personal Information and Communications of Consumers 

of Internet Commerce” [341]. The code encourages providers to ensure 

the confidentiality of business records and personal information of 

users, including details of usage or transactions, would prohibit the 

disclosure of personal information, and would require providers not to 

intercept communications unless required by law. The code would also 

limit collection and prohibit disclosure of personal information without 

informing the consumer and giving an option to stop the transfer, ensure 

accuracy of records, and provide a right to correct or delete data. 

 

In July 1998, the Singapore government enacted three major 

bills concerning computer networks. They are the Computer Misuse 

(Amendment) Act [342], the Electronic Transactions Act, and the 

National Computer Board (Amendment) Act. The CMA prohibits the 
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unauthorized interception of computer communications. The CMA also 

provides the police with additional powers of investigation. Under the 

amended Act, it is now an offense to refuse to assist the police in an 

investigation. Amendments also widened the provisions allowing the 

police lawful access to data and encrypted material in their 

investigations of offenses under the CMA as well as other offenses 

disclosed in the course of their investigations. Such power of access 

requires the consent of the Public Prosecutor. The Electronic 

Transactions Act imposes a duty of confidentiality on records obtained 

under the act and imposes a fine and jail sentence for disclosing those 

records without authorization. Police have broad powers to search any 

computer and to require disclosure of documents for an offense related 

to the act without a warrant [343]. 

 

The Ministry of Health announced in August 1999 that it was 

creating a central medical database. The database will hold all patients’ 

records from all hospitals and clinics in Singapore and be available to 

government and private doctors. 

 

 

11.10. Republic of China (Taiwan) 
 

Article 12 of the 1994 Taiwanese Constitution states: “The 

people shall have freedom of privacy of correspondence” [344]. The 

Computer-Processed Personal Data Protection Law was enacted in 

August 1995 [345, 346]. The Act governs the collection and use of 

person-identifiable information by government agencies and many areas 

of the private sector. The Act requires that “The collection or utilization 

of personal data shall respect the rights and interests of the principal 

and such personal data shall be handled in accordance with the 

principles of honesty and credibility so as not to exceed the scope of the 

specific purpose.” Individuals have a right of access and correction, the 

ability to request cessation of computerized processing and use, and the 

ability to request deletion of data. Data flows to countries without privacy 

laws can be prohibited. Damages can be assessed for violations. The 

Act also establishes separate principles for eight categories of private 

institutions: credit information organizations, hospitals, schools, 

telecommunication businesses, financial businesses, securities 

businesses, insurance businesses, mass media, and “other enterprises, 

organizations, or individuals designated by the Ministry of Justice and 



Review of Regulatory Responses: 
National Initiatives in Asia 

 

 166 

the central government authorities in charge of concerned end 

enterprises.” 

 

There is no single privacy oversight body to enforce the Act. 

The Ministry of Justice enforces the Act for government agencies. For 

the private sector, the relevant government agency for that sector 

enforces compliance. The 1996 Telecommunications Law states 

“Unauthorized third parties shall not receive, record, or use other illegal 

means to infringe upon the secrets of telecommunications enterprises 

and telecommunications messages. A telecommunications enterprise 

should take proper and necessary measures to protect its 

telecommunications security” [347].  

 

In 1997, the Taiwanese government proposed a new national ID 

card called the “National Integrated Circuit (IC) Card.” The plan called 

for a smartcard system with over 100 uses for the card, including ID, 

health insurance, driver’s license, taxation and possibly small-value 

payments. There were hearings to evaluate privacy concerns after 

protests about the plan arose. The government dropped the plan and is 

now creating a paper-based card, which may include a fingerprint. A 

smartcard-based system just for health information, which will use the 

national ID number, is also being developed. 

 

 

11.11. Thailand 
 

Section 34 of the 1997 Constitution states: “A person’s family 

rights, dignity, reputation or the right of privacy shall be protected. The 

assertion or circulation of a statement or picture in any manner 

whatsoever to the public, which violates or affects a person’s family 

rights, dignity, reputation or the right of privacy, shall not be made 

except for the case which is beneficial to the public.” Section 37 states: 

“Persons have the freedom to communication with one another by lawful 

means. Search, detention or exposure of lawful communication 

materials between and among persons, as well as actions by other 

means so as to snoop into the contents of the communications 

materials between and among persons, is prohibited unless it is done by 

virtue of the power vested in a provision of the law specifically for the 

purpose of maintaining national security or for the purpose of 

maintaining peace and order or good public morality.” Section 58 states: 
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“A person shall have the right to get access to public information in 

possession of a State agency, State enterprise or local government 

organization, unless the disclosure of such information shall affect the 

security of the State, public safety or interests of other persons which 

shall be protected as provided by law” [348]. 

 

The National Information Technology Committee (NITC) 

approved plans in February 1998 for a series of information technology 

laws. Six sub-committees under the National Electronics and Computer 

Technology Centre (NECTEC) were set up to draft the following bills: E-

Commerce Law, Electronic Data Interchange Law, Privacy Data 

Protection Law, Computer Crime Law, Electronics Digital Signature Law, 

Electronics Fund Transfer Law and Universal Access Law. All six bills 

were submitted to the Cabinet in January 2000. A combined electronic 

commerce and digital signature law was approved by the Cabinet in July 

2000 and is expected to be approved by the Parliament this year. The 

rest of the bills, including the data protection act, are still awaiting 

Cabinet approval. The Association of Thai Computer Industry (ATCI) 

called on the government in May 2000 to adopt the data protection law 

to promote trust in e-commerce. 

 

The Official Information Act was approved in 1997 [349]. The 

Act sets a code of information practices on personal information system 

run by state agencies. The agency must: ensure that the system is 

relevant to and necessary for the achievement of the objectives of the 

operation of the State agency; make efforts to collect information directly 

from the subject; publish material about its use in the Government 

Gazette; provide for an appropriate security system; notify such person 

if information is collected about him or her from a third party; not 

disclose personal information in its control to other State agencies or 

other persons without prior or immediate consent given in writing by the 

person except in limited circumstances; and provide rights of access, 

correction and deletion. The Official Information Commission, under the 

Office of the Prime Minister, oversees the Act [350]. 

 

In 1997, Thailand began issuing a new national ID card with a 

magnetic strip. The computer system will be linked with other 

government departments, including the Revenue Department, the 

Ministry of Foreign Affairs, the Ministry of Defense, and the Office of the 

Narcotics Control Board. The government also plans to link the system 
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with other governments to allow holders to travel in Asian countries 

without the need for a passport, using only the new card.  

 

The Official Information Act allows for citizens to obtain 

government information such as the result of a consideration or a 

decision that has a direct effect on a private individual, work-plan, 

project and annual expenditure estimates, and manuals or order relating 

to work procedure of State officials that affects the rights and duties of 

private individuals. Individuals can appeal denials to the Official 

Information Commission. 
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12. Global Harmonization Initiatives 
 

 

 The European Union Directive 95/46/EC of the 

European Parliament and of the Council of 24 October 1995 [33] 

represents the first comprehensive effort to implement an international 

harmonization privacy framework. As previously examined data 

protection rules in the EU not only regulate processing personal data in 

the EU Member States but also comprise provisions on the transfer of 

data to third countries (Articles 25 and 26 of the Directive 95/46/EC). 

The basic criterion is that Member States should permit transfer of 

personal data only when the third countries concerned ensure an 

appropriate level of protection. If an appropriate protection level cannot 

be ensured, and on the assumption that none of the exceptions 

envisaged would apply, Member States would prevent those transfers. 

 

Although the EU countries and the U.S. share similar concerns 

about the impact of electronic networks on the information privacy, the 

EU has addressed these concerns in very different ways from the U.S. 

When the Transatlantic Business Dialogue (TABD) met in November 

1997, both European and American participants recognized the threats 

to global commerce posed by privacy regimes that require conformity to 

a certain approach. It supported mutual recognition by governments of 

industry-led, market-driven privacy protection principles to ensure 

consumer trust in electronic commerce. It also suggested that national 

privacy protection allow for differences in privacy protection, based on 

national political systems and local cultures. The TABD urged the 

governments of both the U.S. and the EU to work together with industry 

to understand how market-driven, self-regulatory solutions provide 

protection of, and ensure the continuation of, transborder personal data 

flows [351]. 

 

Following the lead of the EU, most countries in Latin America, 

New Zealand, Canada, and the Asia-Pacific region have chosen the 

legislative path, as opposed to self-regulation, the model sponsored by 

the U.S. and Japan. The global trend has been toward the adoption of 

legislation type models – Australia, which initially preferred a self-
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regulating approach, has backed away from self-regulation and is now 

adopting the legislative model [352]. 

 

Regardless of the regulatory model that is implemented, the 

goal is to ensure the development, agreement, and application of a fair 

and predictable set of rules across countries and regions, and to reduce 

the complications of jurisdiction and applicable law. 

 

 

12.1. Privacy in Electronic Transactions 

 

Consumer confidence in online health transactions requires 

adequate security, respect for privacy, and protection from unfair, 

deceptive, and fraudulent conduct. Ultimately, what is important is that 

consumers must feel comfortable with how their personal information is 

used and their ability to control its use, whether through government 

intervention or industry self-regulation. A global economy depends on 

the free flow of information, and there is a need to balance the free flow 

of information appropriately with individuals' right to privacy in ways that 

do not sacrifice the benefits that electronic commerce promises. 

 

Online Internet-based transactions present particularly serious 

questions regarding legal reparation if some aspect of the deal is found 

to be unsatisfactory. The global nature of interactive communication 

technologies complicates the issue because choice of law, jurisdiction, 

and liability rules vary significantly among countries, and may result in 

uncertainties about consumer rights and business obligations in cross-

border transactions. 

 

Even if issues of applicable law and jurisdiction could be 

adequately resolved, international private litigation over small-value 

Internet transactions generally does not make practical or economic 

sense. Other non-traditional forms of dispute resolution can be a 

practical way to provide consumers with fast, inexpensive, and effective 

remedies, and can reduce businesses' exposure to foreign litigation. For 

this reason, efforts have been made to promote collaborative efforts 

among the private sector and consumer groups to develop and 

implement fair and effective Alternative Dispute Resolution (ADR) 

mechanisms for online transactions as one means of promoting 

consumer confidence and participation in electronic transactions. Many 
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organizations and stakeholders have expressed interest and support for 

ADR mechanisms, including the Organization for Economic Cooperation 

and Development (OECD), the Global Business Dialogue on Electronic 

Commerce, the Internet Law and Policy Forum, the Trans-Atlantic 

Business Dialogue, and the Trans-Atlantic Consumer Dialogue. To 

examine ADR issues and options, the U.S. Department of Commerce 

and the Federal Trade Commission held a workshop in June 2000 [353] 

to promote discussion among interested stakeholders on how ADR 

programs can foster consumer confidence without unduly burdening 

business.  

 

 

12.2. Self-Regulated Harmonization 
 

The U.S. approach to privacy protection attempts to balance 

individuals' privacy rights with the benefits associated with the free flow 

of information. To achieve this balance, the U.S. traditionally has relied 

on a mix of sector-specific legislation, regulation, private sector codes of 

conduct, and market forces. It is the view of the U.S. Government and 

industry that the global nature of the Internet and its decentralized 

nature limit the effectiveness of traditional government regulation. Also, 

it is asserted that the Internet's interactive capabilities allow consumers 

to register their views immediately and precisely, dramatically increasing 

the likelihood that the marketplace will find the optimal balance between 

data protection and freedom of information values [351, 354]. 

 

The U.S. approach to securing these protections relies on a 

combination of private sector self-regulatory initiatives, government 

enforcement of existing legal protections, and efforts to better inform 

consumers. Moreover, both the U.S. private sector and governments 

believe that they must share information and cooperate across borders 

to ensure that these efforts are effective in a global marketplace [354]. 

 

In response to the U.S. Administration's challenge, the Better 

Business Bureau's Online Division (BBBOnLine) worked with industry, 

consumer representatives, and governments and issued a code of 

conduct [355]. Businesses adhering to the code must disclose terms of 

sale, avoid unfair and deceptive advertising, register with the local Better 

Business Bureau, and meet other reliability standards in order to display 

a reliability seal. In addition, these businesses must commit to 
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participate in ADR proceedings. The U.S. Administration sees the Better 

Business Bureau's online division, BBBOnLine and the BBBOnLine 

Reliability Program, as a model for voluntary actions that can promote 

consumer confidence in online transactions. Other important efforts are 

also underway in the U.S. – for example, the Electronic Commerce 

Consumer Protection Group [356], whose members include AOL, 

American Express, AT&T, Dell, IBM, Microsoft, Time Warner, and Visa, 

issued a code of conduct for online business in June 2000. This code is 

an important statement of best practices for web merchants, and it 

encourages merchants to participate in fair and effective dispute 

resolution mechanisms.  

 

The U.S. Administration has, however, held the belief that the 

private sector must do far more to improve the level of privacy protection 

in the U.S. and directed the Secretary of Commerce and the Director of 

the Office of Management and Budget to work with private industry and 

privacy advocacy groups to encourage development and adoption of 

effective codes of conduct and/or technological solutions to privacy 

protection on the Internet. Since then, the U.S. Department of 

Commerce has been working with the private sector on ways to improve 

the effectiveness of codes of conduct, enhance public education on 

privacy issues, and further privacy protection through technology 

development. 

 

The U.S. Federal Trade Commission [357] plays a central role 

in defining and enforcing policy. The Federal Trade Commission 

enforces a variety of federal antitrust and consumer protection laws. The 

Commission seeks to ensure that the nation's markets function 

competitively, and are vigorous, efficient, and free of undue restrictions. 

The Commission also works to enhance the smooth operation of the 

marketplace by eliminating acts or practices that are unfair or deceptive. 

In general, the Commission's efforts are directed toward stopping 

actions that threaten consumers' opportunities to exercise informed 

choice. Finally, the Commission undertakes economic analysis to 

support its law enforcement efforts and to contribute to the policy 

deliberations of the Congress, the Executive Branch, other independent 

agencies, and state and local governments when requested. 

 

Consumer protection activities are carried out under the 

following four enforcement programs – Advertising Practices, Marketing 
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Practices, Financial Practices, and Enforcement – supported by 

Planning and Information, Consumer and Business Education, 

Economic and Consumer Policy Analysis, and Program Management.  

 

 Advertising Practices Program - enforces the nation’s 

"Truth-in-Advertising" laws. Whether advertisements 

appear on television or radio, in newspapers or 

magazines, or on the Internet, these laws require 

companies to tell the truth and to back up their claims 

with reliable, objective evidence.  

 

 Marketing Practices Program - fights schemes that use 

high and low technology to defraud consumers. The 

program studies trends, brings law enforcement 

actions, conducts regulatory and policy review, and 

educates consumers in connection with deceptive 

practices that occur in the sale of consumer goods and 

services. The priorities of the program include Internet 

fraud, telemarketing fraud, telecommunications and 

new technologies, investment opportunity fraud, direct 

mail fraud, and warranties and contracts frauds.  

 

 Financial Practices Program - promotes fairness and 

accuracy in the provision of financial services and in the 

use of financial information. Financial services, 

including credit and leasing, play important roles in the 

daily lives of most Americans, who use credit cards, 

take out loans, and lease major products. These 

services also present challenging consumer protection 

issues, such as protecting the privacy of sensitive online 

personal information.  

 

 Enforcement Program - protects consumers from 

deception and fraud by stopping deceptive advertising 

and marketing practices that cause economic losses, 

ensures that companies ordered to stop deceptive 

practices do so, and ensures that consumers receive 

important information required by various laws and 

rules to help them make accurate comparisons and 

informed decisions. 



Global Harmonization Initiatives 
 

 

 174 

 

 Planning and Information Program - The Planning and 

Information Program develops, analyzes, and supplies 

information in order to target law enforcement and 

educational efforts, measure the impact of mission 

activities, and allocate resources. The program is 

responsible for various projects and functions, 

including: Consumer Response Center, Consumer 

Sentinel, Identity Theft and Assumption Deterrence, 

International Coordination, and Operations. 

 

 Consumer and Business Education Program - plans, 

develops, and implements proactive and creative 

mission-related campaigns targeted to both broad and 

segmented consumer and industry audiences. This 

effort encourages informed consumer choice and 

competitive business practices in the marketplace, and 

is viewed by the Commission as a cost-effective way to 

help minimize consumer injury and obtain compliance 

with the law. 

 

 Program Management - responsible for the overall 

management of the Mission and the accomplishment of 

its goal and objectives. Senior managers provide 

direction to Mission staff and promote the efficiency and 

effectiveness of Mission programs by, among other 

things, managing strategic planning, allocating 

resources, monitoring and reviewing substantive 

initiatives, and managing human resources. 

 

The Federal Trade Commission (FTC) and other U.S. agencies, 

working closely with industry and consumer advocates, has participated 

in the OECD's efforts to produce guidelines for consumer protection 

online [358]. 

 

Regarding privacy protection through self-regulation and 

example, the U.S. Government has called on industry to provide online 

privacy policies that articulate the manner in which a company collects, 

uses, and protects data, and the choices it offers consumers with regard 

to their personal information. Based on FTC surveys of commercial 



Global Harmonization Initiatives 
  

 

 175 

sites, sixty-two percent now post privacy policies compared to two 

percent in 1998. Businesses have increasingly hired privacy experts and 

made the protection of consumer information a priority. However, only 

twenty percent of the surveyed sites have policies that satisfy all the 

generally accepted fair information principles and special protections for 

sensitive information, and choice about how network advertisers use 

personal information continues to be a major issue. 

  

New technologies are seen as a possible solution. The Platform 

for Privacy Protection (PPP), a standard developed by the World Wide 

Web Consortium that will enable users to express their privacy 

preferences through their browsers, is an example. In September of 

2000, a Department of Commerce Workshop demonstrated this 

technology [359]. 

 

 

12.3. User-Driven Regulatory Harmonization 
 

The best-protected consumer is an educated consumer. A 

variety of strategies have been proposed to enhance the capacity of 

stakeholders and users to develop and use interactive communication 

technologies. Even in developing countries the major limiting factor is 

educational level, as most applications are primarily text-based and 

designed for educated and literate audiences – e.g., in the U.S., a large 

segment of the population has great difficulty in understanding legal 

statements [360]. Users may require assistance (“intermediaries”) to 

successfully use interactive communication applications and protect 

their privacy while online [7]. Strategies to address the issue of “user 

readiness” include components of health and technology literacy and 

ability to comprehend privacy issues [7], and the use of toolkits that 

assist end-users in the evaluation of the quality of health sites [361]. 

 

The U.S. Federal Trade Commission has used the Internet to 

alert consumers to the telltale signs of fraud, the importance of privacy 

in the information age and other critical consumer protection issues. 

More than 200 of their consumer and business publications are 

available on their website [362]. The FTC also provides resources for 

online marketers using a variety of approaches such as compliance 

guides, brochures, public addresses, web-based public service 

announcements, and workshops on issues of interest [357]. 
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12.4. Special Areas Requiring Protection Through 
           Legal Regulation 
 

There are areas where highly sensitive information has 

prompted even those countries that promote self-regulation to 

progressively move toward legislative regulation. This strategy was 

found necessary to provide strong legal protection to privacy. Those 

areas include [354]: 

 

 Children’s Information – e.g., in 1999 the U.S. 

Government enacted the Children's Online Privacy 

Protection Act requiring sites aimed at children to get 

verifiable parental consent before they gather and use 

personal information received from children under 

thirteen. The FTC issued rules to implement this Act in 

April 2000. 

 

 Medical Records - the privacy of medical data is 

particularly important and legislation is being drafted in 

the U.S. and other self-regulating countries to protect 

the privacy of individual health records. However, 

additional legislation also will be needed to ensure 

better protection of some medical records, such as 

those held by life insurance companies and in many 

employment uses that are outside the scope of the 

current statutes. 

 

 Financial Records – users have been increasingly 

worried about the insufficient protection of privacy of 

financial records. In 2000, the U.S. Administration 

announced a new legislative proposal to protect 

consumers’ financial privacy that includes the right to 

choose whether a firm shares consumer financial 

information, provides extra protection for especially 

sensitive information, and creates a new right to review 

and correct information collected about consumers. 

This proposal, developed by the Department of 

Treasury, the Office of Management and Budget and 
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the National Economic Council, built upon the financial 

privacy protections of the 1999 Financial Modernization 

legislation and filled gaps in that ground-breaking law. 

 

 Genetic Discrimination – in the U.S. on February 2000 a 

Presidential Executive Order banned the use of genetic 

information in Federal government hiring and promotion 

decisions. Legislation is still necessary to extend these 

protections to private sector employment and insurance 

practices. 

 

 

12.5. Impact of the Diversity of Regulations at 
the International Level 

 

Many nations share concerns about the impact of the expansion 

of electronic networks on information privacy. How to deal with privacy 

issues of transborder data flows has been a major issue between the 

European Union and the United States. Those conflicting perspectives 

are expected to expand to other countries due to globalized commerce 

and more and more countries, health organizations, and insurers 

becoming electronically integrated [363].  

 

This situation could cause significant disturbances to flows of 

personal data throughout the world and, as a consequence, to 

international trade. The implications for countries such as the U.S., 

which receives a significant number of data transfers from the EU 

Member States and, in 1999, had approximately $350 billion in trade 

with the EU, are serious. Data transfers are the livelihood of many 

organizations and are the underpinnings for all of electronic commerce. 

Multinational organizations routinely share among their different offices 

a vast array of personal information. This information can be as simple 

as personnel telephone directories or can be more sensitive information 

such as personnel records, insurance information needed to process 

medical claims, credit card billing information, or patient information 

essential for conducting pharmaceutical research on new drugs. On the 

international front, the U.S. Government continues to promote an 

industry self-regulation approach to privacy protection with groups such 

the OECD, the Free Trade Area of the Americas (FTAA), and the Asia-

Pacific Economic Cooperation. For example, the U.S. Government 
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played a leading role in developing the OECD Online Privacy Generator, 

which encourages and helps organizations develop online privacy 

policies that comport with the 1980 OECD Privacy Guidelines. A very 

extensive review on the topic was recently published [364].  

 

Although it is possible to prevent transfers of personal data by 

referring to Article XIV of the GATS (General Agreement on Trade in 

Services), it would be preferable to avoid resorting to this type of action 

[365]. A much more satisfactory solution would be that third countries 

toward which data are transferred set up a level of protection that could 

be considered as adequate and agreed upon by all parties. 

 

With a view to establishing a predictable and workable 

framework ensuring high data protection standards and at the same 

time the free flow of personal data across the Atlantic, an informal 

dialogue on data protection between the European Union Commission’s 

services and the U.S. Department of Commerce started in early 1998. 

During the year, the dialogue intensified: several high-level meetings 

took place. The Working Party and the Committee established by Article 

31 of Directive 95/46/EC were regularly informed about progress. On 

November 1998, the U.S. Department of Commerce issued a set of 

privacy principles designed to offer a “safe harbor” to U.S. companies 

and organizations that adhere to them on a voluntary basis. Led by the 

U.S. Department of Commerce’s International Trade Administration and 

the European Commission Directorate for Internal Markets, an 

agreement was reached with the goals of ensuring the free flow of data 

and effective protection of personal data between the U.S. and the E.U. 

and the establishment of a "safe harbor" framework, based on principles 

that more closely reflect the U.S. approach to privacy, which at the same 

time meet the European Directive’s adequacy requirements. These 

principles were deemed adequate by the European Commission in July 

2000. The safe harbor became effective on 1 November 2000 [366].  

 

Private sector organizations such as the Global Business 

Dialogue on Electronic Commerce and the TransAtlantic Business 

Dialogue also help find ways to bridge different national privacy 

approaches. Moreover, in May 2000, BBBOnfine and the Japan 

Information Processing Development Center (JIPDEC) teamed up to 

develop a transnational online privacy seal. The seal can be displayed 
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by businesses that have earned either the JIPDEC or the BBBOnline 

privacy seals. 

 

Although the EU saw these principles as a positive 

development, it was felt that improvements and clarifications would be 

necessary before the principles could be judged as offering “adequate 

protection” as required by the Directive 95/46/EC [283]. 

 

 

12.6. Implications for e-Commerce and e-Health 

 

One of the IT-related societal transformations with highest 

visibility is the emergence of e-Commerce. Starting to take off in 1995 

business-to-consumer (B2C) and business-to-business (B2B) electronic 

commercial transactions have risen rapidly. Estimates suggest that in 

the U.S. alone, in the year 2000, B2C e-Commerce represented a 

market of more than US$ 60 billion and B2B more than US$ 184 billion. 

Although estimates vary, and the impact of the present downturn in the 

world economy is still not clear, by 2003 B2C is expected to reach 

between US$ 75 to 144 billion and B2B between US$ 634 billion and 3.9 

trillion. Also, by 2003 about eighty percent of all B2B transactions could 

take place online [367]. 

 

Reports have estimated that the Internet-based e-Commerce 

average potential value may represent something in the order of 30% of 

the GDP of developed economies, ranging from 2% in the coal industry 

up to 40% in electronic components and financial services. The main 

impetus for this trend has been ascribed to the massive implementation 

of e-Commerce Web sites. Another modality of electronically-mediated 

transactions are the consumer-to-consumer (C2C), also known as peer-

to-peer (P2P), exchanges – still a very limited market from the 

commercial viewpoint, and mainly represented by auctions, direct selling 

of goods, and non-financial exchange of products. 

 

The conversion of government and public-domain information 

and applications to a digital format and the deployment of online 

government services available seven days a week, twenty-four hours a 

day, has been radically changing the bureaucratic nature of public 

services. An example is the U.S. Government FirstGov Internet site -- a 

portal that allows users to search more than 27 million Federal agencies 
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Web pages. The site uses a search engine capable of examining half a 

billion documents in fractions of a second, handles millions of searches 

every day, and provides linkage to the home pages of agencies and 

entities in all government branches. 

 

Other public areas where e-Government applications have 

caused great impact are: record-keeping, legal and regulatory 

databases, online procurement, electronic form filling, social services 

applications and benefit distribution, student aid management, social 

security operation, legal counseling, submission of complaints, 

electronic payments, tax returns, and voting [367, 368, 369]. 

 

Those developments led to the emergence of "e-Health", as an 

area distinguished by:  "the combined use of electronic communication 

and information technology in the health sector,“ or “the use in the 

health sector of digital data – transmitted, stored and retrieved 

electronically – for clinical, educational, and administrative purposes, 

both at the local site and at distance" [370, 371]. Most e-Health solutions 

build on the experience of e-Commerce and e-Government strategies in 

using networked technologies to rethink, redesign, and rework how 

businesses and public services operate. 

 

In developed countries, e-Health has rapidly evolved from online 

medical content dissemination to the adaptation of generic e-commerce 

solutions in the processing of health-related administrative transactions 

and clinical care. Emerging new areas of health application are oriented 

toward professional networking, healthcare process management, and 

the provision of Web-based care – this expanded view has been 

promoted as the final stage in bringing the entire healthcare industry 

online [367]. 

 

Governments and private organizations must grapple with 

transnational and global e-Commerce and e-Health regulatory and legal 

issues and address them in a comprehensive and collaborative manner. 

Those issues are particularly worrisome due to the growing number of 

national, international and non-governmental actors involved in 

transnational and global healthcare [372]. Although progress has been 

successfully achieved in the European Union, the current organizational 

structure and “institutional culture” of the health sector in most countries 

are not conducive to interdisciplinary, rapid-response collaborative work, 
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and the implementation of political and managerial tasks required to 

address such multifaceted complex problems. 

 

On the positive side, concerns about the social, economic, 

national market impacts, and legal implications of the new technologies 

and networked global marketplaces have prompted the international 

community to address some most pressing crossborder issues involving 

data flow and privacy, at least at the level of declarations of intention.  

 

  Initiatives concerned with information and communication 

technologies and development that most recently addressed the issues 

of access, privacy, and crossborder impacts are: the Digital Opportunity 

Taskforce (DOT Force) established by the leaders of the G-8 countries 

at the Kyushu-Okinawa Summit [369, 373]; the Ministerial Declaration at 

the United Nations Economic and Social Council (ECOSOC) of 2000 

[374]; the United Nations ICT Task Force [375]; the Florianópolis 

Declaration of 2000 by the representatives of Latin American and 

Caribbean countries [376]; the Brasília Communiqué of the Presidents 

of South America [377]; the Group of Fifteen Jakarta Declaration [378]; 

the Rio de Janeiro Declaration of the Intergovernmental Meeting on ICT 

for Development [379]; the 2001 Declaration of the Rio Group [380]; the 

Declaration of Santiago of the Rio Group and the European Union 

Minister’s Meeting [381]; and the recommendations of the ECOSOC 

2001 Council of July 2001 [382]. 
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13. Internet Sources on Regulatory and Legal 

         Issues on Data Security and Privacy 
 

Set forth below are a number of different websites that offer valuable 

information pertaining to privacy, confidentiality, security, and medical or 

health records. Inclusion of website references should not, in any way, 

be construed as an endorsement of the sponsoring entity or agreement 

with all the information, views, positions or perspectives contained 

therein. Additionally, inclusion of website listings does not imply that all 

information contained on such sites is always accurate. Users are 

cautioned to remember that the Internet is a dynamic, quickly changing 

medium. Some information that was available at the original time it was 

accessed may become unavailable in the future. The authors of this 

publication made no distinctions regarding government, for-profit, not-

for-profit, or commercial sites. 

 

 

13.1. Key Resources 
 

 American Health Information Management Association 

       http://www.ahima.org/ 

 

 Alan S. Goldberg's Law, Technology & Change Home Page 

       http://world.std.com/~goldberg/ 

 

 Baker & McKenzie, E-Commerce Law 

       http://www.bmck.com/ecommerce/ 

 

 Center for Healthcare Information Management 

       http://www.chim.org/ 

 

 Electronic Privacy Information Center 

       http://www.epic.org/ 

 

 Electronic Commerce in Canada 

       http://www.e-com.ic.gc.ca/english/privacy/regs.html 

 

http://www.bmck.com/ecommerce/
http://www.chim.org/
http://www.epic.org/
http://www.e-com.ic.gc.ca/english/privacy/regs.html
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 Internet Healthcare Coalition 

       http://www.ihealthcoalition.org/ 

 

 U.S. Dept. of Health & Human Services – Administrative 

Simplification 

       http://aspe.os.dhhs.gov/admnsimp/ 

 

 

13.2. Other Resources 
 

13.2.1. United States 

 

 AAMC – Government Affairs & Advocacy 

       http://www.aamc.org/advocacy/issues/research/confid.htm 

This site includes an issue brief on confidentiality of medical records 

and a link to congressional activity on the issue 

 

 American Health Lawyers Association 

       http://www.healthlawyers.org/home.htm 

 

 American Bar Association, Committee on Cyberspace Law 

       http://www.abanet.org/buslaw/cyber/initiatives/jurisdiction.html 

 

 American Medical Informatics Association 

       http://www.amia.org/ 

 

 American Medical Association 

       http://www.ama-assn.org/med-sci/cpt/emr.htm 

This site has information on electronic medical records 

implementation and security issues, as well as AMA testimony on 

computer-based patient records. 

 

 American Telemedicine Association 

       http://www.atmeda.org/ 

Association of companies and individuals interested in telemedicine 

and telehealth. Site offers industry news, legislative information, and 

position papers. 

 

 California Telehealth & Telemedicine Center 

       http://www.telehealth.calhealth.org/ 

http://aspe.os.dhhs.gov/admnsimp/
http://www.aamc.org/advocacy/issues/research/confid.htm
http://www.healthlawyers.org/home.htm
http://www.abanet.org/buslaw/cyber/initiatives/jurisdiction.html
http://www.amia.org/
http://www.ama-assn.org/med-sci/cpt/emr.htm
http://www.atmeda.org/
http://www.telehealth.calhealth.org/
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 Chicago-Kent College of Law, Cyberlaw Jurisdiction 

       http://www.kentlaw.edu/cyberlaw/ 

 

 Consolidation of Computer-based Patient Record Institute (CPRI) 

and Healthcare Open Systems and Trials (HOST) 

       http://www.cpri.org/ 

 

 Duke Medical Informatics Home Page 

       http://dmi-www.mc.duke.edu/ 

 

 e-Health Reports of the California HealthCare Foundation 

       http://ehealth.chcf.org/ 

 

 Electronic Frontier Foundation (EFF) 

       http://www.eff.org 

EFF is a non-profit, non-partisan organization working in the public 

interest to protect fundamental civil liberties, including privacy and 

freedom of expression in the arena of computers and the Internet . 

 

 Electronic Healthcare Network Accreditation Commission 

       http://www.ehnac.org/ 

      Accrediting body for electronic health information 

 

 FindLaw 

       http://www.findlaw.com/ 

 

 FirstGov 

       http://www.firstgov.gov/ 

Access to all U.S. government websites, including legislation, 

statutes, regulations, and agencies 

 

 Georgetown University – Institute for Health Care Research & 

Policy, Health Privacy Project 

       http://www.healthprivacy.org/ 

Offers a variety of links and resources on health privacy, federal law 

and state law in the United States. 

 

 

 

http://www.kentlaw.edu/cyberlaw/
http://www.cpri.org/
http://dmi-www.mc.duke.edu/
http://www.chcf.org/
http://ehealth.chcf.org/
http://www.eff.org/
http://www.ehnac.org/
http://www.findlaw.com/
http://www.firstgov.gov/
http://www.healthprivacy.org/


Internet Sources on Regulatory and Legal Issues 
on Data Security and Privacy 

 

 186 

 

 HIPAAdvisory, The industry center for HIPAA and health information 

security & privacy. 

http://www.hipaadvisory.com/ 

News, analyses, surveys, and databases regarding HIPAA-related 

information. 

  

 Health Care Compliance Association 

http://www.hcca-info.org/index.html 

Non-profit association devoted to enhancing healthcare compliance 

 

 The Informatics Review 

http://www.informatics-review.com/ 

An e-journal of the Association of Medical Directors of Informations 

Systems 

 

 Joint Healthcare Information Technology Alliance 

http://www.jhita.org/abtjhita.htm 

An alliance of several organizations focused on effectively using 

technology and offering important information on HIPAA, e-Health, 

telemedicine, and other areas. 

 

 Medical Group Management Association (MGMA) 

http://www.mgma.com 

This site will have the MGMA’s position on a number of issues 

facing healthcare, including confidentiality of patient records. It 

includes the ability to search the site for its postings on different 

issues (e.g., confidentiality) 

 

 McBride, Baker & Coles 

http://www.mbc.com/ 

Law firm site offering a variety of information, including privacy, 

confidentiality, medical records, HIPAA, and Internet-related 

materials. 

 

 National Association of Boards of Pharmacy 

http://www.nabp.net/ 

 

 

 

http://www.hipaadvisory.com/
http://www.hcca-info.org/index.html
http://www.informatics-review.com/
http://www.jhita.org/abtjhita.htm
http://www.mgma.com/
http://www.mbc.com/
http://www.nabp.net/
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 National Coalition for Patient Rights 

http://www.cciw.com/content/confidentiality.html 

The NCPR is a non-profit organization interested in patient’s rights 

to privacy. This website assesses the impact of proposed 

healthcare legislation on these rights. 

 

 National Conference of State Legislatures – Internet Sites of State 

Legislatures 

http://www.ncsl.org/public/sitesleg.htm 

Links to all the state legislatures, from which legislative, statutory 

and administrative regulation information can be obtained pertaining 

to selected states. 

 

 National Council of State Boards of Nursing 

http://www.ncsbn.org/ 

 

 North Carolina Healthcare Information and Communications 

Alliance 

http://www.nchica.org/ 

 

 Office for the Advancement of Telehealth 

http://telehealth.hrsa.gov/ 

U.S. Federal office aimed at fostering telemedicine and telehealth, 

which also contains valuable information and links relating to 

telemedicine, telehealth, electronic records, and other relevant 

topics. 

 

 Risk Management Foundation of the Harvard Medical Institutions 

http://www.rmf.harvard.edu/publications/forum/v19n3/article2/index.

html 

This site provides information on a forum for “Risk Management in 

the CyberAge” including confidentiality issues related to electronic 

medical records. 

 

 Stanford Medical Informatics 

http://www-camis.stanford.edu/ 

 

 

 

 

http://www.cciw.com/content/confidentiality.html
http://www.ncsl.org/public/sitesleg.htm
http://www.ncsbn.org/
http://www.nchica.org/
http://telehealth.hrsa.gov/
http://www.rmf.harvard.edu/publications/forum/v19n3/article2/index.html
http://www.rmf.harvard.edu/publications/forum/v19n3/article2/index.html
MDComputing.pdf
http://www-camis.stanford.edu/
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 Thomas – Legislative Information on the Internet 

http://thomas.loc.gov/home/thomas2.html 

This site offers comprehensive access to a wide variety of federal 

legislative information, including recently enacted and pending 

Congressional bills, regulations, and committee reports. 

 

 The National Academies – Institute of Medicine 

http://www.iom.edu/ 

 

 The National Academies - Computer Science and 

Telecommunications Board 

http://www4.nationalacademies.org/cpsma/cstb.nsf 

 

 National Archives and Records Administration - Federal Register 

http://www.nara.gov/fedreg/ 

 

 Tech Law Journal 

http://www.techlawjournal.com/welcome.htm 

A site offering helpful legal information, including legislation, statutes 

and case law dealing with privacy, confidentiality, medical records 

and the Internet. 

 

 Telemedicine Information Exchange 

http://tie.telemed.org/ 

A site offering news, grant information, website links, and databases 

relevant to telemedicine and telehealth 

 

 U.S. Dept. of Commerce – Safe Harbor 

http://www.export.gov/safeharbor/ 

 

 U.S. Department of Defense (DoD) 

http://www.dod-telemedicine.org/ 

 

 U.S. National Library of Medicine 

http://www.nlm.nih.gov/ 

 

 U.S. National Library of Medicine - National Telemedicine Initiative 

http://www.nlm.nih.gov/research/telemedinit.html 

Links to a variety of telemedicine and electronic health information-

related sites, including programs, resources and symposiums.  

http://thomas.loc.gov/home/thomas2.html
http://www.iom.edu/
http://www4.nationalacademies.org/cpsma/cstb.nsf
http://www.nara.gov/fedreg/
http://www.techlawjournal.com/welcome.htm
http://tie.telemed.org/
http://www.dod-telemedicine.org/
/nlmhome.html
http://www.nlm.nih.gov/
http://www.nlm.nih.gov/research/telemedinit.html
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 University of California-Berkeley Library, Health Sciences 

Information Service 

http://www.lib.berkeley.edu/HSIS/ 

A collection of health, medicine, and Internet related websites and 

journals. 

 

 Western Governors’ Association – Health Passport Project 

http://www.westgov.org/wga/initiatives/hpp/default.htm 

An Official G-7 Global Health-care Data Card Pilot Project, aimed at 

fostering effective and integrated healthcare information. 

 
 

13.2.2. International 

 

 Communication and Information Industries (CII) Directorate 

http://www.dti.gov.uk/cii/cii/index.shtml 

 

 European Union 

http://europa.eu.int/comm/internal market/en/index.htm# 

This is the website if the Internal Market Directorate of the European 

Commission, at which all relevant news on legislation in force and 

proposed in the areas of e-Commerce and data protection can be 

found. 

 

 EUROPARL - The multilingual Web server of the European 

Parliament 

http://www.europarl.eu.int/home/default_en.htm 

 

 Council of Europe – Data Protection Pages 

http://www.legal.coe.int/dataprotection/ 

 

 OECD – Information Society Page 

http://www.oecd.org/dsti/sti/it/ 

 

 

 

 

 

 

http://www.lib.berkeley.edu/HSIS/
http://www.westgov.org/wga/initiatives/hpp/default.htm
http://www.dti.gov.uk/cii/cii/index.shtml
http://ue.eu.int/en/summ.htm
http://www.europarl.eu.int/home/default_en.htm
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 The Association Internationale de la Mutualité (AIM)  

http://www.aim-mutual.org/uk/index.htm 

AIM is a grouping of autonomous health insurance and social 

protection bodies operating according to the principles of solidarity 

and non-profit-making orientation – good source of information on 

latest EU litigation in the health domain. 

 

 European Health Management Association 

http://www.ehma.org/index.html 

 

 European Health Telematics Association 

http://www.ehtel.org/ 

 

 The European Consumers’ Organisation 

http://www.beuc.org/ 

 

 The European Commission - Media, Information Society and Data 

Protection  

http://europa.eu.int/comm/internal_market/en/media/dataprot/news/

safeharbor.htm 

 

 The European Telematics Horizontal Observatory Service 

http://www.ethoseurope.org/ 

 

 Global Internet Liberty Campaign 

http://www.gilc.org/ 

Worldwide group that monitors and advocates for policies relating to 

the Internet, privacy, cybercrime, etc.  

 

 Health On The Net Foundation 

http://www.hon.ch/home.html 

A non-profit group sponsoring a wide variety of Internet-available 

materials, including journals, websites and databases 

 

 Internet Law and Privacy Forum 

http://www.ilpf.org/ 

Provides information from legal and technical experts from member 

companies, businesses, governments, intergovernmental 

organizations, academia, and from the private practice of law 

around the world. 

http://www.ehma.org/index.html
http://www.beuc.org/
../../index.htm
../../index.htm
http://europa.eu.int/comm/internal_market/en/media/dataprot/news/safeharbor.htm
http://europa.eu.int/comm/internal_market/en/media/dataprot/news/safeharbor.htm
http://www.ethoseurope.org/
http://www.gilc.org/
http://www.hon.ch/home.html
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 International Medical Informatics Association 

http://www.imia.org/ 

 

 International Society for Telemedicine 

http://www.isft.org/ 

International society devoted to telemedicine and telehealth around 

the world, with a site offering relevant links, articles, information and 

conferences. 

 

 Journal of Medical Internet Research 

http://www.jmir.org/index.htm 

International scientific peer-reviewed journal on all aspects of 

research, information and communication in the healthcare field 

using Internet and Intranet-related technologies.  

   

 People for Internet Responsibility 

http://www.pfir.org/#info 

A global, ad hoc network of people concerned about the current and 

future operations, development, management, and regulation of the 

Internet, including privacy, confidentiality and other matters  

 

 Privacy International 

http://www.privacyinternational.org/ 

A human rights group examining actions taken by governments and 

corporations, including actions relating to ID cards, video 

surveillance, data matching, police information systems, and 

medical privacy.  

 

 UNESCO - United Nations Educational, Scientific and Cultural 

Organization. Observatory of the Information Society. 

http://www.unesco.org/webworld/observatory/index.shtml 

 

 

 

 

 

 

 

 

http://www.imia.org/
http://www.isft.org/
http://www.jmir.org/index.htm
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